downloaded from: lib.ommolkefab.ir

sy

!

By Jonathan Hassell

' --:@ Learning Windows Server 2003, 2nd Edition
4

Winclomott Publisher: O'Reilly

Server 2003 Pub Date: February 2006

Print ISBN-10: 0-596-10123-6
Print ISBN-13: 978-0-59-610123-7
Pages: 742

Table of Contents | Index

Overview

Getting Microsoft Windows Server 2003 up and running, either as a standalone or as part of a
multi-site, multi-server network is a formidable task for anyone. O'Reilly's no-nonsense guide,
Learning Windows Server 2003, 2nd Edition, gives you just what you need to get the job done. It
provides you with the nuts and bolts for installing, configuring, securing, and managing Windows
Server 2003-plus, it has been completely updated for Service Pack 1 and release R2.

Learning Windows Server 2003, 2nd Edition includes just enough theory for you to understand how
the different features and systems work in this latest version of Windows. You'll come away with a
firm understanding of what's happening under the hood of the system, but without feeling like
you're taking a graduate course in OS theory. After its high-level overview, the book offers
complete discussions and treatments of all of Server 2003's major components. You'll learn how to:

e install Windows Server 2003
e create and manage user accounts (with particular attention to Active Directory)
e Mmanage access to system resources, such as printers and files

e configure and manage its numerous major subsystems

The book also features step-by-step procedures and discussions of complex concepts such as patch
management, Active Directory replication, DFS namespaces and replication, network access
quarantining, server clustering, Group Policy and other security tools, and 11S6 web server.

Whether you're an experienced system administrator or one who's just beginning, you'll turn to this
practical guide again and again when you need to understand the massive product that is Windows
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Preface

Microsoft's server-oriented Windows operating systems have grown by leaps and bounds in their
capabilities, complexities, and sheer number of features since the release of Windows NT Server in
the early 1990s. With each release, system administrators have found themselves grappling with nev
concepts, from domains, directory services, and virtual private networks to client quarantining, disk
quota, and universal groups. Just when you've mastered one set of changes, another comes along
and suddenly you're scrambling once again to get up to speed. A vicious cycle this IT business is.

One source of help for the beleaguered administrator has always been the technical book market anc
Its communities of authors, publishers, and user groups. Major releases of popular operating systems
have always been accompanied by the publication of books written to support them, often
encouraged by the software manufacturers. Some tout themselves as complete guides to their
software compadres, while others approach their subject gingerly, as though their readers were of a
questionable intellectual capacity. But over the years many of these books have become complex anc
have accumulated as much detritus as the operating systems they explain. You now see on the
shelves of your friendly local bookstores 1,200-plus-page monstrosities that you might find useful,
but only if you enjoy dealing with 30 pounds of paper in your lap or on your desk, and only if you finc
It productive to wade through references to "how things worked" in Windows NT four versions ago.
After all, there's a limit to how many times you can revise something before it's best to simply start
from scratch. Do you need all of that obsolete information to do your job efficiently?

I'm wagering that you don't (my luck in Las Vegas notwithstanding), and it was in that spirit that |
set out to write Learning Windows Server 2003, Second Edition. | wanted to trim down the content o
this volume so that | included just enough theory on a subject for you to understand how different
features and systems work in this version of Windows. | wanted you to come away with a firm
understanding of what's happening under the hood of the system, but without the sense that you've
just completed a graduate course in OS theory. Most of all, 1 wanted this book to be a practical guide
that helps you get your work done"here's how it works, here's how to do it."

The result is the book you're either holding in your hands right now or reading online: a book with a
more compact presentation, a lower price, and a tighter focus on tasks than other books on the
market. And in this new second edition, I've strived to maintain that focus on efficiency and density
while still providing a detailed introduction and walkthrough of Windows Server 2003 R2's new
features.

| hope that this work meets your expectations, and | hope you turn to this book again and again
when you need to understand some feature of the massive product that is Windows Server 2003.
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Audience

Beginner to intermediate system administrators most certainly will find this book a helpful guide for
learning how Windows Server 2003 and its follow-up release, R2, works and the different ways to
administer machines running that operating system. This book has step-by-step procedures and
discussions of complex concepts such as Active Directory replication, DFS namespaces and
replication, network access quarantining, and server clustering. Although I've eliminated material
that isn't relevant to day-to-day administration, you still will find the chapters full of useful
Information for understanding the "why" as well as the "how" of a given operation.

Advanced system administrators also might find this book useful for discovering new concepts and
components outside of their realm of expertise. I've found that senior system administrators often
focus on one or two specific feature sets of a product and are less familiar with other elements of the
OS. This book provides a stepping stone for further exploration and study of less well-known parts of
the operating system.

One other item to mention: throughout the book I've tried to highlight the use of the command line
In addition to (or in some cases, as opposed to) graphical ways to accomplish tasks. Command lines,
In my opinion, are fabulous for quickly and efficiently getting things done, and they provide a great
basis for launching into scripting repetitive tasks. Microsoft has done an excellent job of integrating
command-line functions into the R2 revision of Windows, and I've attempted to do the effort justice
within the text. In fact, a new addition to the second edition is the inclusion of a Command Line
Utilities" section at the end of each applicable chapter. But none of this should cause you to shy you
away from this book if you are a GUI aficionado: you'll still find everything you're accustomed to
within this volume.
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Organization and Structure

In structuring the contents of this book, | have tried to make a logical progression through the
product, from a high-level overview through complete discussions and treatments of each its major
components. Let's walk through the Table of Contents a little more thoroughly.

Chapter 1 provides a very general overview of Windows Server 2003 from Microsoft's approach to its
design and packaging and the different versions that are available, to an overview of the features in
this release that are new or otherwise improved. In short, this chapter is designed to give the
administrator a complete and systematic overview of the product.

Chapter 2 provides a detailed guide to installing Windows Server 2003 in a variety of different
environments. I've included scenarios for upgrade and new installations, and considerations with
regard to security, user requirements, hardware necessities, and distributed installation (mass
deployment). | also cover the System Preparation tool (Sysprep), which allows mass duplication of a
single OS image on deployment to multiple computers, and Remote Installation Services (RIS),
another tool for installing the OS over the network.

Chapter 3 discusses the basic file and print services built into Windows Server 2003. The chapter
begins with an overview of sharing, and a guide to creating shares, publishing them to Active
Directory, mapping drives, using the My Network Places applet, and accessing shares from the Start

Run command and from within Internet Explorer. Then | dive into a detailed discussion of the
Windows permission structure, including permission levels, "special” permissions, inheritance, and
ownership. Here, you'll also find a guide to settings permissions. Also covered in this chapter is an
overview of the Distributed File System (DFS), how to set it up, and how to manage It.

Chapter 4 covers the domain name system, or DNS. Because DNS is such a fundamental component
of Active Directory, | wanted to include a separate treatment of how it works, including a discussion
of the different types of resource records and zone files supported, integration with Active Directory,
the split DNS architecture, and backup and recovery of DNS data.

Most installations of Windows Server 2003 include Active Directory because so many products that
require the server OS are tightly integrated with this technology.Chapter 5 provides a complete
guide to the technical portion of Active Directory, including its logical and physical structure,
hierarchical components (domains, trees, forests, and organizational units), scalability, and
replication. Coverage of the LDAP standards is included, as well as a discussion to migration and
security considerations. Then I move into planning strategies, installing Active Directory onto
Windows Server, and the day-to-day administrative tools.

Group Policy (GP) is one of the most underappreciated management technologies in any server
product. Chapter 6 is dedicated to introducing GP and its structure and operation. | begin with a
survey of GP and Active Directory interaction, objects, and inheritance. Then | provide a practical
guide to implementing GP through user and computer policies and administrative templates, installin
software through GP, administration through scripting, and redirecting folders and other user
Interface elements. | also discuss IntelliMirror, a cool technology for application distribution (similar t
ZENworks from Novell).
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Chapter 7 helps ensure that you are well versed In locking down your systems to protect both your
own computers and the Internet community as a whole. | cover security policy, including ways to
manage it using predefined templates and customized policy plans, and an overview of the Security
Configuration and Analysis Tool, or SCAT. Then | provide a complete procedural guide to locking
down both a Windows network server and a standard Windows client system. (Despite the fact that
this is a server book, administrators often are responsible for the entire network, and client and
server security go hand in hand.)

1S received a major revamp In this release, and Chapter 8 covers the details. In Version 6, IIS is
ready for primetime hosting. | cover the architectural improvements and new features in this release
and then move on to a practical discussion of daily IS administration. Guides include administering
basic web sites, the SMTP listener, the new POP3 service, the NNTP service, and the FTP server.

Chapter 9 covers the .NET Framework services introduced In this server revision. | discuss their
purpose and then provide a guide to administering the .NET Framework on a standard server. A
complete list of references to other works that cover these services in more detall is provided as well

Chapter 10 provides a guide to Terminal Services, including an overview from the server
administrator's perspective and a similar overview from a typical user's point of view. Then | cover
how to install both Terminal Services itselfand applications such as Microsoft Office and other tools
Inside the Terminal Services environment. A guide to configuring Terminal Services follows, including
procedures for general configuration, remote control options, environment settings, logons, sessions,
and permission control. Concluding the chapter is a guide to daily administration using Terminal
Services Manager, the Active Directory user tools, Task Manager, and command-line utilities.

Chapter 11 covers the standard networking architecture of the operating system, including
addressing and routing issues. Then I move into a discussion of the various network subsystems: the
Domain Name System (DNS), the Dynamic Host Configuration Protocol (DHCP), and a discussion of
VPN connectivity, the different phases of VPN, tunneling and encryption, and the RADIUS server
bundled with .NET Server, the Internet Authentication Service (1AS). Finishing up the chapter, |
discuss IPSec, its support from within the OS, and how to install, configure, use, and administer It.
Coverage of client quarantining is also included.

The penultimate chapter, Chapter 12, covers Windows clustering services. First, a discussion of the
different types of clustering services is provided, and then | cover successfully planning a basic
cluster and its different elements: the applications, how to group the machines, capacity and networl
planning, user account management, and the possible points of failure. A treatment of Network Load
Balancing clusters follows, and | round out the chapter with a guide to creating and managing server
clusters, as well as an overview of the administrative tools bundled with the OS.

Finally, Chapter 13 discusses the other elements of Windows Server 2003 not covered elsewhere,
Including the Indexing Service and the Microsoft Message Queue. Tips for managing each are
discussed.

The Appendix provides a peek at the upcoming, revolutionary revision of the operating system,
currently known as Longhorn Server.
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Conventions Used in This Book

The following typographical conventions are used in this book:

Plain text

Indicates menu titles, menu options, menu buttons, and keyboard accelerators (such as Alt ant
Ctrl).

Italic

Indicates new terms, URLs, email addresses, filenames, file extensions, pathnames, directories
and command-line utilities.

Constant w dth

Indicates commands, options, switches, variables, attributes, keys, functions, types, classes,
namespaces, methods, modules, properties, parameters, values, objects, events, event
handlers, XML tags, HTML tags, macros, the contents of files, or the output from commands.

Constant wdth bold

Shows commands or other text that should be typed literally by the user.

Constant wwdth italic

Shows text that should be replaced with user-supplied values.

This icon signifies a tip, suggestion, or general note.

This icon indicates a warning or caution.
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Using Code Examples

This book is here to help you get your job done. In general, you can use the code in this book in you
programs and documentation. You do not need to contact O'Reilly for permission unless you're
reproducing a significant portion of the code. For example, writing a program that uses several
chunks of code from this book does not require permission. Selling or distributing a CD-ROM of
examples from O'Reilly books does require permission. Answering a question by citing this book and
quoting example code does not require permission. Incorporating a significant amount of example
code from this book into your product's documentationdoes require permission.

O'Rellly appreciates, but does not require, attribution. An attribution usually includes the title, author
publisher, and ISBN. For example: 'Learning Windows Server 2003, Second Edition by Jonathan
Hassell. Copyright 2006 O'Reilly Media, Inc., 0-596-10123-6."

If you feel your use of code examples falls outside fair use or the permission given above, feel free tc
contact O'Reilly at permissions@oreilly.com.
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We'd Like to Hear from You

Please address comments and gquestions concerning this book to the publisher:

O'Relilly Media, Inc.

1005 Gravenstein Highway North

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international or local)

(707) 829-0104 (fax)

O'Rellly has a web page for this book, where it lists errata, examples, and any additional information.
You can access this page at:

http://www.orellly.com/catalog/lwinsvr20032

To comment or ask technical questions about this book, send email to:

bookguestions@oreilly.com

For more information about our books, conferences, Resource Centers, and the O'Reilly Network, see
the O'Rellly web site at:

http://www.oreilly.com

As the author of this book, | also have created a comprehensive resource web site as its companion,
located at the following URL.:

http://www.learning2003.com

There you will find regular updates to the book, extended contact information, code samples from the
book, and information on when and where you can find me speaking and conducting seminars. |
Invite you to visit today and become a regular reader.
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Safari® Enabled

AT When you see a Safari® Enabled icon on the cover of your favorite technology book,
that means the book is available online through the O'Reilly Network Safari Bookshelf.

Safari offers a solution that's better than e-books. It's a virtual library that lets you easily search
thousands of top tech books, cut and paste code samples, download chapters, and find quick answer:
when you need the most accurate, current information. Try it for free athttp://safari.oreilly.com.
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Chapter 1. Introducing Windows Server
2003

It all started with Windows NT, Microsoft's first serious entry into the network server market.
Versions 3.1 and 3.5 of Windows NT didn't garner very much attention in a NetWare-dominated
world because they were sluggish and refused to play well with others. Along came Windows NT 4.0,
which used the new Windows 95 interface (revolutionary only to those who didn't recognize Apple's
Macintosh OS user interface) to put a friendlier face on some simple yet fundamental architectural
Improvements. With Version 4.0, larger organizations saw that Microsoft was serious about entering
the enterprise computing market, even if the product currently being offered was still limited in
scalability and availability. For one, Microsoft made concessions to NetWare users, giving them an
easy way to integrate with a new NT network. The company also included a revised security feature
set, including finely grained permissions and domains, which signified Microsoft considered enterprise
computing an important part of Windows.

After a record six and one-half service packs, NT 4.0 is considered by some to be the most stable
operating system ever to come out of Redmond. However, despite that, most administrators with
Unix experience required an OS more credible in an enterprise environmentone that could compare t
the enormous Unix machines that penetrated that market long ago and had unguestionably occupied
It ever since. It wasn't until February 2000, when Windows 2000 Server was released, that these
calls were answered. Windows 2000 was a complete revision of NT 4.0 and was designed with
stability and scalability as first priorities.

However, something still was lacking. Sun and IBM included application server software and
developer-centric capabilities with their industrial-strength operating systems, Solaris and AlX.
Windows 2000 lacked this functionality. In addition, the infamous security problems associated with
the bundled Windows 2000 web server, Internet Information Services (11S), cast an ominous cloud
over the thought that Windows could ever be a viable Internet-facing enterprise OS. Given that many
saw Microsoft as "betting the company” on a web services initiative called .NET, it was critical that
the company save face and do it right the next time. It wasn't too late, but customers were very
concerned about the numerous security vulnerabilities and the lack of a convenient patch
management system to apply corrections to those vulnerabilities. Things had to change.

From stage left, enter Windows Server 2003. What distinguishes this new release other than a longel
name and a three-year difference In release dates? That's a difficult question to answer. Microsoft iIs
slowly but surely raising the standard it sets for itself in creating a server OS: it's transformed a
departmental fileserver system into an enterprise-class, centrally managed OS and then into an
application server platform designed to interoperate using open standards. Along with this transition
has come improved hardware support, redesigned directory services, management tools designed In
a role-based paradigm, and a host of security enhancements.
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1.1. Changes from Windows 2000 Server

Windows Server 2003 provides scores of new features that most administrators have been hoping foi
since the release of Windows 2000 Server, as well as critical bug fixes, tool improvements,
management refinements, and enhancements to the general fit and finish of the product. In this
section, I'll take a look at the major changesin the product from Windows 2000 Server.

1.1.1. Security

Windows Server 2003 is fairly secure after the installation process is complete, as Microsoft
promised. The product also benefited from the month-long halt of new development in March 2002,
referred to by Microsoft as the beginning of the Trustworthy Computing Initiative, wherein all
developers and product managers did nothing but review existing source code for security flaws and
attend training on new best practices for writing secure code.

But it's not only in the actual code that security takes front seat. Perhaps the most welcome
Improvement in the eyes of network administrators with large Windows XP deployments is Windows
Server 2003's native understanding and support for the expanded feature set of Group Policy (GP)
found in XP. Windows 2000 Server was unaware of the new XP support for software execution
restrictions and remote desktop support tools and thus required a bit of handholding to get it all
working together. Windows Server 2003 knows about these XP tools out of the box.

Windows Server 2003 also debuts new secure wireless LAN support, and as an added bonus, this
support can extend to wired networks, too. This allows you to keep unauthorized hosts off any part o
your network, wired or wireless. 802.1X clients can authenticate to Windows Server 2003 machines
using the Internet Authentication Service (1AS). For added security, you can add dynamic key
exchange and WEP support as well. This is a great boon to both wireless and wired security. I'll
explore Windows security features and configurations in greater detail inChapter 7, and IAS in
Chapter 11.

1.1.2. Performance and Scalability

Changes designed to improve both performance and scalability received attention from the
development team. When the product was released in early 2003, VeriTest, an independent testing
organization, ran benchmarks and custom-designed tests that demonstrated that Windows Server
2003 outperformed Windows 2000 and Windows NT 4.0 by a dramatic margin of anywhere from
100-200%, depending on the task, using the same hardware. That's impressive for any follow-up
release and bucks the all-too-familiar trend of needing to upgrade hardware and software
simultaneously. Compared with NT 4.0, Windows Server 2003 is about twice as fast when operating
as a fileserver, three times as fast as a dynamic web application server, and up to 400% faster at
just plain web-page hosting. VeriTest ran all the tests using the same server, but during the battery |
alternated the number of processors in the machine at any given time, using one, two, four, and
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eight processors interchangeably.

In fact, performance is so good that a lot of companies might want to consider adopting Windows
Server 2003 for the purposes of server consolidation. Improvements to the underlying operating
system, coupled with a complete rewrite of I1S, make it possible to increase the duties of a single
machine. If you find your datacenter is growing by leaps and bounds, by giving each Windows Servel
2003 machine more responsibilitywhich it can handleyou can reduce the number of servers you have
to support. Having fewer servers can make managing those servers easier, too, and it can provide
the primary benefit of reducing the total cost of ownership (TCO), a frequent measure of the progres
and success of IT projects.

As far as scalability iIs concerned, most notably Windows Server 2003 offers the ability in the 32-bit
versions to use computers that scale to 32 processors. On 64-bit platforms with the Windows Server
2003 native 64-bit versions, operation can scale to 64 processors.

1.1.3. Management Tool Enhancements

Improvements to GP, including the new Group Policy Management Console (GPMC), as well as a task
oriented suite of management tools, helps administrators control and administer more servers with
much less effort than Windows 2000 required.

The Microsoft Management Console (MMC) is a central location where various parts of Windows
subsystems come together in a single, consistent, and integrated user interface. Windows Server
2003 includes the MMC, first introduced in parts of Windows NT and by default in Windows 2000, anc
Integrates nearly all administrative components into it.

The GPMC is an MMC snap-in that introduces easier ways of working with Group Policy Objects
(GPOs). In the past, an administrator had to view GPOs not with one tool, but with several,
depending on where a GPO was applied. This required different snap-ins, such as Active Directory
Users and Computers, Active Directory Sites and Services, the Delegation of Control Wizard,
Resultant Set of Policy (RSoP), and Access Control List (ACL) editors. Needless to say, it was not as
simple as it should have been. Fortunately, Microsoft realized this pain-in-the-neck way of
administering GP and released the GPMC, which offers a centralized view of all GPOs. Perhaps the
largest benefit of the GPMC is that it reduces the amount of clicking you have to do to find the GPO
you need to modify. If you've used GP with Windows 2000 before, you are all too familiar with this.

The GPMC makes it a lot easier to:

e Import, export, copy, and paste GPOs

e Manage GP security

e (Generate file- and printer-based GPO reports
e Examine GPO and RSoP data

e Back up and restore GPOs

e Script GPO operations that you can perform with the GPMC (i.e., you can't script individual
policy settings, only GPO operations such as template GPO importing)
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Additionally, If you are running Windows XP on your desktop, you'll be pleased to know that Microsof
has the Administrative Tools Pack available to install on Windows 2000 and Windows XP
workstations. However, note that the Windows 2000 version of the Administrative Tools Pack does
not install properly on XP. Windows Server 2003 comes with a new, released version of the
administrative tools compatible with XP that you also can use to manage Windows 2000 servers.

These management tools and their enhancements are covered in their respective areas throughout
the book. Specifically, Chapter 6 is a core reference to GP in general using the GPMC as a key
management interface.

1.1.4. Trans-Forest Active Directory Trusts

Having multiple domains in a forest is a neat way to gain some significant management and security
advantages, primarily the ability to do away with the old, inflexible, and difficult-to-manage Windows
NT 4.0-style trusts. As well, with Active Directory there's a beneficial feature known as theglobal
catalog , which serves as a sort of "superdirectory," responding to queries with a more efficient but
smaller database than the full Active Directory. But what happens when your corporations merge”?
What do you do with two Active Directory forests that need to share things with each other?

Windows Server 2003 introduces forest root transitive trusts, wherein you click two forest root
domains and tell Windows that they ought to trust one another, and everything just automatically
works. To tell the truth, you can create the end result of these transitive trusts in Windows 2000, but
you need to create multiple trusts between all domains, a process that is tedious and ripe with room
for error. As with all good things, though, this functionality has limitations. First off, there's the
somewhat prohibitive limitation that all domain controllers in both forests must be running Windows
Server 2003 for this to work. I'll explore these types of trusts, including additional limitations, In
more detail in Chapter 5.

1.1.5. Remote Office Domain Controller Creation Improvements

The standard process to create a Windows 2000 domain controller was to run the DCPROMO Wizard,
enter your login information, and download a copy of the Active Directory database. If you spot a
problem with this scenario, chances are you've run into said problem yourself. If your branch office is
In an extremely remote locationsay, a location with no broadband Internet connectivity or nothing
higher than 28.8kbps dial-up connectivityand your Active Directory database is, perhaps, larger than
500MB, the third step in the process is going to take quite a long time. On top of that, if your
connection is faulty and drops in the middle (or worse, right at the end) of the download process, yol
have to start all over. Obviously that can make for a very frustrating and nonproductive upgrade
session.

Windows Server 2003 enables you to create a copy of the Active Directory database on removable
media at your central office, or at least at a branch office with good connectivity to the domain. You
then can carry this copy to the remote office with the flaky and slow connection, run DCPROMO, and
tell the wizard that you have the Active Directory database on removable media. The wizard will copy
that database onto the computer, and at that point, the wizard needs only to replicate any changes
made to directory information between that time and the point at which you made the copy of the
directory database. It's a really clever and simple solution.
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I'll also cover these domain controller feature enhancements inChapter 5.

1.1.6. Replication Control

Active Directory replication to branch office domain controllers has always been a touchy subject for
administrators. At what point do the disadvantages outweigh the benefits? Windows 2000 tried to
make it a bit easier on flaky WAN links by enabling traffic compression by default, and by using a
"least-cost" algorithm that calculates how and when it would be cheapest to send the data over the
link. Microsoft improved the replication algorithm in Windows Server 2003 significantly. With Window
2000 it wasn't uncommon for branch-office domain controllers to experience high CPU loads while
trying to decompress hundreds of megabytes of replication data; in the new edition, you can turn off
compression and save some CPU cycles.

In addition, you can now selectively replicate information between a set of domain controllers, not
just all domain controllers, using a new feature calledapplication partitions. In the previous version
of Windows 2000, if you had information that you wanted to pass along to other controllers in a
domain, you had to send it to all of them. Active Directory-integrated DNS zones are a popular
example of this. But if your DNS servers are only in Seattle and Boston, why would your domain
controllers in Tokyoat the other end of an expensive WAN linkcare about receiving new DNS server
Information? They don't, but they had to get it anyway. In Windows Server 2003, it is possible for
only Active Directory-integrated DNS servers to receive replicated information; it's not mandatory
that other domain controllers do so. Kudos to Microsoft on this one.

| will discuss replication in more depth inChapter 5.

1.1.7. Domain Renaming

In these days riddled with corporate investing, mergers, acquisitions, and divestitures, administrator:
can find that their business name, or the name of the network that they're responsible for
supporting, can change rapidly. In Active Directory implementations this can be embarrassing,
because with Windows 2000, once you have created and named a domain, you cannot rename It.

Four years later, some businesses are still logging on to networks with names that ceased to exist
many years before.

Windows Server 2003 introduces the ability to rename existing domains. That's about all | can say or
that issue because "ability to do" does not equate to "simple to do." There are several restrictions on
the process, not the least of which is that all domain controllers in the domain must be running
Windows Server 2003. That can be an expensive proposition for large companies, some of which
might need Windows Server 2003 only for that very ability. You also have to reboot all the domain
controllers in that domain twice and each member server once. So, you can rename domains, but no
easily or cost-effectively in most cases.

Chapter 5 contains detailed information on how domain renamingworks and the limitations thereof.

1.1.8. Volume Shadow Copies and Shadow Copy Restore
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Some of the most exciting ground being broken in server technology today has to do with increasing
storage capacity and availability, and Windows Server 2003 is taking part in the movement. Virtual
disk services, volume shadow copy, dynamic disks, and storage area network (SAN) management
technologies abound in Windows Server 2003.

One of the most useful features of Windows Server 2003 is its support for shadow copies. This allows
an administrator to configure the operating system so that it will make copies of files identified by an
administrator from a disk volume at regular intervalssort of like taking a snapshot of the disk at
specific timesand store them in a protected area on a volume. By installing a client extension on
Windows XP machines, an end user can simply click the option to "view previous versions" inside the
folder view of any volume in Windows Explorer, and Windows will bring up a list of all saved versions
This I1s absolutely fantastic when, at 3:45 p.m., a user realizes that before lunch, she accidentally
overwrote the final draft of her proposal that is due during a meeting that begins at 4:00 p.m. She
can grab the snapshot taken before lunch and all is well. Administrators who routinely restore user
data from backups after "accidents" or "unfortunate and inadvertent data misplacements" (to use
politically correct terminology) will appreciate the ability to recover files at the user level. | cover
shadow copies in Chapter 3.

Volume shadow copy services also enable administrators to periodically take snapshots of their disk
volumes, which provides a great way to perform backups on critical databases that can never be
taken down for traditional offline backup procedures. The snapshot of the database is taken and
stored in a special folder on the disk, and that folder can be backed up at leisure. This reduces a lot
of headaches and (at least somewhat) assuages the tediousness of performing backups.

Virtual disk services (VDS) also enable administrators to configure SAN hardware directly from
Windows, bring volumes online and offline, format them, and use them without intermediary
software. This also increases the availability of backup products because third-party providers of
these products are spared the task of writing their own custom drivers. Those products can interface
with the native Windows support for these types of tasks, thereby decreasing the cost of that
software to make, sell, and buy.

There's more, too. VDS iIs the foundation of two new command-line utilities that pack a lot of power:

DiskRaid

DiskRaid, part of the Windows Server 2003 Deployment Guide and the Windows Server 2003
Resource Kit, is a utility that you can use to manage RAID subsystems. With it, you can script
disk operations, list disks, create, delete, unmask, and extend logical units, and manage a
RAID array or container from the command line. It's a great tool for automated server
provisioning.

DiskPart

DiskPart is a command-line version of the Disk Management snap-in that ships with the
operating system. It's completely scriptable and enables you to control any aspect of disks,
partitions, and volumes without the GUI.

There is more on both of these tools inChapters 3 and 13, but the important thing to notice is that
both of these tools take advantage of the underlying VDS systems in Windows Server 2003. Expect
many more third-party disk management tools in the coming years as well.
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1.1.9. Terminal Services and Remote Administration

An idea first introduced with Windows NT 4.0 Terminal Server Edition, Terminal Server has
consistently improved with each release. Those of you with Windows 2000 Server machines on your
network have appreciated the remote administration capabilities included with that OS for some time.
And for years, a third-party software company, Citrix, has been making its MetaFrame software,
going above and beyond the quality and support of Microsoft's integrated terminal offering.

With Windows Server 2003, the free Terminal Server part gets even better. Support for increased
color depth, automatic redirection of sound and printer ports, and lower bandwidth requirements
makes It easier to use Terminal Server to access your servers from home, even over dial-up
connections. As well, Windows Server 2003 includes the Remote Assistance feature, which places a
helpful user interface over a raw Terminal Server connection. (The Remote Assistance feature is
exactly like that found in Windows XP.)

Windows Server 2003 also includes native support for headless servers, or servers without a
keyboard, video card, or mouse. Now you can have machines in your server room without these
bulky items and Windows will run normally, without a lot of software hacks. In addition, the OS also
Includes a new set of functionality called Emergency Management Services (EMS), which enables
administrators to perform disaster recovery and server-down maintenance over a network from a
location away from the broken machine.

1.1.10. The .NET Framework

The Microsoft .NET Framework is the programming model that developers use for writing, publishing,
and executing web applications, smart client applications, and XML services. These applications allow
network access to their features via SOAP, XML, and HTTP. With the .NET Framework fully integrated
Into the Windows Server 2003 operating system, developers are freed from writing "plumbing” code:
the framework handles code integration and management details seamlessly.

The .NET Framework itself has not changed with the integration into Windows Server 2003. In fact,
the default install looks as If Microsoft just slapped the .NET Framework 1.1 install on top of it.
Nevertheless, its presence iIs a benefit to developers who write applications for you to host on your
systems. Some key points include the following:

e |IS 6 radically improves the hosting environment for ASP.NET web applications. The new
concepts of application pools and web gardens enhance the stability, scalability, and
performance of applications. The new security measures further pull ASP.NET into the leading
technology for enterprise web application development.

e Integrated Universal Description, Discovery, and Integration (UDDI) provides the management
and organization of web services within secure company boundaries.

e COM+ adds features that align it with .NET. These include application pooling, application
recycling, partitioning, and SOAP support.
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| discuss the .NET Framework in depth in Chapter 9.

1.1.11. IS 6

Improvements to security, reliability, and interoperability enhancements in 11S 6 are possibly the
most improved part of Windows in this release.

Most noticeably, IIS is not installed out of the box, and when it is installed, it's locked tight. If you've
been around Windows server editions for a while, you'll recall that ever since NT 4.0 shipped, 1S has
been available and has been installed by default in Windows 2000 prior to Service Pack 4. The
security vulnerabilities in 11S that caused the outbreaks of Melissa, Code Red, and Nimda (do these
names ring a bell?) have convinced most administrators that 11S is suitable only for internal web site:
and those applications that absolutely require ASP support.

But what a difference a release makes. Some improvements in 1IS 6 include the following:

e For the first time, you must explicitly install 11S.

e You have to specifically enable scripting support, server extensions, and the dynamic page-
generation language you plan to use.

e In its default configuration, I1S will handle only static HTML pages. This is a welcome relief to
anyone who has tried to install Windows 2000 and been infected with a nasty virus In the five
minutes it takes to boot the server and then turn off the service.

e On a lower level, 1S has been completely rewritten, and the HTTP generation module Qttp.sys)
IS now a kernel-level driver, which provides Windows Server 2003 with the ability to isolate
separate sites on a box and protect each separately from a program crash. That means no
more high-load applications taking down an entire server.

e In addition, by being a kernel-level driver, 1IS performance is greatly improved in a number of
situations. 1S 6 Is three times as fast as 11S on Windows 2000 at serving dynamic web pages.
Eat your heart out, Apache.

| explore IIS 6 in Chapter 8.

1.1.12. Command-Line Integration

Windows is a popular hate target of Unix system administrators. Unix people claim that Windows
depends too much on the GUI. You might have heard these complaints:

e "Windows isn't customizable enough."

e "Windows hides the directness, the inner workings of the operating system, making it difficult tc
fix it when things go wrong."
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e "Things go wrong too often with Windows."

That iIs, until Windows Server 2003, of course. By my estimation (because Microsoft has not released
any official numbers), more than 95% of features that can be managed through the GUI have an
associated command-Iline utility that enables them to be controlled from a prompt, and therefore
more easily scripted. On top of that, some functions, such as relocating the volume on which shadow
copies are stored, are accessible only through a command-line utility.

Why is the command line so important? For one, it's often a great deal easier to perform simple
administrative tasks through one command line. Take adding a user as an example. With the GUI,
you need to click several different menu items, do some right-clicking, use the keyboard, tab througl
some fields, click OK a couple of times, and then close everything. But adding a user through the
command line is simple: one line ofnet user /add, or even dsadd user, with all the options specified,
IS a lot simpler than clicking through all the graphical screens. Now of course, the GUI has its place,
but when it comes to quick-and-dirty system administration, Windows is closing the gap with Unix
and its brethren.

I've made a special effort in this second edition to highlight the most useful command-Iline tools and
programs that pertain to a certain topic at the conclusion of each corresponding chapter in a section
called "Command-Line Utilities." You'll find this beginning withChapter 2 and continuing through until
Chapter 12. | hope this is a useful addition.

1.1.13. DNS Improvements

Windows Server 2003 creates a great new way to support multidomain-based, Active Directory-
Integrated DNS systems, called conditional DNS forwarding . This feature enables you to instruct
Windows to access a specific DNS server if requests are made for a specific domain.

Let's say your company, with the domain widgetsinc.com, has its own DNS service running internally.
However, Widgets, Inc. purchased Whatzits Ltd., an English company, which needs to use
whatzits.co.uk internally, and people withinwidgetsinc.com need to be able to log on to
whatzits.co.uk resources. You want to keep the domain separate for logistical reasons. But that need
to keep your domains distinct creates its own issues because domain controllers handle logons, and
widgetsinc.com users need to contact a domain controller for whatzits.co.uk to access that domain's
resources. When your Widgets users ask for DNS information, they are sent to the public-facing DNS
servers for Whatzits, which of course don't know what a domain controller is. Windows Server 2003
enables you to tell the DNS service running forwidgetsinc.com that if clients request information on
whatzits.co.uk, they need to be sent to the actual internal domain controllers for the latter. Now,
everyone Is happy because domain controller information is available, you still can maintain separate
sets of public- and private-facing DNS servers for each domain, and users can log on to each domain
from the other. This is a big feature and a security enhancement, and I'll cover this more inChapter
4.

Windows Server 2003 also creates a new feature calledstub zones, which are basically small scraps
of a DNS zone file that are ideal for transferring between DNS servers. The process in which they're
used is quite complex and is covered in depth inChapter 4 as well.

1.1.14. Licensing
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Yes, licensing rears its ugly head again. The corporate accounting folks will be pleased to learn that
Microsoft has decided to keep the price of the Standard and Enterprise editions of Windows Server
2003 at their Windows 2000 levels. However, there is another change that might be somewhat
surprisingand disheartening: as soon as you add a system running Windows Server 2003 to your
network, you must purchase brand-new client access licenses (CALs). However, do note that if you
decide to purchase Windows Server 2003 R2, you do not need additional client-access licenses if
you've already upgraded those CALs upon installation of Windows Server 2003. The only additional
expense is the server license in that particular scenario. In addition, Software Assurance (SA)
customers will receive R2 as part of their agreement and can install it at no additional charge.

What doesn't make sense in this is that the upgrade from 2000 to Windows Server 2003 isn't a
major revision of the Windows server product. In keeping with history, Microsoft has consistently
required new CALs for seats or devices on your network with every major revision of NT. However,
with the NT 3.5 to 3.51 upgrade, which was a minor release, one of the main selling points was that
your NT 3.5 CALs were still legal. Now I'm not attempting to argue that the new features and fit-and-
finish improvements in Windows Server 2003 aren't important, or necessary, or even desired. But |
suspect those who have tested and evaluated the product would argue that it's more of a Windows
2000 upgrade than a new product (one might note that in any window, choosing About from the Helg
menu denotes Windows Server 2003 as being Version 5.2). Of course, Microsoft could remove this
requirement at any time, but it's definitely a cog in the wheel to the en masse deployments the
company is hoping to see.

Although Windows Server 2003 boasts numerous other minor features, those features give you the
Idea that while Windows Server 2003 is not a revolutionary upgrade, it's definitely several steps In
the right direction.
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1.2. What Service Pack 1 Adds

Windows Server 2003 Service Pack 1 was released in April 2005 and consists of several must-have
updates. Essentially, SP1 brings the new security features, improvements to the built-in firewall and
Windows Explorer, and the overall better user experience found in Windows XP Service Pack 2 over
the fence to the server side. You'll find the following:

e The Security Configuration Wizard makes it its debut. The SCW is perhaps the biggest security
enhancement to any version of Windows on the server since the initial release of Windows NT
Server. The SCW takes into account the functional roles a machine is performing and adjusts
the configuration and operation of its installed services, Registry, filesystem, and auditing
policies to significantly reduce the attack surface of the machine. It does this with a wonderfully
easy-to-use interface that includes the ability to save created policies, apply existing policies to
other machines, and roll back misapplied policies. | cover the SCW in great detail inChapter 7.

e The Internet Connection Firewall is renamed Windows Firewall and is improved to work almost
exactly like its Windows XP counterpart. A major difference, however, is the default state:
unlike XP, the firewall is turned off by default on the server. You'll need to specifically enable it
you want its protection.

e The Automatic Updates interface has been completely redesigned, again to resemble the XP
Interface.

e Security for the DCOM and RPC subsystems of the product, both of which have been exploited
by several pieces of malware over the past few years on other Windows operating systems, has
also been significantly improved.

e Microsoft has increased the speed at<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>