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Overview

Today's system administrators deal with a vast number of situations, operating systems, software
packages, and problems. Those who are in the know have kept their copy ofLinux Server Hacks
close at hand to ease their burden. And while this helps, it's not enough: any sys admin knows
there are many more hacks, cool tips, and ways of solving problems than can fit in a single volume
(one that mere mortals can lift, that is).

Which is why we created Linux Server Hacks, Volume Two, a second collection of incredibly useful
tips and tricks for finding and using dozens of open source tools you can apply to solve your sys
admin problems. The power and flexibility of Linux and Open Source means that there is an
astounding amount of great software out there waiting to be applied to your sys admin problems --
If only you knew about it and had enough information to get started. Hence,Linux Server Hacks,
Volume Two.

This handy reference offers 100 completely new server management tips and techniques designed
to improve your productivity and sharpen your administrative skills. Each hack represents a clever
way to accomplish a specific task, saving you countless hours of searching for the right answer. No
more sifting through man pages, HOWTO websites, or source code comments -- the only resource
you need is right here. And you don't have to be a system administrator with hundreds of boxen to
get something useful from this book as many of the hacks apply equally well to a single system or a
home network.

Compiled by experts, these hacks not only give you the step-by-step instructions necessary to
Implement the software, but they also provide the context to truly enable you to learn the
technology. Topics include:

e Authentication

e Remote GUI connectivity

e Storage management
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e File sharing and synchronizing resources
e Security/lockdown instruction

e Log files and monitoring

e Troubleshooting

e System rescue, recovery, and repair

Whether they help you recover lost data, collect information from distributed clients, or synchronize
administrative environments, the solutions found inLinux Server Hacks, Volume Two will simplify
your life as a system administrator.
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Preface

Both authors of this book have been system administrators for a while. When the opportunity to writ
this book came about, we Initially focused on cool hacks we'd developed or used in our server and
system administration careers. We also asked friends, who asked their friends, and we were
therefore able to get some great contributions from others to augment the things that we'd come up
with. Everybody has problems they like to solve. Bill likes distributed authentication, undeleting and
recovering files, and tweaking filesystems in general. Brian likes making admin tasks more efficient,
reliable, and repeatable; has a bucketload of cool scripts to do various tasks; and loves getting and
using data from remote sources. And every sysadmin has favorite technigues for solving problems,
so Hack is to Hacker as Cool Tip or Technique is to Server or System Administrator. Sysadmin hacks
are essentially clever ways of approaching whatever problem you're trying to solve, whether it's
figuring out how to recover lost data, trying to collect information from distributed clients in one plac:
so that you can easily see the big picture or anything else that comes up.

As we worked on this book, thinking about cool server and sysadmin hacks mutated into thinking
about general tips and tricks that we found useful to simplify our lives as system administrators. We
also noticed that there weren't really any books available along the lines of "Things We Wish Previous
System Administrators Had Told Us." Leaving aside obvious guestions like "where is the key to the
RAID array" and "what was the root password on <insert hostname here>," we decided to "hack the
Hacks series" a bit and incorporate some general sysadmin information, tips, and tricks as another of
this book's primary themes. This means that we provide a bit more background material than you
ordinarily see in Hacks books. You're not going to hurt our feelings if you skip over things you alread
know, but we hope that all the material will be found useful by some of our readers. We could have
used It years ago, and as Mr. Rogers used to say, "It's nice to share."

Sometimes, too much software and too many choices can be a problem. Should we use MTRG,
Ethereal, EtherApe, or some other application to monitor network traffic? Should we create logical
volumes using linear RAID, LVM, LVM2, or EVMS? Should we do our resumes Iin TeX, LaTeX, troff,
lout, SGML, or XML? You get the idea. If you need to solve a problem but don't know what tool to
select from among the myriad choices available, you can spend exponentially more time selecting the
right software and ramping up than you do actually solving the problem. For that reason, a book on
task-oriented solutions to common problems has been a lot of fun to write, and it should save you
many an overnight Google sessionas well as providing information that works together and is up to
date at the time of writing. All the hacks in this book are techniques that we've used at various times
and that we view as time-and hassle-savers that are usually downright fun and cool.

Aside from the "too much software" issue just mentioned, a related concept (and the deep, dark
secret of open source) iIs that not all open source projects are "finished"ever. (For God's sake, don't
tell Microsoft!) Not only do you have many, many choices in the open source space, but the ones yoL
find may do only 95% of what you want, missing on the truly critical 5%. Though there's a lot of
really cool-looking, whizzy open source software out there, sometimes the zip gun that reliably fires
one bullet using a rubber band is preferable to the chromed fusion-powered death ray that works
only 75% of the timethus books like this one, in which people explain how to accomplish things using
packages they've actually used and often still depend on, even if the packages aren't perfect. The
tools discussed in these hacks are generally good additions to anyone's toolbox/ library of tips and
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tricksand we'll show you how to use them for a variety of purposes.

Again, rather than just explaining how to do specific tasks, we've tried to provide a little background
and context for our approach. This is a book of hacks, but you deserve a little bit of extra info to put
the hacks, tools, and solutions in the right context. Where possible, we've also identified other
packages and procedures that may accomplish the same goal, but we focus on our preferred
solutions for different types of problems.
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Why Linux Server Hacks, Volume Two?

The term hacking has a bad reputation in the press, where it used to refer to someone who breaks
Into systems or wreaks havoc, using computers as their weapon. Among people who write code,
though, the term hack refers to a "quick-and-dirty" solution to a problem or a clever way to get
something done. And the term hacker is taken very much as a compliment, referring to someone as
being creative, having the technical chops to get things done. The Hacks series is an attempt to
reclaim the word, document the good ways people are hacking, and pass the hacker ethic of creative
participation on to the uninitiated. Seeing how others approach systems and problems is often the
quickest way to learn about a new technology.

Linux Server Hacks, Volume Two came about because today's sysadmins need to deal with a vast
number of situations, operating systems, software packages, and problemsand also because our
original title, Son of Linux Server Hacks, was rejected. The original Linux Server Hacks is a great
bookboth authors owned it before starting this projectbut there are many more hacks, cool tips, and
ways of resolving problems that sysadmins face than can fit in a single volume (one that mere
mortals can lift, that is). The power and flexibility of Linux means that there is an incredible amount
of great Linux software out there, waiting to solve your sysadmin problemsif you know about it.
Hence Linux Server Hacks, Volume Two. This book discusses some of our favorite software packages,
how to use them to make your life as a sysadmin easier, how to best keep all the systems you're
responsible for up and running smoothly, and how to keep your users happy (even if they may not
know or appreciate just how wizardly you've been).
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How to Use This Book

You can read this book from cover to cover if you like, but each hack stands on its own, so feel free
to browse and jump to the different sections that interest you most. If there's a prerequisite you
need to know about, a cross-reference will guide you to the right hack. We've also tried not to be shy
or "our book"-centricif there are other books on a topic that we particularly like or find valuable,
we've put references to them at the end of the hack. Some of them are other books from O'Rellly,

but we're not recommending them for any reason other than the fact that we've found them to be
useful. We only recommend what we believe In.
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How This Book Is Organized

This book is divided into 10 chapters, organized by subject:

Chapter 1, Linux Authentication

Use the hacks in this chapter to explore the authentication options that are available to you in
heterogeneous networked computing environments and simplify administering user accounts
and passwords. This chapter also provides some quick and dirty tips for those unfortunate
moments when, for one reason or another, you have to lock users out of specific systems

quickly.

Chapter 2, Remote GUI Connectivity

This chapter explores ways of connecting to remote systems. When you just can't be
everywhere at once, it's incredibly useful to be able to access multiple consoles and graphical
displays from the convenience of your office or machine room. You'll find many of the hacks in
this chapter to be handy tips that you may want to pass on to your users who also need to
work on multiple systems, regardless of what operating systems they're running.

Chapter 3, System Services

Networks make it easy to set up servers on specific systems to address the needs of clients
throughout your computing environment. The hacks in this chapter explain how to set up
central servers that do things like synchronize the time on all the systems in your environment
(via NTP), deliver IP addresses to newly connected hosts (using DHCP), and integrate these
services with existing ones (with DHCP and name lookups done via DNS, for example). This
chapter also discusses setting up centralized access to printers from both sideshow to set up
your print servers, and how to access them from the various operating systems that your user:
may have running on their desktops.

Chapter 4, Cool Sysadmin Tools and Tips

This chapter presents a variety of cool sysadmin tips and technigues that we've accumulated
over the years, including how to keep processes running without writing a daemon or staying
logged in, how to use PXE to netboot Linux, how to share information with fellow sysadmins in
a centralized fashion, how to get the most out of classic but incredibly useful terminal-oriented
applications (such as minicom, screen, and vi), and so on. We also discuss how to quickly and
easily create documentation for your sysadmin policies and procedures so that your successors
can figure out how things work after Google hires you away from your current employer.

Chapter 5, Storage Management and Backups
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If everything just kept running forever, storage was infinite, and users never executed therm
command with the wrong arguments, this chapter would be unnecessary. Welcome to Earth!
Things don't actually work that way. However, the hacks in this chapter explore some cool
ways of making it easier for you to manage storage, deploy new systems, do backups of
today's huge disks, and even reduce the need for some of the restore requests that
occasionally clog every sysadmin's inbox.

Chapter 6, Standardizing, Sharing, and Synchronizing Resources

Networked computing environments make it easy to store data on different machines or on
centralized servers. This chapter provides some tips and tricks for managing distributed
storage and making sure the administrative environments on your servers are synchronized.

Chapter 7, Security

Security Is not just a job; it's an adventure with no end in sight. Crackers are always working
on new ways to break into existing networks and machines, and you need to be able to either
lock them out or at least understand what they've broken when they get in. The hacks in this
chapter discuss a wide range of security tools and techniques that can help you sleep at night
and protect your systems at the same time.

Chapter 8, Troubleshooting and Performance

This chapter provides techniques for optimizing system performance, whether by figuring out
who's hogging the entire CPU and shooting down that user's nethack sessions or by using cool
knobs in the /proc filesystem to tweak system performance or using journaling filesystems to
minimize system restart time. It also provides some useful X hacks, such as an easy way to
use multiple monitors on a single system and a discussion of reducing desktop overhead by
punting GNOME or KDE in favor of simpler X Window managers that eliminate CPU-Intensive
bells and whistles and actually just manage windows.

Chapter 9, Logfiles and Monitoring

Logfiles aren't just a diary for your system and its core applications; they are a useful record
that you can use to spot emerging problems so you can correct them before they mature into
catastrophes. This chapter includes hacks that enable you to centralize log information in a
variety of ways, be warned when problems arise, and get the most out of system status
Information, whether it's log information, internal disk controller status data, or remote
hardware status information that you can collect via SNMP. It also discusses tools for
monitoring your network and spotting the BitTorrent user who's slowing down your CEQO's web
browsing.

Chapter 10, System Rescue, Recovery, and Repair

Sooner or later, some system that you're responsible for will go down. If you can't fix your
problems by board-swapping, the hacks in this chapter will show you how to boot crippled
systems so that you can diagnose problems, repair munged filesystems, and even (if you're
lucky) recover deleted files or data that was stored on disks that have gone belly up. Try the
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tips and tricks In this chapter if you're having problemsthere’'s always plenty of time to panic
later.
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Conventions Used in This Book

The following is a list of the typographical conventions used in this book:

Italics

Used to indicate URLs, Unix utilities, filenames, filename extensions, and directory/folder
names. For example, a path in the filesystem will appear as/Developer/Applications.

Constant w dth

Used to show code examples, the contents of files, and console output, as well as the names o
variables, commands, and other code excerpts in the text.

Constant wdth bold

Used to indicate user input, such as commands to be entered by the user, and to highlight
portions of code (typically new additions to old code).

Constant wmdth italic

Used in code examples to show sample text to be replaced with your own values.

Gray type
Used to indicate a cross-reference within the text.

You should pay special attention to notes set apart from the text with the following icons:

This Is a tip, suggestion, or general note. It contains useful supplementary
iInformation about the topic at hand.

This Is a warning or note of caution, often indicating that your money or your
privacy might be at risk.

The thermometer icons, found next to each hack, indicate the relative complexity of the hack:
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Using Code Examples

This book is here to help you get your job done. In general, you may use the code in this book In
your programs and documentation. You do not need to contact us for permission unless you're
reproducing a significant portion of the code. For example, writing a program that uses several
chunks of code from this book does not require permission. Selling or distributing a CD-ROM of
examples from O'Reilly books does require permission. Answering a question by citing this book and
quoting example code does not require permission. Incorporating a significant amount of example
code from this book into your product's documentationdoes require permission.

We appreciate, but do not require, attribution. An attribution usually includes the title, author,
publisher, and ISBN. For example: 'Linux Server Hacks, Volume Two by Bill von Hagen and Brian K.
Jones. © 2006 O'Reilly Media, Inc., 0-596-10082-5."

If you feel your use of code examples falls outside fair use or the permission given above, feel free tc
contact us at permissions@oreilly.com.
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How to Contact Us

We have tested and verified the information in this book to the best of our ability, but you may find
that features have changed (or even that we have made mistakes!). As a reader of this book, you
can help us to improve future editions by sending us your feedback. Please let us know about any

errors, inaccuracies, bugs, misleading or confusing statements, and typos that you find anywhere In
this book.

Please also let us know what we can do to make this book more useful to you. We take your

comments seriously and will try to incorporate reasonable suggestions into future editions. You can
write to us at:

O'Rellly Media, Inc.

1005 Gravenstein Highway North
Sebastopol, CA 95472

(800) 998-9938 (in the U.S. or Canada)
(707) 829-0515 (international/local)
(707) 829-0104 (fax)

To ask technical questions or to comment on the book, send email to:

bookguestions@orelilly.com

The web site for Linux Server Hacks, Volume Two lists examples, errata, and plans for future
editions. You can find It at:

http://www.oreilly.com/catalog/morelnxsvrhks/

For more information about this book and others, see the O'Reilly web site:

http://www.oreilly.com
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Safari® Enabled

BOOKS ONLINE
otidedbd o When you see a Safari® Enabled icon on the cover of your favorite technology book,
that means the book is available online through the O'Reilly Network Safari Bookshelf.

Safari offers a solution that's better than e-books. It's a virtual library that lets you easily search
thousands of top tech books, cut and paste code samples, download chapters, and find quick answer:
when you need the most accurate, current information. Try it for free athttp://safari.oreilly.com.
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Got a Hack?

To explore Hacks books online or to contribute a hack for future titles, visit:

http://hacks.oreilly.com
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Chapter 1. Linux Authentication

Section 1.1. Hacks 19: Introduction

Hack 1. Disable User Accounts Instantly

Hack 2. Edit Your Password File for Greater Access Control

Hack 3. Deny All Access in One Second or Less

Hack 4. Customize Authentication with PAMs

Hack 5. Authenticate Linux Users with a Windows Domain Controller

Hack 6. Centralize Logins with LDAP

Hack 7. Secure Your System with Kerberos

Hack 8. Authenticate NFS-Lovers with NIS

Hack 9. Sync LDAP Data with NIS
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1.1. Hacks 19: Introduction

Security is a primary concern of any sysadmin, especially in today's completely connected network
environments. After locking down networks and systems to minimize the number of opportunities
Intruders have to access your machines (as discussed elsewhere In this book), providing secure
mechanisms to enable users to log in on your machines is critical to their security. Let's face itby
design, anyone with physical or network access to a login prompt on one of your machines usually
has a few chances to try to crack someone's login and password in order to gain access.

Many organizations try to secure logins simply by assigning passwords that look like line noise or
TECO commands. Unfortunately, this strategy addresses only one aspect of authentication and has
the nasty side effect of causing most people to write down their passwords, since only The Amazing
Kreskin could remember them. So what are the alternatives? As explained in this chapter, flexible
authentication mechanisms such as Pluggable Authentication Modules PAMs) enable the login
seqguence to invoke multiple security checks, beyond just a password, to help minimize the chances
of unauthorized logins. Similarly, networked authentication mechanisms can enhance login security
by centralizing authentication checks on secure servers and can provide other organizational benefits
such as encrypted network communications and providing login information for different operating
systems, not just your Linux machines. Networked authentication mechanisms inherently benefit
sysadmins by providing one true location for creating and managing information about your users. O
course, you still have to convince your users not to use their birthdays, their license plate numbers,
or the names of their significant others as passwordsbut we can't really help you there.

The hacks in this chapter discuss various ways of dealing with the whole spectrum of user
authentication issues, ranging from ways that a sysadmin can use to quickly disable all logins or
specific accounts, through some cool tweaks you can do to yourlocal password file, to networked
mechanisms you can use for centralized authentication of different types of systems. Providing
secure authentication mechanisms for your systems doesn't have to be a nightmarelet the hacks in
this chapter teach you a few tricks and choose the authentication mechanism that's right for the
computing environment for which you're responsible.
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Hack 1. Disable User Accounts Instantly

it

INn a crisis, here's how to quickly disable a user account, using only a text editor.

Sooner or later every system administrator gets the call to disable a user's account. Regardless of
whether this is due to termination or for general security reasons, you have to move quickly to
satisfy the Human Resources department or layer of management that's on the other end of the line.
If you're used to graphical tools for user management, this can take a little while, but luckily there's .
quick and easy solution to this request that just involves a text editor.

1.2.1. Disabling Accounts on Systems That Use Local Authentication

On older Unix systems passwords were stored in the/etc/password file, but they were moved to the
/etc/shadow file (which is readable only by the root user) on more recent systems to prevent non-
root users from having access to the encrypted form of a user's password, for security reasons. Most
Linux systems that use local authentication store passwords in the/etc/shadow file, though some still
use /etc/passwd as an artifact or for compliance with aging applications. If the second colon-
separated field in each entry in/etc/passwd contains an x, your system is using the /etc/shadow file
to hold password information. If you see other characters between the first and second colons, your
system is still storing its password information in the/etc/passwd file.

To quickly disable accounts on a Linux file server or on a user's desktop machine, bring up
/etc/shadow In a text editor and insert an asterisk (*) as the first character in the second field of the
file (after the first colon), which is where the password is stored. This prevents subsequent logins but
leaves the existing password intact. If circumstances reverse themselves and you're asked to re-
enable the user's account, you can simply remove the asterisk to re-enable logins with the existing
password. This is similar to the approach taken by theusernod -L user command, which inserts an
exclamation mark (!) at the beginning of a user's password entry to lock out that user. Actually, If
your system provides the user nod command, you can just as easily use this command to disable an
account, as long as /usr/sbin is in your PATHIt's good to know how the command really works,
though.

You never want to remove a user's data until it has been safely backed up, souserdel -r user Is the
wrong command to use when you simply need to lock out a user. Removing an existing user account
with the user del command also often leaves you open to reusing the old user ID (UID) the next time
you create an account, which should be against IT policy for security and privacy reasons.

Reusing UIDs is a bad idea because if a nhew account is created with a UID that previously existed on
your system, the new user will own any files still on the system that were owned by the previous
user. This most commonly occurs with email stored in system directories outside the user's home
directory, but such files can exist anywhere the previous user had write privileges. This can also
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cause a problem if files or directories owned by the previous user are restored from backups for soma
reason. Adopting a policy of not reusing UIDs prevents users from "accidentally" getting rights to file:
to which they shouldn't really have access.

— 1 When disabling a user's account, don't forget to change or disable the login
passwords for other accounts that the user may know.

1.2.2. Disabling Accounts on Systems That Use Distributed
Authentication

If your site uses a distributed authentication mechanism such as LDAP (the Lightweight Directory
Access protocol) or NIS (the Network Information Service, originally designed by Sun Microsystems
for use with the Network File System), quickly disabling an account is slightly more difficult, but it's
even more important that you be able to do so. If you are usingdistributed authentication, until the
account is disabled, a user has access to all the machines at your site that share this authentication
mechanism.

Systems that use NIS for authentication rely on centralized password and shadow files that are
distributed to NIS clients by an NIS server. Many NIS systems store password information directly in
the NIS password file (/var/yp/ypetc/passwd), because using NIS to share shadow password files
(/var/yp/ypetc/shadow) largely defeats the security implied by the shadow file. On systems using
local authentication, only the root user can read the/etc/shadow filebut on NIS systems, any user
who can listen to the NIS server can see the shadow file.

To quickly disable a user's account on systems that use NIS, you can directly edit the NIS master of
the password or shadow file in exactly the same way that you edited the local copy in the previous
section of this hack, putting an asterisk in front of the password entry for the specified user. The NIS
masters of these files are stored in the directory/var/yp/ypetc on your NIS server. If the second
colon-separated field in each entry in/var/yp/ypetc/passwd contains an x, your system is using the
/var/yp/ypetc/shadow file to store password information. If you see other characters between the
first and second colons, your system is still storing password information in/var/yp/ypetc/passwd.

Once you've modified the /var/yp/ypetc/passwd or /var/yp/ypetc/shadow file, you must push it to all
NIS clients by changing directory to the /var/yp directory and using the make command:

# cd /var/yp; make

You can, of course, always change an NIS user's password by executing theyppasswd user command,
but if you need to re-enable the account you will have to work with the user to reset the password.

LDAP iIs a much more powerful distributed technology than NIS, because it provides a central source
from which many different applications can retrieve many different types of information. As discussec
In "Centralize Logins with LDAP" [Hack #6], LDAP information directories, also known asdatabases,
provide a great solution for a central, enterprise-wide source for login, password, and other per-user
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account information. However, because sites that use LDAP for authentication do not use the
standard password or shadow files to hold password information, you can only disable LDAP accounts
by changing the information in the LDAP database. You can disable a user account either by changing
Information about a specific account record (known as "attributes") in the database, by changing the
access control list (ACL) on the information about the account so that the user no longer has access
to it, or by directly changing the user's password in the database.

Unless you are completely familiar with the schemas used in your LDAP database, disabling an
account by changing its password iIs the fastest and easiest method. This doesn't require that you
remember every characteristic of your LDAP user/account scheme, and it can be done using the

| dappasswd command. To change a user's password when you are using LDAP authentication,
become the root user, run this command, and supply a new password when prompted to do so:

# | dappasswdl user
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Hack 2. Edit Your Password File for Greater Access
Control

iz

With just a few one-line text file edits, you can control who can access your servers.

| can't cite statistics, but my experience in lending a hand to friends and clients has led me to the
conclusion that most sites have an "all or nothing" approach to creating and managing user accounts
on their machines. If the site uses NIS, theirnsswitch.conf file says to use NIS for user account
Information. If the site uses LDAP, they use LDAP for user account information. The problem here is
that this implies that every single account in the directory iIs actually a valid account on any machine,
whether those users belong there or not.

Of course, there are firewalls, router ACLs, and all manner of security appliances and software
between servers and users who shouldn't have access to thembut data centers are run by humans,
and humans make mistakes, especially in large, complex networks. Mistype the VLAN tag on a switcl
port, for example, and all of a sudden anyone from Engineering can SSH to your production
application server. This hack shows you how a few simple text edits will allow you to limit which user
In an NIS directory can access the local machine.

The entries in the /etc/nsswitch.conf file on a Linux system determine how It resolves requests for
Information about users, groups, and other host information. Let's concentrate on just thepasswd
line. If you're using NIS, it might look something like this:

passwd files nis

This means that when the system is trying to find information about a user account, such as the
user's login shell or what name a numeric UID maps to, it'll first look in/etc/passwd, and then fall
back on NIS. If a user is listed In either of these resources, Iit's a valid account and (barring any othe
protections) the operation succeeds.

But suppose you want only a handful of people to have valid accounts on the machines, instead of
everyone In the entire NIS domain. We can do that! As an example, let's add two lines to the bottom
of the /etc/passwd file:

+@dm ns
+] onesy
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The first line makes all the users in theadmins netgroup valid accounts on this machine. The second
line makes jonesy a valid account on this machine. All other accounts will be invalid when we
complete the configuration. The only thing left for us to do is to edit the/etc/nsswitch.conf file to
make it look something like this:

passwd: conpat
passwd conpat: nis

The first line says to call the nss _compat module, and the second line tells the nss_compat module to
use NIS for the lookup (other valid values here areni spl us or | dap). Now, to test, run the following
command:

$ getent passwd jonesy

This will consult the /etc/nsswitch.conf file to figure out where to get the information. When it sees
conpat , It will go to the /etc/passwd file to see If jonesy is listed there. If the account is not listed, it
will not display any output. If it is listed, it will query the NIS server and retrieve the account record,
which will look something like this:

j onesy: x: 1001: 100: Bri an Jones:/ hone/ | onesy:/ bi n/bash

In addition, running get ent passwd without arguments will return records for every valid account on
the system, which in our example will include all of the users in theadmins netgroup, the jonesy
account, and (of course) all of the system accounts that were in the/etc/passwd file before we ever
touched It.

It's often desirable to be able to access user information for accounts that are not valid on the
machine, thoughand in other circumstances, accounts that should be valid on a particular machine
shouldn't actually be able to log into that machine. For example, | don't want users logging onto my
mail server, but my mail server needs to be able to map inbound mail to account names in order to
accept mail. In cases such as these, you can add this line at the bottom of your/etc/passwd file:

+:::::.:/sbin/nologin

Now, running the get ent passwd command will show you all the system accounts, then the accounts
you added earlier, and then every other account. It will show full records for all accounts, but the
login shell for the accounts at the end will be/sbin/nologin, which will keep those users from logging
Into the machine and getting a shell. Note that this line needs to be the last line in the password file,
since lines are read and resolved in order. If the line above came before the+j onesy line, for
example, it would find a record for me with the/sbin/nologin shell first, and | would not be able to log
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onto the machine, even though the +j onesy line appears later in the file.

Note that in addition to using the + sign to add valid users, you can use thesign to exclude users. If
you want all but a handful of accounts to be valid, it's easy to do. For example, If you wanted all
accounts to be valid login accounts except for those accounts in thebadguys netgroup, you could add
a line like this to the /etc/passwd file:

- @adguys

Those accounts would no longer be able to log in on the machine in question.
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Hack 3. Deny All Access in One Second or Less

i3

Here's a safe way to keep out all users while doing temporary maintenance or
troubleshooting.

All administrators eventually need to have a machine running in full multiuser mode, with all services
running, but at the same time completely deny login access to the machine. This is usually for the
purpose of troubleshooting a problem, testing a new software installation, or performing maintenance
or software upgrades. There are a couple of really quick ways to do this.

The first method is by far the quickest. Just run the following command (as root):

# touch /etc/nologin

This will deny access to anyone trying to log in to the machine. You'll want to be sure to keep an
active login session on the machine after you create this file or make sure that root is allowed to log
In on the local console or via SSH, since a root login will bypass this mechanism. You'll know it's
working because the logs for some services will tell you that access was denied because of the
presence of the nologin file. Others will just say "failed password."

This method can be improved through the use of anologin.txt file, where you can put some text that
users will see when they try to log In. If you have a scheduled downtime, for instance, you can put
the details into this file so that users will get a friendly reminder that the machine is unavailable
during the downtime window.

The second method works only if the services you're running are linked againstlibwrap, in which case
you can very quickly cut off all access to the machine. To check that a service is linked against
libwrap, use the | dd command on the binary for the service. For example, to make sure my SSH
service Is linked against libwrap, I've done the following:

# | dd /usr/sbin/sshd

| nux-gate.so.1 => (0x004ab000)

| bwrap.so.0 => fusr/lib/libwap.so.0 (0x0072f000)
(Il ots del et ed)

The above output shows all the libraries sshd is linked against, and the path to the library file being
used. Clearly, libwrap is linked here. Once you've confirmed that this is the case for the other
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services you're running, you're ready for the next step.

Create a file called /etc/hosts.deny.ALL, which should consist of only one line:

##### [ et c/ hosts. deny. ALL
ALL: ALL@ALL

Now, whenever you need to shut down access to the machine, you simply move your
/etc/hosts.allow and hosts.deny files out of the way and move your hosts.deny.ALL file into place.

Here's a command line that'll handle it nicely:

# cd /etc; nv hosts.allow hosts. all ow. bak; nv hosts.deny hosts. deny. bak
# mv hosts. deny. ALL hosts. deny

Now you're left with only a single hosts.deny file, which denies access to everything. Note that it
would not help you to just move both files out of the way, becausetcpwrappers treats the absence of
a file just like an empty file. If there are no files,tcpwrappers acts as though you have two files that
have not addressed access controls for a given service, and by default it will grant access to the

service!

1.4.1. See Also

e "Allow or Deny Access by IP Address" [Hack #64]
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Hack 4. Customize Authentication with PAMs

iz

Modern Linux systems use Pluggable Authentication Modules (PAMSs) to provide flexible
authentication for services and applications. Here are the gory details you'll need in order
to use PAMs to quickly and flexibly secure your systems.

Many Linux applications require authentication of one type or another. In days gone by, each
authentication-aware application was compiled with hardwired information about the authentication
mechanism used by the system on which it was running. Changing or enhancing a system'’s
authentication mechanism therefore required all such applications to be updated and recompiled,
which is tedious even when you have the source code for all of the relevant applications on your
system.

Enter PAMs, which provide a flexible and dynamic mechanism for authenticating any application or
service that uses them. Applications or services compiled with theLinux-PAM library use text-format
configuration files to identify their authentication requirements. Using PAMs on your system lets you
modify authentication requirements or integrate new authentication mechanisms by simply adding
entries to the PAM configuration file that is used by a specific application or service.

Though the information contained here may seem like overkill at first glance, knowing about PAMs
and how PAM configuration files work is necessary background for the next four hacks, which explain
how to integrate specific types of modern authentication into your Linux system without rewriting or
recompiling the wheel. Read on, sysadmins!

1.5.1. PAM Overview

PAMs are shared library modules that are automatically loaded by applications that were compiled
with the primary Linux-PAM authentication library. Applications that use PAMs (or PAM modules, are
they're sometimes called) are typically referred to asPAM-aware applications.

PAMs satisfy different parts of the authentication requirements for PAM-aware applications, much like
reusable code and libraries do for applications in general. For example, a PAM-aware version of the
login program can invoke a variety of PAMs that check things such as whether the user logging in as
root is on a terminal listed as a secure terminal, whether users are allowed to log in on the system at
the moment, and other similar authentication requirements. Because PAMs are shared library
modules, a PAM-aware version of the rsh program can reuse the same "are users allowed to log in on
the system now?" PAM as the PAM-aware version of login, but then apply other rules that are more
relevant to rsh than to login. PAM modules themselves are now typically stored in the directory
/lib/security, though some older Linux distributions stored PAMs in/usr/lib/security.

The PAMs used by different PAM-aware applications are defined in one of two ways. In modern PAM
Implementations, they are controlled by application-specificconfiguration files found in the directory
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/etc/pam.d. In older PAM implementations, all PAM modules used by the applications on a system
were defined In a single central configuration file,/etc/pam.conf. The older approach is still
supported, but it's deprecatedto maintain backward compatibility while encouraging the modern
approach, the contents of the directory /etc/pam.d are used instead of the /etc/pam.conf file if both
exist on your system. This hack focuses on PAM configuration files in /etc/pam.d, since that's the way
PAMs are used on most modern systems.

1.5.2. Per-Application/Service PAM Configuration Files

Each PAM configuration file in/etc/pam.d has the same name as the PAM-aware application or
service It Is associated with and contains the PAM rules used during its authentication process. The
name of the configuration file to use is derived from the first parameter passed to theLinux-PAM
library's pam start () function, which is the name of the service that is being authenticated (often the
same as the name of the application, for convenience's sake). These files can also contain
commentsany characters on a line that follow the traditional hash mark (#) are interpreted as a
comment.

Each non-comment line in one of the files in/etc/pam.d defines how a single PAM module is used as
part of the authentication process for the associated application or service. Each of these files can
contain four fields separated by whitespace, the first three of which are mandatory. These fields have
the following meaning and content:

nodul e-type

The type of PAM module defined on the line. A PAM module’'s type defines how it is used during
the authentication process. Valid values are:

aut h

Ildentifies an authentication check to verify the user’'s identity or that system
requirements have been met. Common system regquirements are that a service can be
started at the current time (for example, that/etc/nologin does not exist when a user Is
trying to log in), that an acceptable device is being used (i.e., the device is listed In
/etc/securetty), whether the user Is already the root user, and so on.

account

Verifies whether the user can authenticate based on system requirements such as
whether the user has a valid account, the maximum number of users on the system, the
device being used to access the system, whether the user has access to the requested
application or service, and so on.

passwor d

Verifies a user's ability to update authentication mechanisms. There iIs usually one
module of type password for each aut h entry that is tied to an authentication mechanism
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that can be updated.

Sessi on

Ildentifies modules associated with tasks that must be done before the associated service
or application is activated, or just before the termination of that service or application.
Modules of this type typically perform system functions such as mounting directories,
logging audit trail information, or guaranteeing that system resources are available.

control -fl ag

The implications of the return value from the specified PAM module. Valid values are:

required

Indicates that success of the PAM module is mandatory for the specified module type.
The failure of any PAM marked as required for a specific module-type (such as all labeled
as aut h) is reported to the associated application or service only after allrequi red PAMs
for that module type have been executed.

requi site
Indicates that failure of the PAM module will immediately be reported to the associated
application or service.

suffi ci ent

Indicates that success of the PAM module satisfies the authentication requirements of
this module type. If no previousr equi red PAM has failed, no other PAMs for the
associated module type are executed. Failure of a PAM identified assuf fi ci ent Is ignored
as long as subsequentr equi r ed modules for that module type return success. If a
previous r equi red PAM has failed, the success of a PAM marked assuf fi ci ent Is ignored.

opt i onal

Indicates that success of the PAM module is not critical to the application or service
unless it is the only PAM for a specified module type. If it is, Its success or failure
determines the success or failure of the specified module type.

nodul e- pat h

The name of the PAM module associated with this entry. By default, PAM modules are located
In /lib/security, but this field can also identify modules located in other directories by specifyinc
the absolute path and filename of a PAM module.
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argunent s

Optional, module-specific arguments.

Well, that was mind-numbing but necessary reference information. To see all this in action, let's look
at an example.

1.5.3. PAMs Used by the login Process

The configuration file for the PAMs used by thelogin program is the file /etc/pam.d/login. On a Red
Hat system of recent vintage, this file contains the following entries:

#YPAM 1. O

auth required pam securetty. so

auth required pam stack.so service=system auth
auth required pam nol ogi n. so

account required pam stack.so service=system auth
password required pam stack.so service=system auth
session required pamstack.so service=system auth
session optional pam consol e. so

The first line iIs a comment that identifies this PAM as conforming to the PAM 1.0 specification.

The second, third, and fourth lines define theaut h (authentication) requirements for system logins,
all of which must succeed because they are identified asrequi red. The second line invokes the PAM
module pam_securetty.so to check whether the user is logged in on a secure terminal, as defined in
the file /etc/securetty. The third line invokes the pam_stack.so PAM module, a clever module used
primarily on Red Hatinspired systems that enables you to call the entire set of PAM requirements
defined for a different service or application (and thus described in a separate file by that name In
/etc/pam.d). In this case it calls the set (stack) of requirements defined for thesystem-auth service.
We'll look at that laterfor now, it's sufficient to know that the authentication requirements specified ir
that file must be satisfied. Finally, to wrap up theaut h module-type entries for the login program, the
fourth line invokes the pam_nologin.so PAM module to check whether logins are allowed on the
system at the current time.

The fifth line In this file identifies the requirements for theaccount module-type, which in this case
uses the pam_stack.so PAM module to verify that the set of requirements for the system-auth
service have been satisfied.

Similarly, the sixth line in this file identifies the requirements for thepasswor d module-type, which
also uses the pam_stack.so PAM module to verify that the set of requirements for the system-auth
service have been satisfied.

Finally, the seventh and eighth lines in this file identifysessi on requirements for the login program.
The seventh line uses the familiar pam_stack.so PAM module to verify that the set of requirements
for the system-auth service were satisfied. The eighth line in this file defines anopti onal requirement
that the user be running on the console. If this module succeeds, the user is granted any additional
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privileges associated with this PAM module. If this module fails, authentication succeeds as long as
the previous r equi r ed modules have completed successfully, but the user doesn't get the bonus
privileges.

Now let's look at the /etc/pam.d/system-auth file on the same system, which contains the following:

#%°AM 1. O
# This file I s auto-generat ed.
# User changes w || be destroyed the next tine authconfig iIs run.

auth required /li1b/security/pamenv.so

auth sufficient /lib/security/pamuni x.so |ikeauth null ok

auth required /11b/security/ pam deny. so

account required /11b/security/pamuni X. S0

password required /[11b/security/ pamcracklib.so retry=3 type=

password sufficient /lib/security/pamunix.so null ok use aut htok nd5
shadow

password required /11b/security/ pam deny. so

session required /[11b/security/ pamlimts.so

session required /11b/security/pamuni X. S0

Now that you grok PAM configuration files, you can see that theaut h module-type first requires that
the pam_env.so module succeed, then tries the pam_unix.so module, which is a generic module that
can perform aut h, account, password, and sessi on functions (depending on how it is called). When
called for the aut h module-type, It verifies a user's identity, sets credentials if successful, and so on.
If this module succeeds, the followingr equi red entry for the pam_deny.so module isn't executed. If
the pam_unix.so module fails, pam_deny.so executes, which returns a failure code to ensure that the
specified module-type will fail. In ourlogin example, where another aut h request (for
pam_nologin.so) follows the invocation of the contents of the system-auth PAM stack, that aut h
request Is executed, but its value isn't important becausepam_deny.so Is required and has already
Indicated failure.

Next, the account module-type requires that the pam_unix.so module succeedin this case,
pam_unix.so provides default account checks.

Following the account check, the first password module-type line specifies thatpam_cracklib.so be
used when setting passwords to select a password that isn't easily cracked, based on the contents of
a database of easily cracked passwords (fusr/lib/cracklib_dict.pwd on Red Hat systems). Arguments
to this module give the user three chances to select a password (by passing the argumentr et r y=3)
and specify that this password isn't for any specific type of authentication, such as LDAP or NIS (by
passing a null name using thet ype= argument). If this module succeeds, the second password
module-type line invokes the standard pam_unix.so module, with arguments specifying that null
passwords are acceptable but can't be set by users (hul | ok), not to prompt for a password but to use
any password that succeeded in a previous PAM of module-typepassword (use_aut ht ok), that
passwords use md5 hashing by default (d5), and that the system uses the /etc/shadow file to hold
passwords (shadow). If this module fails, the user is denied access to the application or service that
Invoked the system-auth service through the next line, which invokes the pam_deny.so module to
ensure failure of the passwor d auth-type.

Finally, the sessi on checks set system limits using the pam_limits.so module, which provides
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functions to Initiate and terminate sessions.

If you need to take a few aspirin after parsing each entry in these files, join the club. But even
though it's a pain, security Is one of any sysadmin's most important responsibilities. If it's any
consolation, think how complex the code to implement all of this would have been without the
flexibility that PAMs provide!

1.5.4. Configuration and More Configuration

The text-format files in /etc/pam.d control the PAMs associated with each authentication-aware
application or service. Some of these PAMs themselves use optional configuration files to further
refine their behavior. The configuration files for individual PAMs are located in the directory
/etc/security. Though these files must exist, they do not need to contain any useful informationthey
are there in case you want to take advantage of the advanced configuration options that they
provide. Here is a list of the files In this directory that are found on a variety of Linux systems:

access.conf

Provides fine-grained access control for logins. Used by thepam_access.so module.

console.apps

A directory that contains a file for each privileged application that a user can use from the
console. The name of each file is the same as the base-name of the application with which it is
associated. These files must exist but can be empty. When they have contents, these files
typically contain environment variables associated with the applications that match their
names. Used by the pam_console.so module on Red Hatinspired Linux systems.

console.perms

Defines the device permissions granted to privileged users when logged in on the console, and
the permissions to which those devices revert when the user logs out. Used by the
pam_console.so module on Red Hatinspired Linux systems.

group.conf

Provides per-session group membership control. Used by thepam_ group.so module.
limits.conf

Provides a per-user mechanism for setting system resource limits. Used by thepam_limits.so

module.

pam_env.conf
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Provides a mechanism for setting environment variables to specific values. Used by the
pam_env.so module.

pam_pwcheck.conf

Provides options for identifying the mechanism used when evaluating password strength. Used
by the pam_pwcheck.so module on SUSE-inspired Linux systems.

pam_unix2.conf

Provides options for advanced configuration of traditional password checking. Used by the
pam_unix2.so module on SUSE-inspired systems.

time.conf

Provides a mechanism for imposing general or user-specific time restrictions for system
services and applications. Used by thepam_time.so module.

1.5.5. What if PAM Configuration Files Are Missing?

Applications that use PAMs are very powerful, and correct configuration is very important. However,
the Linux-PAM library does provide a default configuration file for any applications and services that
do not have their own configuration files. This is the file/etc/pam.d/other. Since a missing
configuration file generally indicates a misconfigured system (or that someone has imported a PAM-
aware binary without thinking things through), the/etc/pam.d/other file implements extremely
paranoid security, as in the following example:

#%°AM 1. O

auth required pam deny. so
account required pamdeny. so
password required pam deny. so
sessi on required pamdeny. so

In this example, any request for any module-type that falls through to this PAM configuration file will
return a failure code. A slightly more useful version of this file is the following:

#%°AM 1. O

auth required pam deny. so
auth required pamwarn. so
account required pamdeny. so
account required pamwarn.so
password required pam deny. so
password required pamwarn. so
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sessi on required pamdeny. so
session required pamwarn. so

Because subsequentrequi r ed entries for a given module-type are still executed, each module-type
entry first executes the pam_deny.so PAM, which denies access to the requested service, and then
also executes the pam_warn.so PAM, which logs a warning message to the system log.

1.5.6. See Also

e man pam(where pamis the name of a PAM module without the .so extension)

e http://www.ymbnet.lkams.kernel.org/pub/linux/libs/pam/
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Hack 5. Authenticate Linux Users with a Windows Domain
Controller

i

To a busy sysadmin, centralization is usually more important than philosophy.

Much has been made in the Linux press about usingSamba to bridge the gap between Linux/Unix
and SMB/CIFS environments. Samba is not just one of the most impressive pieces of open source
software everit's also as impressive a job of reverse engineering as "Hacking the Xbox."

However, using Samba for authentication is often more of a philosophical point than an organizatione
need. Frankly, if you already have a huge, well-designed, functional Windows environment that
supports authentication, groups, ACLs, and Exchange (to name a few "popular" Windows services),
converting all that to Linux can be more work than it's worth. If you're just starting to integrate Linw
boxes into your user desktops in a coherent fashion, why not swim against the standard Linux tide
and configure the login mechanisms on your Linux boxes to use the authentication provided by your
existing Windows domain controllers? You can always convert them later, when your yearly ransom
demand from Microsoft arrives.

1.6.1. Software Requirements

To Iintegrate Windows domain and Linux authentication, you'll need to have thePAM, samba-winbind,
and smb-client packages installed on your system. The core pieces of software that you'll need are
the daemon that enables you to communicate with a Windows domain controller, known as the
winbindd daemon (usually installed as /usr/sbin/winbindd), a correctly configured
/etc/samba/smb.conf file (used by the winbind daemon to obtain information about your domain and
domain controller), and the PAM for domain authentication through this daemon
(/lib/security/pam_winbind.so). The winbindd daemon and the pam-winbind.so module are both
provided in the samba-winbind package, though to use the PAM you must have the PAM package
Installed and working on your system. The current versions of these packages at the time this book
was written were pam-0.78-8, samba-winbind-3.0.13-1.1, and samba-client-3.0.13-1.1.

Of course, If your environment has enough Windows dependencies to make you want to authenticate
your Linux boxes using Windows, you're probably already using Samba to access your Windows
shares from your Linux system or your Linux filesystems from your Windows systems. Nowadays,
most Linux systems come with Samba installed. To get complete support for Windows domain
authentication, you'll want to make sure your system is runningSamba 3.x or better. If you're using
a package manager, you can run the commandr pm - g packagenane to find out which version of each

of these Is installed on your system.

If you're missing any of the packages that you need or want, you can either consult your favorite
package repository (RPMBone and RPMFind.net come to mind) to find a prebuilt package for your
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system, or download the complete Samba source code from http://www.samba.org and build the
whole thing yourself. It's quite easy.

1.6.2. Critical Samba Configuration for Using Windows Authentication

As mentioned in the previous section, thewinbindd daemon obtains the information that it needs to
communication with your primary domain controller from the standard Samba configuration file

(usually /etc/samba/smb.conf, unless you installed Samba elsewhere). The following are the critical
entries used by the winbindd daemon, all from the [ gl obal ] section of the Samba configuration file:

wor kgr oup

The name of the Windows domain to which you want the Linux system to authenticate.

w nbi nd uid
A range of integer user IDs (UIDs) for the users that you want to be able to authenticate using

Windows authentication. An example range i1s10009999, which is the typical range of UIDs for
non-system Linux user accounts nowadays.

w nbi nd gid
A range of integer group IDs (GIDs) for the groups you want to be able to authenticate using

Windows authentication. An example range is100999, which is the typical range of GIDs for
non-systems Linux groups nowadays.

security

The type of security you want your system to use. When using Windows domain
authentication, this should always be set todonai n.

user nane nap

The name of a file that contains mappings between Windows user-names and Linux
usernames. This is typically the file/etc/samba/smbusers. In general, if you're going to be
authenticating Linux users against a domain controller running on Windows, it's easiest to
simply use the same login names on your Windows and Linux systems (even though
bill.vonhagen is uglier and requires more typing than more traditional logins such aswvh).

obey pamrestrictions

If you are using the Linux PAM mechanism to authenticate your Linux users, this should alway:s
be set to yes to force Samba to use all of the bells and whistles of PAM authentication.
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1.6.3. Updating /etc/nsswitch.conf

To cause your system to consult the winbindd daemon for password and group authentication, you
will also have to modify your system's name service switch to integrate Windows domain
authentication. To do this, modify your/etc/nsswitch.conf file to specify that the system obtains
password and group information from the Windows domain controller. Correct entries would be the
following:

passwd: files w nbind
group: files w nbind

This tells the name service switch to first check the local password and group files on the client
system for authentication information and then check thewinbindd daemon. This enables you to
create local accounts when necessary, giving these local accounts priority while still using Windows
domain authentication for most accounts.

1.6.4. Integrating the pam_winbind.so PAM into System Authentication

Unless you're using a Linux distribution such as Red Hat, which provides a graphical tool for
configuring system authentication (system-config-auth, shown in Figure 1-1), you'll need to manually
modify the PAM configuration files for services that will authenticate using your Windows domain
controller. At a minimum, this is the login configuration file ¢{etc/pam.d/login), and probably also the
PAM configuration file for SSH logins ({etc/pam.d/sshd).

Here's a sample PAM configuration file that uses Windows authentication to enable logins:

#%°AM 1. O

auth sufficient /lib/security/ pamw nbind. so

auth required /1i1b/security/pamsecuretty.so

auth required /li1b/security/pamstack.so service=system auth debug
use first pass

auth required /1i1b/security/pam nol ogin.so

account required /lib/security/ pamstack.so service=systemauth

password required /lib/security/pamstack.so service=system auth

session required /lib/security/ pam stack.so service=systemauth

session optional /lib/security/ pamconsole.so

Figure 1-1. Red Hat's graphical application for configuring Windows
authentication
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| Authenticabion Conliguration
Umlrﬂ’nmaﬁmlﬂuth:m:mml
K. erberos SMB
Kerberos is a trusted third-panty authentication system SME authentication venfies user passwords by
which is commonly used in medium to large netwc-r’h_.s- attempting to connect (o a server which uses the
) Enable Kerberos Support [ Confgure Kesberos, | M8 (System message Hock) prctocd sife
[_] Enable SMB Support Configure SMB
LDAP —_—
The Lightweight Directory Access Protocd is a Winbsnd
standard way of searching a directory, which can hold Winbind allows a system to retneve information about users
arbitrary data in a structured hierarchy. LDAP is and to authenticate users by using information stored in an
increasingly being used in small 1o large networks., NTDOM or ADS server. It is used in small 1o large networks.
! Enable LDAP Suppaorn Configume LDAP... [+] Enable Winbind Suppaort Configure Winbind...
Use Shadow Passwonds Use MD5 Passwords
8 Cancel o OK

Note that this PAM configuration file accepts Windows authentication as being sufficient to enable a
login, but then falls through to the standard Linux authentication sequence Iif this fails. This enables
you to use a mixture of central authentication (through the Windowsdomain controller) and local
authentication (using the traditional Linux/Unix password and group files).

1.6.5. Starting the winbindd Daemon

One of the last steps in integrating Linux systems with Windows authentication is to make sure the
winbindd daemon starts automatically whenever you boot your system. To do this, make sure a
symbolic link to the /etc/init.d/winbind startup script exists for your system's default runlevel. To
start the winbindd daemon manually (i.e., the first time), you can simply run this script with the
start argument, as in:

# letc/init.d/ wnbind start

1.6.6. Joining the Domain

The final step is to actually join the domain from your Linux system. You can do this using thenet
command, which is part of the Samba suite and is found in thesamba-client package mentioned
earlier in this hack:

$ net join nenber -U Adm ni strator
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You'll be prompted for the Administrator password for the target domain. You do not have to join as
the user Administratorany user with sufficient privileges to join the domain will do.

1.6.7. Testing Windows Authentication

You should always test any fundamental change to your system's core authentication sequence
before logging out of your system. The easiest way to do this is to enable a service that requires logi
authentication and then use this to log In via a network connection to your system while you are still
actually logged in on the machine. My favorite service for this is thetelnet service, but ssh is just as
easy (though you will have to modify the /etc/pam.d/sshd PAM configuration file in order to test ssh
authentication via your Windows domain controller).

1.6.8. Debugging Windows Authentication Problems

Both Samba and the pam_winbind.so PAM provide excellent debugging options. To put the winbindd
daemon in debug mode, log in as root using a local account, add thedebug keyword to the

pam wi nbi nd entry in the PAM service configuration file that you are using fordebugging, and restart
the winbindd daemon manually with the - d debug- | evel option, which displays tons of useful
iInformation. | prefer to use debug level 5, which shows each byte in every packet exchanged by the
winbind daemon and the domain controller that it is talking to. If this doesn't provide you with
enough information to identify and resolve your problem and you suspect Samba misconfiguration,
you can increase the logging level in the Samba configuration file {etc/samba/smb.conf) by adding
the | og | evel wi nbi nd:NNcommand and restarting Samba. This enables you to specify the logging
level for Samba activities related to winbind authentication. If you are using an older version of
Samba or want coarser logging, you can remove thewinbind restriction and simply increase the
general Samba logging level by using the commandl| og | evel NNin your Samba configuration file
and restarting Samba. A log level of 5 is sufficient for most debugging. (Remember to disable logginc
when you've resolved your authentication problems, as this creates a huge logfile and has a negative
Impact on Samba performance.)

Another useful command when analyzing or debugging problems with using Windows domain
authentication to authenticate Linux users is thewbi nf o command. You can use this command to
make sure you're actually talking to the domain controller and to query the domain controller for
various types of information. The following output example shows both the options available to the
wbi nf o command and a sample command that retrieves the names of known users from the domain
controller:

$ woinfo

Usage: wbinfo -ug | -n nane | -sSY sid | -UGuid/gid | -tm| -[aA]l
user %password

Version: 2.2.7-security-rollup-fix

-u lists all domai n users
-g l1sts all donain groups
- N nane converts nane to sid
-Ss sid converts sid to nane

-N name converts NetBI OGS name to | P (WNS)
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-1 1P converts | P address to NetBlI OS nane (W NS)

-U ui d converts uid to sid
-G gl d converts gid to sid
-S sid converts sid to uid
-Y sid converts sid to gid
- t check shared secret

-m | 1 st trusted domail ns

-r user get user groups

-a user Y%password aut henticate user
- A user %password store user and password used by w nbi ndd (root only)
-p ‘ping’ wnbindd to see iIf 1t Is alive
- -sequence show sequence nunbers of all donal ns
--set - aut h-user DOVAI N\ user %password set password for restrict
anonynous
$ whinfo -u
_Tenpl ate
Adm ni strat or
biIl.vonhagen
bui | d
[ addi ti1 onal output del eted]

1.6.9. See Also

e http://rpm.pbone.net

e http://www.rpmfind.com

e "Customize Authentication with PAMs" [Hack #41]

e "Centralize Logins with LDAP" [Hack #6]
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Hack 6. Centralize Logins with LDAP

Yis

Creating individual accounts on individual machines is a thing of the past: centralize
authentication information and more by using a directory server.

The Lightweight Directory Access Protocol (LDAP) provides a hierarchical collection of information tha
can be accessed over a network. LDAP is an example of a directory service. In this context, the term
directory refers to a central information resource (such as a telephone directory or network-
accessible address book) but also leverages the idea of hierarchical directory structures. LDAP
directories are essentially simple, hierarchical databases that are accessed using keys that identify
the portions of the directory hierarchy to traverse to locate a specific unit of information.

The core idea of hierarchical elements and attributes is easy to understand and work with, and it
should be familiar to users of similar information models, such as XML. TheLDAP protocol is also
Independent of the underlying storage model used, making it easy to map LDAP data into existing
databases or migrate to new, smaller database models.

Like all directory services, LDAP is a client/server technology.Clients can either query or upload
Information to an LDAP server. In the case of a query, the LDAP server either responds directly or
forwards the query to another LDAP server, which repeats the "respond or forward" process. The
OpenLDAP project (http://www.openldap.org), where most Linux LDAP development now takes place
IS the source of the software discussed in this hack.

1.7.1. Installing LDAP Clients and Servers

Using LDAP In your environment requires that you have a few basic packages installed on your
systems, or that you build and install the OpenLDAP software from scratch. If you need to build it
yourself, you can download the latest version of the full OpenLDAP package from
http://www.openldap.org/software/download. If your Linux systems use a package management
system, you'll need to install:

e An OpenLDAP client on all your systems (including the server, for debugging purposes). These
packages usually have names like openldapclient or openldap2-client.

e An OpenLDAP server on your server system. Some Linux distributions, such as SUSE, provide
these in openldap or operldap2 packages, while others provide explicit servers in packages with
names like openldap-servers.

e OpenLDAP libraries on all clients and servers. Some Linux distributions, such as Red Hat
Enterprise Linux and Fedora, split these into separate packages that are simply named
openldap, while others integrate them into the OpenLDAP client and server packages.
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These packages will give you basic LDAP functionality. However, to integrate them with user lookups
and authentication on your client systems, you'll also need the following:

e The name service module, nss_ldap, for integrating user and group lookup requests with an
OpenLDAP server.

e The PAM module, pam_Idap, for integrating LDAP authentication into your client's authenticatior
process.

If you're building these yourself, their source code is available from PADL Software Pty Ltd, the folks
who wrote them, at the URL http://www.padl.com/Contents/OpenSourceSoftware.html.

Finally, you'll need some useful utilities for migrating existing password, shadow, and group
Information into your OpenLDAP directory. These are also available from PADL Software Pty Ltd, at
the URL http://www.padl.com/download/MigrationTools.tgz.

Many Linux distributions provide graphical utilities for configuring LDAP and LDAP authentication,
such as Red Hat's authconfig application and the LDAP client configuration applet in SUSE'sYaST tool.
This hack explains how to do everything from the command line, in case you don't have access to
such utilities. If you're using either of these systems, the graphical utilities simplify the installation
and configuration processes, but it's always nice to know what's really required under the covers. Yol
will still have to migrate your user, password, and group data into your LDAPserver manually, in any
case.

In the rest of this hack, I'll assume that you installed all this software in
standard system locations and can therefore find the OpenLDAP configuration
files in /etc/openldap. If you built them yourself, you may have installed them
relative to /usr/local, and thus you may need to look for the configuration files
In locations such as /usr/local/etc/openldap.

1.7.2. Configuring an OpenLDAP Server

The configuration files for OpenLDAP clients and servers, which are traditionally located in the
directory /etc/openldap, are:

ldap.conf

Sets the default values used by OpenLDAP clients on your system.

slapd.conf

Contains configuration information for the OpenLDAP slapd server running on the current
system. This file should never be readable by non-privileged users, because it contains
password and other security information for your OpenLDAP server.

Configuring an OpenLDAP server is a fairly simple process. First, you change thesuf fi x entry so that
It correctly identifies your domain. For example, the default entry in/etc/openldap/slapd.confis
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usually:

suffix "dc=ny-donai n, dc=coni

Change this to reflect your domain. For example, to set up an OpenLDAP server for the domain
vonhagen.org, change this line to the following:

suffix "dc=vonhagen, dc=org"

Next, change the r oot dn entry to reflect the name of a privileged user who has unrestricted access to
your OpenLDAP directory. For example, the default entry in/etc/openldap/slapd.conf is usually:

rootdn "cn=Manager, dc=ny-donai n, dc=coni

Continuing with the previous example, you would change this to something like the following for the
vonhagen.org domain:

rootdn "cn=l dapadm n, dc=vonhagen, dc=or g"

Though this user is the equivalent of the root user as far as OpenLDAP is concerned, the name does
not have to be that of a real user on your system.

Finally, though optional in some sense, you may want to set a unique password for your OpenLDAP
server by modifying the r oot pwenTRYy In your /etc/openldap/slapd.conf configuration file. This
enables you to configure, test, and correct your OpenLDAP system over your local network, if
necessary. For example, the default entry in/etc/openldap/slapd.conf uses the clear-text password
secr et , as shown here:

root pw secret

You can provide a clear-text or encrypted password as the value for this entry. You can use the
sl appasswd command to generate an encrypted password that you can paste into the
/etc/openldap/slapd.conf file, as in the following example:

# sl appasswd
New passwor d:
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Re- ent er new password:
{ SSHA} xOQuopf gDBayl Pdv3zf ) LqOSkr AUn5&xQY

The sl appasswd command prompts you for a new password, asks for confirmation, and then displays
the encrypted password string preceded by the encryption mechanism used in the password. You
then simply replace the value of the existingr oot pwoption with the generated string, as in the
following example:

root pw { SSHA} xOuopf gDBayl Pdv3zf | LqOSkr AUn5G&Y

You should enable the r oot pwoption only when initially configuring your OpenLDAP server, and it is
necessary to do so only if you must configure your OpenLDAP server over a network. It's always a
good idea to set a unique, encrypted password for your OpenLDAP server that differs from your
standard root password, even though the /etc/openldap/slapd.conf file should not be readable by
nonprivileged users on your system. Once you have completed your configuration, you should disable
this entry by commenting it out. To do so, put a hash mark (#) at the beginning of the line
containing the r oot pwentry.

OpenLDAP passwords are sent in the clear over the network unless you enable
Secure Socket Layer/Transaction Layer Security (SSL/TLS) encryption in your
/etc/openldap/slapd.conf file. Discussing SSL/TLS encryption for OpenLDAP is
outside the scope of this hack. For additional information, see a reference such
as Gerald Carter's LDAP System Administration (O'Reilly).

Once you have modified your /etc/openldap/slapd.conf file and saved your changes, you can start the
OpenLDAP server using the /etc/init.d/ldap script, as in the following example:

# /etc/init.d/ldap start

As with all startup scripts on Linux systems, you should symlink this file to start up and kill files in thu
directories associated with your system's default runlevel to ensure that it starts automatically when
you reboot your system.

The examples in the rest of this hack assume that you have entered the name
ldap as a valid entry for your LDAP server in DNS.

1.7.3. Migrating User, Password, and Group Entries to an LDAP Server
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To configure your LDAP server to provide authentication information, you must first migrate your
existing authentication information to the LDAP server. You do this by preparingLDAP Data
Interchange Format (LDIF) files that hold the contents of your/etc/passwd,/etc/shadow, and
/etc/group files, and then importing those files into the LDAP server.

Creating LDIF files from your existing/etc/passwd, /etc/shadow, and /etc/group files is most easily
done by using the migrate passwd.pl and migrate group.pl scripts found in the migration tools
available at http://www.padl.com/download/MigrationTools.tgz. If you've installed OpenLDAP from
packages, these scripts may be located on your system in the directory
/usr/share/openldap/migration.

that you want to merge into a single LDAP repository, you can copy them all to
your LDAP server system, concatenate them, and sort them to produce single
files. You can then edit these files so that they have only single entries for each
user and group and install them as the master password, shadow, and group
files on your server before running the migration scripts. Verify that these files
work correctly after installation and before migrating them to LDAP!

x If you have multiple password, shadow, and group files on different systems

To migrate user, password, and group information into yourLDAP server so you can use it as a basis
for client system authentication, do the following:

1. Become the root user, and change directory to the directory where you unpacked the migration
scripts or where they are already installed.

2. Edit the file migrate_common.ph, which sets variables used by all of the migration scripts. Set
the value for the DEFAULT BASE variable to the correct value for your environment. As an
example, the correct value for migrating information to the LDAP server used as an example
throughout this hack would be:

$DEFAULT BASE = "dc=vonhagen, dc=or g";

3. Use the migrate passwd.pl script to generate an LDIF file for your user and password
Information, as in the following example:

./ mgrate_ passwd. pl /etc/passwd passwd. LDl F

The migrate passwd.pl script also extracts the necessary password information from your
/etc/shadow file.

4. Generate an LDIF file for your group information using themigrate group.pl script, as in the
following example:
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.Imgrate _group.pl /etc/group group. LD F

5. Import the files that you just created into your LDAP directory using commands like the
following:

# | dapadd -x -h hostnanme -D "cn=l dapadm n, dc=vonhagen, dc=org" \
-w password -f passwd. LDl F

# | dapadd -x -h hostnane -D "cn=l dapadm n, dc=vonhagen, dc=org" \
-w password -f group. LD F

In these commands, replace host nane with the hostname of the system on which your LDAP

server Is running, make sure that the credentials specified following the- D option match those
of the root user for your LDAP server, and replace passwor d with the password you set in the

r oot pwentryboth as defined in your OpenLDAP server configuration file
(/etc/openldap/slapd.conf).

After following these steps, you are ready to update your client systems to use LDAP authentication
(and test them, of course).

1.7.4. Updating Client Systems to Use LDAP Authentication

On each system that you want to use the new LDAP authentication server, you must do the
following:

1. Modify the configuration file /etc/pam_|dap.conf, used by the pam_Idap.so PAM module, to
contain the correct information about your LDAP server. This usually simply requires correctly
setting the values of the host and base statements in this file, as in the following example:

host | dap. vonhagen. org
base dc=vonhagen, dc=o0org

2. Modify the configuration file /etc/lib-nss-ldap.conf, used to integrate LDAP with the name
service on your system, to contain the correct information about your LDAP server. Again, this
usually simply requires correctly setting the values of thehost and base statements in this file,
as in the following example:

host | dap. vonhagen. org
base dc=vonhagen, dc=o0org
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3. Add entries for LDAP to the appropriate PAM configuration files on your system. As explained In
"Customize Authentication with PAMs" [Hack #4], some Linux systems use individual files to
configure authentication for specific services, while others (such as Red Hat/Fedora) create a
centralized file for system authentication, called/etc/pam.d/system-auth. If you are using
Individual files, you must add the appropriate entries for LDAP authentication to login-related
services such as login and sshd. You should insertaut h and account entries for the pam_Idap.so
module before your system's generic Linux authentication checks, which are usually handled by
pam_unix2.so (SUSE) or pam_pwdb.so (most other Linuxes). An example PAM file for the sshd
service would look something like the following:

auth required

auth suf

auth required

account sufficient
account required
password required
password required
session required
umask=0022
session required

/[ 11b/security/ pam nol ogi n. so

ficient /lib/security/pamldap.so

_— Tt S Y

/1

[11b/security/ pam pwdb. so shadow nodel ay

[11b/security/ pam/| dap. so

| b/ security/ pam pwdb. so

| b/ security/ pam cracklib.so

| b/ security/ pam pwdb. so shadow nul | ok use aut ht ok
| b/ security/ pam nkhonedir.so skel =/ etc/skel/

| b/ security/ pam pwdb. so

4. If you are using a Red Hat or Fedora system, modify /etc/pam.d/system-auth to look like the

following:
aut h
auth suf
auth suf

account
account
account

[ pam |
account
passwor d
passwor d

required /1ib/security/ pamenv. so

ficient /lib/security/pamunix.so |iIkeauth null ok
ficient /lib/security/pamldap.so use first pass
auth required /i1 b/security/pamdeny. so

required /11 b/security/pamuni x.so broken shadow

suffi ci ent

[11b/security/ pam succeed if.so uid < 100 qui et

| def aul t =bad success=o0k user unknown=i gnore] /lib/security

dap. so

required /lib/security/ pampermt.so

requi site
suf fi ci ent

shadow

passwor d
passwor d
sSessi on
sessi on
sSessi on

suf fi ci ent
requi r ed
requi r ed
requi r ed
opt i onal

_— TS TSNS NSNS Y

[11b/security/ pamcracklib.so retry=3
[11b/security/pamuni Xx.so null ok use_aut ht ok nd5

| b/ security/ pam | dap. so use_ aut ht ok
| b/ security/ pam deny. so

| b/ security/pamlimts. so

| b/ security/ pam uni X. SO

| b/ security/ pam| dap. so

5. Modify your /etc/nsswitch.conf file to specify that the system looks for password, shadow, and
group information in LDAP. Correct entries would be the following:
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passwd: files | dap
shadow. files |dap
group: files | dap

This tells the name service switch to first check the local password, shadow, and group files on
the client system for authentication information and then check LDAP. This enables you to

create local accounts when necessary, giving those local accounts priority while still using LDAP
for most accounts.

6. Back up your local /etc/passwd, /etc/shadow, and /etc/group files and edit the primary copies
on the client system to remove all user accounts, so that they contain only system accounts.

The next time you log in on your client system, it will contact your LDAP server for authentication
iInformation. When creating new user and group accounts, you will need to use a command-line
Interface to OpenLDAP (http://quark.humbug.org.au/publications/scripts/ldap/cli/) to create the
necessary account information. There are also a number of graphical tools for creating and managing
LDAP accounts, but I'm more comfortable with the command line.

%

Congratulations! You're now making the most of your network and will rarely, if ever, have to
manage local password and group information on individual systems again. Combining this hack with
other hacks (such as "Centralize Resources Using NFS" [Hack #56] and "Automount NFS Home
Directories with autofs" [Hack #57] ) further liberates individual systems from user-specific data.

Before logging out of this client system and configuring another, open a new
login session to this host usingtelnet or ssh to ensure that you can correctly

log in using LDAP. If you encounter any problems, do not log out of this system
until you have resolved them.

1.7.5. See Also

e "Customize Authentication with PAMs" [Hack #41]

e LDAP System Administration, by Gerald Carter (O'Relilly)

e LDAP HOWTO: http://en.tldp.org/HOWTO/LDAP-HOWTO/
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Hack 7. Secure Your System with Kerberos

E
You can heighten the security of any network by using Kerberos for secure network
authentication and encrypted communications.

Kerberos is a distributed authentication and communication service originally developed at the
Massachusetts Institute of Technology (MIT). Kerberos provides secure authentication and
communication for client/server applications by using strong cryptography to enable clients to prove
their identities to servers over the network.

Kerberos works by exchanging encrypted security information between clients (which can be users ol
machines), the Kerberos authentication server, and the resource you are trying to access. The
iInformation that is initially exchanged when attempting to prove one's identity is known as aticket.
The information used to encrypt tickets and subsegquent communications is known as akey. Once the
Identity of a client is verified, that client is granted a Kerberostoken that can be used to verify its
Identity to any Kerberos-aware service. For security reasons, Kerberostokens are time-stamped so
that they automatically expire unless renewed by a user or service. The primary system for granting
tickets (which houses the master copy of the Kerberos database) is known as the Kerberos Key
Distribution Center (KDC).

The timestamps contained within Kerberos tokens (and tickets) can be verified only if the time and

date are synchronized across Kerberos clients and servers. Kerberos authentication will fail if client
and server clocks become skewed by more than five minutes. You should always run NTP (Network
Time Protocol) daemons on all Kerberos clients and servers to guarantee that their clocks remain in
sync [Hack #22].

Kerberos uses the term realm to differentiate between authentication and Internet domains. A
Kerberos realm is a set of machines that rely on a specific Kerberos server for authentication and
therefore trust that server. In Kerberos configuration files, your realm is typically identified In
uppercase characters in order to differentiate it from any similar DNS domain with which it is
associated.

MIT's Kerberos implementation is only one of several. Many alternate Kerberos
Implementations have been created over the years, usually to get around
United States export restrictions that have since been lifted. For example,
SUSE systems use an alternate Kerberos client/server implementation known
as Heimdal (http://www.pdc.kth.se/heimdal/). This hack focuses on vanilla
Kerberos from MIT, which | prefer to use because | find it to be the best
supported and most easily used on a variety of Unix and Linux systems.

1.8.1. Installing Kerberos
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Using Kerberos requires that you have a few basic packages installed on your systems, or that you
build and install it yourself from scratch. If you need to build it yourself, you can download the latest
version from MIT at http://web.mit.edu/kerberos/www/. If your Linux systems use a package
management system and you want to use a vanilla Kerberos, you'll need to install:

e krb5-workstation on all client systems. This contains basic Kerberos programs init, klist,
kdestroy, kpasswd) as well as Kerberized versions of thetelnet and ftp applications.

e Kkrb5-server on all server and slave server systems. This provides the programs that must be
Installed on a Kerberos 5 server or server replica.

e krb5-libs on all client and server systems. This contains the shared libraries used by Kerberos
clients and servers.

e pam_krb5 on all client systems. This provides a PAM that enables Kerberos authentication.

1.8.2. Installing and Configuring a Kerberos Server

After building and installing Kerberos or installing thekrb5-workstation, krb5-server, and krb5-libs
packages on your the host that will serve as your master KDC, the first step in configuring your
Kerberos environment is to set up your master KDC. The process for doing this is the following:

1. Edit the general Kerberos configuration file for your environment ({etc/krb5.conf). This file
Identifies the KDCs and admin servers in your Kerberos realm and provides default values for
your realm and Kerberos applications and for how your existing hostnames map into your
Kerberos realm. Here's a sample /etc/krb5.conf file for the realm VONHAGEN. ORG (replace the

Italicized items with the correct values for your system):

[ 'oggi ng]

default = FILE:/var/log/krb5libs. | og

kdc = FI LE:/var/ | og/ krb5kdc. | og

adm n_server = FILE:/var/| og/ kadm nd. | og
[ 11 bdef aul t s]

default real m = VONHAGEN. ORG

dns | ookup real m= fal se

dns | ookup_kdc = fal se

ticket lifetinme = 24h

f orwar dabl e = yes

[ real ns]

VONHAGEN. ORG = {

kdc = kerberos. vonhagen. org: 88

adm n_server = kerberos.vonhagen. org: 749

default _domai n = vonhagen. org

}

[ domai n_real m
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.vonhagen. org = VONHAGEN. ORG

vonhagen.org = VONHAGEN. ORG
| kdc]
profile = /var/kerberos/krb5kdc/ kdc. conf
[ appdef aul t s]
pam = {
debug = fal se
ticket lifetime = 36000
renew | ifetine = 36000
forwardabl e = true
krb4 convert = false

}

The defaults provided in the generic/etc/krb5.conf file are reasonable, except that you must
change all instances of EXAMPLE. COMto the name of your realm and all instances of exanpl e. com
to the name of your domain (VONHAGEN.ORG and vonhagen.org, respectively, in the previous
example). You must also make sure that DNS or/etc/hosts entries exist on all clients for the
systems that you identify as your default KDC andadm n_server systems in the [real ns]
section.

2. Edit the KDC configuration file ¢(var/kerberos/krb5kdc/kdc.conf). The location of this file is

provided In the [ kdc] section of the /etc/krb5.conf file. As with the /etc/krb5.conf file, the
primary change that you must make to this file is to change the instance ofEXAMPLE. COMto the
name of your realm, which is VONHAGEN. ORG In the following example:

| kdcdef aul t s]

acl _file = /var/kerberos/krb5kdc/ kadnb. acl

dict file = /usr/share/dict/words

adm n_keytab = /var/ ker beros/ krb5kdc/ kadnb. keyt ab

v4 node = nopreauth

[ real ns]

VONHAGEN. ORG = {
mast er _key type = des-cbc-crc
supported enctypes = des3-hmac-shal: normal arcfour-hnmac: nornmal \
des- hmac- shal: nornal des-cbc-nmd5: nornmal des-cbc-crc: nornmal \
des-cbc-crc:v4 des-cbc-crc: afs3

}

3. Next, use the kdb5 util utility on the master KDC to create the Kerberos database and your
stash file. You will have to enter the master database password twice, for verification purposes.
The stash file is a local, encrypted copy of the master key that is used to automatically
authenticate the KDC as part of your system's startup sequence. For example:

# [usr/ kerberos/sbin/kdb5 util create -r VONHAGEN. ORG -s
Loadi ng random dat a
Initiallzing database '/var/kerberos/ krb5kdc/principal' for realm
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'vonhagen. org',

mast er key nane 'K/ Maronhagen. or g’

You w il be pronpted for the database Master Password.
It Is inportant that you NOI' FORGET t his password.
Ent er KDC dat abase master key:

Re- ent er KDC dat abase nmaster key to verify:

This command creates various files in the directory specified in thekdcdef aul t s section of your
kdc.conf file: two Kerberos database files (principal.db and principal.ok), the Kerberos

administrative database file (principal.kadm5), the database lock file (principal.kadm5.lock),
and the stash file ((kbstash).

4. Next, edit the ACL definition file ¢(var/kerberos/krb5kdc/kadmb5.acl), changing the default realm
(EXAMPLE. COM) to the name of the realm that you are creating VONHAGEN.ORG, In this
example). The default entry in this file, which begins with*/ adm n, gives any user with an admin
Instance (such as wvh/admin, which we'll create in the next step) complete access to and

control over the realm's Kerberos database. After we update this file for our example realm, it
will look like this:

* [ adm n@/ONHAGEN. ORG *

5. Next, use the kadmin.local utility to add each of your system administrators to the Kerberos
database. kadmin.local is a Kerberos-aware version of the standard kadmin utility that does not
first authenticate to a Kerberos database and is therefore used for bootstrapping Kerberos on a
KDC. Entries in the Kerberos database are known asprincipals. The following example adds an
admin instance for the user wvh:

# /usr/ kerberos/sbin/kadm n. | ocal

kadm n. |l ocal : addprinc wh/adm n

WARNI NG no policy specified for wh/adm n@ONHAGEN. ORG, defaulting to
no policy

Ent er password for principal "wwh/adm n@ONHAGEN. ORG" .

Re-enter password for principal "wh/adm n@/ONHAGEN. ORG':

Principal "wh/adm n@ONHAGEN. ORG' cr eat ed

6. Next, add a standard user entry for the non-admin version of the principal that you just created
and then exit the kadmin.local utility, as in the following example:

kadm n. | ocal : addprinc wh

WARNI NG. no policy specified for wh@ONHAGEN. ORG defaulting to no
policy

Ent er password for principal "wh@ONHAGEN. ORG':

Re-enter password for principal "wh@ONHAGEN. ORG':

Principal "wh@ONHAGEN. ORG' cr eat ed.
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kadm n. |l ocal : quit

Adding a standard principal enables default authentication by the associated entity. You will
eventually need to create a principal for each user that you want to be able to authenticate

using Kerberos. (Most sites do this by writing a script that also creates Kerberos principals wher
creating standard user accounts.)

7. Now, the fun begins! Start the various Kerberos-related services using the following commands
# /sbin/service krb5kdc start

# [/ sbin/service kadm n start
# [/ sbin/service krb524 start

At this point, you're ready to install and start a Kerberosclient. However, before doing anything else,
you should verify that your server can hand out tickets by using theki nit command to explicitly
request one for the administrative principal that you created earlier. You can then use thekl i st
command to verify its contents, and then destroy the ticket (Just to clean up) using the kdestroy
command. The following example shows this sequence:

$ kinit wh
Password for wwh@/ONHAGEN. ORG
$ kli st

Ti cket cache: FILE:/tnmp/krb5cc O

Defaul t principal: wh@ONHAGEN. ORG

Valid starting Expires Service principal

05/ 03/ 05 22:09: 04 05/04/05 22:09: 04 kr bt gt/ VONHAGEN. ORG VONHAGEN. ORG
Kerberos 4 ticket cache: /tnp/tktO

kl1st: You have no tickets cached

$ kdestroy

1.8.3. Installing and Configuring Kerberos Clients and Applications

Many Linux distributions provide graphical utilities for configuring Kerberos clients, such as Red Hat's
authconfig application and the Kerberos client configuration applets in SUSE'sYaST tool. This hack
explains how to do everything from the command line, in case you don't have access to such utilities
If you're using either of these systems, the graphical utilities simplify the installation and
configuration processes, but it's always nice to know what's really required under the covers. You wil

still have to migrate your user, password, and group data into your Kerberos server manually, in any
case.

To install and test the Kerberos client software, do the following:
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1. Build and install Kerberos on the system, or install thekrb5-libs and krb5-workstation packages
on all client systems.

2. Copy the /etc/krb5.conf file from your KDC to the client's /etc directory.

3. Enable a sample application. | tend to usekrb-telnet, a Kerberos-aware version of the classic
telnet application, as a test application. The krb-telnet server is managed by your system's xinet
daemon. To enable krb-telnet, modify the file /etc/xinetd.d, changing the di sabl e entry from
yes to no, as in the following example:

# default: off
# description: The Kerberized tel net server accepts nornmal telnet,

# but can al so use Kerberos 5 authenticati on.
service telnet
{

fl ags = REUSE

socket type = stream

wait = no

user = root

server = /usr/kerberos/shin/tel netd
| og on failure += USERI D

di sable = no

4. Restart your system's xinet daemon using the following command:

# letc/init.d/ xinetd.d restart

5. Telnet to your system and make sure that you can log in successfully. Once you have logged In,
you can use the kl i st command to verify that you've automatically been granted the
appropriate Kerberos tokens, as in the following example:

$ klist
Ti cket cache: FILE:/tnp/krb5cc p4979
Default principal: wh@ONHAGEN. ORG
Valid starting Expires Service principal
05/ 07/ 05 10: 00:46 05/08/05 10:00: 46 kr bt gt/ VONHAGEN. ORG@Q/ONHAGEN. ORG
Kerberos 4 ticket cache: /tnp/tkt500
kKl1st: You have no tickets cached

CongratulationsKerberos is working! The next step In this hack is to integrate Kerberos into your
system's login authentication process.
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1.8.4. Using Kerberos for Login Authentication

To enable Kerberos authentication on a client system, do the following:

1. Make sure you've built or installed the pam_krb5.so PAM module on all your client systems. If
you are not using a package management system, you can obtain the latest version of the
pam_krb5.so PAM at http://sourceforge.net/projects/pam-krb5/.

2. Verify that the /etc/krb5.conf file contains valid settings for PAM authentication, in the

[ appdef aul t s] section's pamsubsection. Valid settings for Kerberos authentication via PAMs that
match the examples used throughout this section are:

[ appdef aul t s]
pam = {
debug = fal se
ticket lifetime = 36000
renew | ifetine = 36000
forwardabl e = true
hosts = kerberos. vonhagen. org
max_tineout = 30
tineout _shift = 2

Initial tinmeout 1

3. Add entries for krb5 authentication to the appropriate PAM configuration files on your system.
As explained in [Hack #4], some Linux systems use individual files to configure authentication
for specific services, while others (such as Red Hat/Fedora) create a centralized file for system
authentication called /etc/pam.d/system-auth. If you are using individual files, you must add
the appropriate entries for LDAP authentication to login-related services such aslogin and
Kerberized services such as rlogin and telnet. You should insertaut h and account enTRies for
the pam_krb5.so module before your system's generic Linux authentication checks, which are
usually handled by pam_unix2.so (SUSE) or pam_pwdb.so (most other Linuxes). An example
PAM file for the telnet service would look something like the following:

auth required /Ilib/security/pam nol ogin.so

auth sufficient /lib/security/pamkrb5. so

auth required /Ilib/security/pam pwdb.so shadow nodel ay

account sufficient /Ilib/security/pamkrb5.so

account required /lib/security/pam pwdb. so

password required /lib/security/pamcracklib.so

password required /Ilib/security/pam pwdb.so shadow nul | ok
use_ aut ht ok

session required /lib/security/pam nkhonmedir.so skel =/etc/skel/
unmask=0022

session required /lib/security/pam pwdb. so
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4. If you are using a Red Hat or Fedora system, modify /etc/pam.d/system-auth to look like the

following:
aut h
auth sufficient /
auth sufficient /
auth required /

account required
account sufficient

required /1ib/security/ pamenv. so

| b/ security/ pamuni x.so |1 keauth null ok

p/ security/ pam krb5.so use first pass

b/ security/ pam deny. so

/11Db/security/ pamuni x.so broken_shadow
/11b/security/ pamsucceed if.so uid < 100 qui et

account [default=bad success=o0k user unknown=i gnore] /lib/security/

pam kr b5. so
account required
password requisite
password sufficient

nd5 shadow
password sufficient
password required
session required
session required
session optional

That's all you should have to do. Before logging out of the client, telnet or SSH to it and attempt to
log in. If you have any problems with Kerberos login authentication, you can enable PAM debugging
In your /etc/krb5.conf file so that you can quickly identify and resolve authentication-related
problems with login and other system applications that use PAMs. To do this, simply set thedebug
entry to true In the PAM section of the [ appdef aul t s] stanza and restart your Kerberos server.

Unfortunately, there is no automated mechanism for migrating existing user and password
Information to a Kerberos database. You will have to manually add principals for all of your groups
and users to the Kerberos database on your KDC, and assign them default passwords. Users can
subsequently change their passwords using thekpasswd command found in /usr/kerberos/bin.

1.8.5. See Also

/

/
/
/

/
/
/
/
I

0/ security/
0/ security/

0/ security/

0/ security/
D/ security/
D/ security/

0/ security/

pam permt. so
pam cracklib.so retry=3

pam uni X. so nul | ok use_aut ht ok

pam kr b5. so use aut ht ok
pam deny. so
pamlimts. so

pam uni X. so

b/ security/ pam krbb5. so

e Kerberos: The Definitive Guide, by Jason Garman (O'Reilly)

e "Customize Authentication with PAMs" [Hack #41]
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Hack 8. Authenticate NFS-Lovers with NIS

E
If you're using NFS, using its companion authentication mechanism may be the right way
to go.

The Network Information System (NIS) is a distributed authentication mechanism that was originally
developed by Sun Microsystems and is most commonly used in conjunction with the file-sharing
protocol NFS [Hack #56]. NIS enables all of the machines in a computing environment to share
access to a centralized collection of authentication-related files and service configuration information,
known as "maps." Each NIS map is typically provided in several different ways, each organized to
optimize a specific type of access to that information, such as lookups by name or by some unique
numeric component (such as being able to access a group map by group ID, a host's map by
address, and so on).

NIS+, also from Sun Microsystems, is the successor toNIS. Much like LDAP, it
organizes information hierarchically. Unfortunately, NIS+ never really caught
on outside of Sun systems, and therefore few Unix and Unix-like operating
systems (such as, for example, Linux) bother to support NIS+.

1.9.1. Installing NIS Clients and Servers

Most Linux distributions provide packages that include NIS client andserver software, but if yours
doesn't, or you simply want to install the latest and greatest, you'll need to build and install the
following packages from ftp://ftp.kernel.org/pub/linux/utils/net/NIS:

ypbind-mt

The client NIS daemon

ypserv

The NIS server

yp-tools

The standard NIS utilities for displaying NIS files, changing your NIS password, changing the
full name or shell in your NIS password file entry, and querying various aspects of an NIS
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server or NIS maps

The names of these packages will also include version numbers and an extension based on the
archive format that you download (gzip or bzip2).

1.9.2. Setting Up an NIS Server

As mentioned earlier, NIS is the most commonly used distributed authentication mechanism today,
largely because it is shipped free with almost all Unix and Unix-like systems. Another reason for the
prevalence of NIS is that it's incredibly easy to set up. This section walks you through the process of
setting up an NIS server. Setting up an NIS client is explained in the next section.

server. This NIS server exports the default password, group, host, and other
maps (files) found on the NIS server system. In a production environment, you
would want to do substantially more customization before initiating NIS
throughout your computing environment. For example, you would also want to
customize the NIS configuration files /var/yp/securenets, /etc/yp.conf, and
/etc/ypserv.conf. For more complete information about setting up NIS, see the
NIS HOWTO listed at the end of this hack.

t_ This section shows how to quickly set up an NIS server for use with an NFS

To set up an NIS server, log in as or su to root on the system you will be configuring as an NIS
server, and do the following:

1. Make sure that the NIS software is installed on your Linux system. At a minimum, you will need
the /bin/domainname, /usr/sbin/ypserv, and /usr/lib/yp/ypinit programs.

2. Next, make sure that the /etc/passwd file has an entry for your personal account, which should
also be found in the password file on the system you will be configuring as an NIS client. In the
next section, you'll use this entry to verify that NIS is working correctly.

3. Set the domain name of your new NIS domain. This shouldnot be the same as the name of
your TCP/IP domain, to avoid confusing DNS and potentially compromising security in yo<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>