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Preface

Dynamic Host Configuration Protocol (DHCP) provides a means of dlocating and
managing | P addresses dynamically over a network. Before the advent of DHCP,
adminigtrators configured each host on a network with an 1P address, subnet mask,
and default gateway. Maintaining the changes and the logs of the changes took a
tremendous amount of time and was prone to error. DHCP uses a client/server model
in which the network information is maintained and updated dynamicaly by the
sysem.

This book discusses DHCP in a Windows 2000 environment. It provides an

introduction to the DHCP protocol and shows how to implement a DHCP server into
the network. It aso covers the more advanced features of DHCP.

The book begins with an overview of the TCP/IP protocol suite and shows how
DHCP coexigts with the rest of the TCP/IP suite. It identifies DHCP's predecessors,
RARP and BOOTP, and explores the reasons that DHCP was developed. DHCP
design congderations are discussed, as well as the different methods of deployment.
The book shows how to ingtall and configure DHCP servers in routed and non-routed
environments and how to configure a client to use DHCP. It o discusses how to
administer a DHCP server in Windows 2000 using DHCP scopes, options, and |eases.
Findly, the book covers DHCP's close rdationship with Dynamic DNS, aswell as
some of the future directions for DHCP.

Conventions Used in This Book
The following conventions are used throughout this book:
Italic

Used for URLS, filenames, email addresses, and new terms when first defined.
Constant w dth

Used in examples to show the contents of files or the output from commands.
Const ant bol d

Used in examples to show commands or other text to be typed by the user.
Constant italic

Used in examples and command syntax definitions to show variables for
which a context-specific subgtitution should be made.

i Indicates atip, suggestion, or general note.
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Indicates awarning.

N

How to Contact Us

We have tested and verified the information in this book to the best of our ability, but
you may find that features have changed (or even that we have made mistakes!).
Please let us know about any errors you find, as wdl as your suggestions for future
editions, by writing to:

ORellly & Associates, Inc. 101 Morris Street Sebastopol, CA 95472 (800) 998-9938
(inthe U.S. or Canada) (707) 829-0515 (internationa/local) (707) 829-0104 (fax)

We have aweb gite for the book, where we ligt errata, examples, or any additiond
information. Y ou can accessthis page at:

http://iwww.oreilly.com/catalog/dhcpwin2000
To ask technical questions or comment on the book, send emall to:
bookquestions@oreilly.com

For more information about our books, conferences, software, Resource Centers, and
the O'Rellly Network, see our web Ste at:

http://www.oreilly.com
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Chapter 1. TCP/IP Overview

Dynamic Host Configuration Protocol (DHCP) is an Internet sandard protocol
designed to dynamicaly alocate and distribute IP addresses as well as additiond
TCP/IP configuration information. DHCP is defined by RFCs 2131 and 2132.
Working with the Internet Engineering Task Force (IETF) and a number of other
vendors, Microsoft was instrumenta in the development and standardization of
DHCP.

Before the advent of DHCP, most TCP/IP configurations were maintained saticaly.

An adminigtrator configured each individua host with avalid |P address, subnet

mask, and default gateway, as well as other TCP/IP configuration parameters. As you
can guess, configuring and adminidrating satic TCP/IP configurations for multiple
workstations and network devices can be a burdensome task, especidly if the network
islarge and/or changes frequently. The exception to the rule was the use of two
predecessors to DHCP, the RARP and BOOTP protocols. These protocols are covered
in more detail in Chapter 2.

DHCP uses aclient/server model of operation (see Figure 1.1), where a DHCP client
makes arequest to a DHCP server for an | P address and other configuration
parameters. When the DHCP client makes the request, the DHCP server assignsit an
| P address and updates its database, noting which client has the address and the
amount of time that the address can be used. This amount of time isknown as alease.
When the time expires, the DHCP client needs to renew the lease or negotiate a new
lease for adifferent |P address. Through the use of |eases, the DHCP server can
reclaim unused | P addresses.

Figure 1.1. The DHCP client/server model
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Using DHCP dlows an adminigtrator to make changesto aclient's IP configuration
without the need to visit each and every client. The user a the workstation only needs
to release and renew their DHCP lease. That is the power and benefit of DHCP.

The purpose of this chapter isto provide an overview of the datathat DHCP is
expected to ddiver: TCP/IP configuration information. The TCP/IP protocol suiteis
the common language of the Internet and by far the dominant networking protocol
suitein use today. One must understand the many different facets of the TCP/IP
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protocol suite in order to configure, maintain, and troubleshoot a Windows 2000
DHCP server.

This chapter begins with an overview of the TCP/IP protocol sute, describing the
different functions at the different layers of the Open Systems Interconnection (OSl)
Modéd. It then covers Media Access Control (MAC) addresses—what they are and
how they operate, followed by avery important area that one must understand: IP
addressing and subnetting. The next two sections finish up the chapter by giving an
overview of the two types of name resolution used in Microsoft Networking: DNS
and WINS.

1.1 The TCP/IP Protocol Suite

In the 1960s, the Department of Defense's Defense Advanced Research Projects
Agency (DARPA) wasin charge of developing a means of communication that would
gl function in the event of anuclear war. Development focused on the new theory of
the packet-switched network. All forms of networking up to thistime (i.e., the phone
system) had used a circuit-switched network.

A drcuit-switched network connects the sending and recelving stations by asingle,
direct physica path. Circuit-switched connections are not shared with other traffic;
they are meart to be one-to-one. The telephone system is an example of a circuit-
switched network. When a person dids a phone number, the phone company
equipment establishes a direct connection between the caler's phone and the receiving
phone. This connection lasts for the duration of the call.

A packet-switched network operates by bresking the data to be transmitted into
smdller datagrams or packets. Each of these packetsis numbered and sent out across
the network. Because the packets are individualy numbered, they can take multiple
paths to their destination. There they will be put back in order and reassembled into
the origind data

Figure 1.2 illustrates the concepts of these two types of networks.

Figure 1.2. Circuit-switched and packet-switched networks
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The weekness with a circuit-switched network is that communication links have to be
set up ahead of time. If acircuit goes down, communication stops. The beauty of a
packet-switched network isthat if a point of communication goes down, the datais
automaticaly rerouted through another location dynamicaly. In the end, it had grest
battlefield potential—which iswhat DARPA was looking for. If acommand center
was taken out, communications could continue by rerouting the data across any
available medium: packet radio, satellite links, land links, etc.

The TCP/IP protocol suite was developed and refined as part of the packet-switched
network project.

1.1.1 The OSI and DOD Reference Models

The TCP/IP protocol suite can be used to communicate over any type of networking
medium. Thisincludes Local AreaNetwork (LAN) and Wide Area Network (WAN)
environments. TCP/IP accomplishes this by usng amodular design. The blueprint of
this modular design comes from the Department of Defense (DOD) Reference Modd!.
The International Standard Organization (1SO) aso developed a seventlayer reference
modd called the Open Systems Interconnection (OSl) Model. These models provide
networking hardware and software vendors with guiddines to create products that

will be competible in form and function across multiple hardware and operating

system platforms.

The DOD Reference Modd consists of only four layersthat are closdly aigned with
the OSl Reference Model (see Figure 1.3):

Application Layer
This layer provides gpplication interfaces, session establishment, data
formatting, and data conversion for gpplications running on a host system.
This layer coincides with the upper three layers of the OSI Mode: Application
Layer, Presentation Layer, and Session Layer.

Transport Layer
Thislayer defines the method of communication between two systems:
connection-oriented or connectionless. This layer maps directly to the
Transport Layer in the OSl Modd.

Internet Layer

The Internet Layer defines internetworking communications (i.e., routing).
This layer maps directly to the Network Layer of the OSl Modd.

Network Interface Layer
This layer defines data-link and media access methods (i.e., Ethernet, Token

Ring, FDDI). This layer includes the remaining two layers of the OS Modd!:
DataLink and Physicd Layers.
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Figure 1.3. Comparing the OSI and DOD Models
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1.1.1.1 The Application Layer

The Application Layer defines protocols that provide emall, file transfer, remote

logins, and drive-mapping capabilities to user gpplications. Some examples of
protocols from the TCP/IP Protocol Suite thet resde at this layer are Telnet, FTP (File
Transfer Protocol), SNMP (Simple Network Management Protocol), SMTP (Smple
Mail Trangport Protocol), and DNS (Domain Naming System).

1.1.1.2 The Transport Layer

The Transport Layer defines two protocols. Transmission Control Protocol (TCP) and
User Datagram Protocol (UDP). These protocols provide two separate functions:

Transmission Control Protocol (TCP)

TCP isaconnectionoriented protocol. This meansthat TCP will provide a
reliable connection between two systems. TCP accomplishes this by sending
acknowledgments periodicaly to determine that datagrams are being received.
If the datagrams were not received, TCP resends them, thus insuring religble
delivery. TCP isdso responsble for breaking the data down into individua
segments, numbering them, and reassembling them a the destination.

User Datagram Protocol (UDP)

UDP is a connectionless protocol. Unlike TCP, UDP does not use any
acknowledgments, sending data blindly out onto the network to the

degtination. UDP assumes that another layer, usualy provided by timers and
timeout periods, will handle error correction. Implementations such as these
are integrated into applications by the developer. Since UDP does not have the
overhead of TCP, it is consdered quick and efficient.

1.1.1.3 The Internet Layer
The Internet Layer is responsble for the delivery of packets across an internetwork.

There are two protocols that operate at this layer, Internet Protocol (1P) and Internet
Control Message Protocol (ICMP).
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IPisthe engine of TCP/IP, in charge of routing packets to and from logical addresses
(i.e, IP addresses). These logical addresses correspond to particular systems located
on the network.

|P addresses are organized in a hierarchica manner, alowing networks to be
subdivided into subnets.

When a system wants to transmit data to a destination on alocal network, 1P takes the
data segment provided by TCP. It then adds a header to the segment that includes the
destination | P address and determines the destination's loca subnet. |P sends the
resulting packet to the source's network interface, and thus to the local network. At

the destination, | P receives the packet, strips off the header information, and sends the
resulting segment up to TCP. TCP reassembles the data and sends it to the appropriate
application (see Figure 1.4).

Figure 1.4. IP in a LAN environment
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If the dedtination is not located on the same local network as the source, IP performs
additiona steps to tranamit the data.

I P first takes the data segment provided by TCP. It creates and attaches the header to
the data segment and determines whether the destination ison aloca or remote
subnet. In this case, since the source and destination are not on the same local
network, | P sends the packet to the default gateway (i.e., the router on the local
subnet).

At the router, |P receives the packet and, after anadyzing the destination | P address,
determines that the packet is destined for another host on a remote subnet. IP
determines the subnet address for the destination and routes the packet to the network
interface attached or closer to the destination's local subnet.

Findly, the destination receives the packet, strips off the header, and sends the data
segment to TCP for reassembly (see Figure 1.5).
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Figure 1.5. IP in a WAN environment
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I will discuss |P addresses and subnetting in more detail later in this chapter.

ICMP provides message packets that report errors and other information, such as
network congestion, that may be affecting |P packets. There are some Situations when
this may occur:

1. The destination may be unreachable because thereis no route.

2. The host may be unreachable because of a configuration issue or because a
gateway does not have the buffering capacity to forward the packet.

3. ICMP can ds0o notify the source host that a more efficient route exists.

ICMP aso provides an echo-request message. These messages are created by the
pi ng command and are used to test connectivity between hosts on an internetwork.
Thetracert command aso uses this mechanism to determine the router list and
report the time between routers (known as hop time).

Findly, if an IP packet's Timeto Live (TTL) field has reached zero, arouter discards
the packet. The router then generates an ICMP time- exceeded message to notify the
source host that the packet was discarded.

1.1.1.4 Network Interface Layer

The Network Interface Layer provides data link and media access capabilities to the
upper-leve layers via hardware addresses. Thislayer dlows TCP/IP to function
across multiple media-access protocols, such as Ethernet, Token Ring, FDDI, Frame
Relay, ISDN, and xDSL.

Ethernet
Invented by Xerox, Ethernet is a baseband LAN specification that uses Carrier
Sense Media Access/Callision Detection (CSMA/CD). Ethernet can operate at

10 Mbps over various cable types. There are also newer and faster
implementations of Ethernet available,
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Token Ring

Invented by IBM, Token Ring is atoken-passing LAN specification.
Computersin a Token Ring environment are connected to the network media
in aclosed ring. Whichever computer possesses the Token is permitted to
tranamit data on the ring. When the computer is finished tranamitting, it passes
the token on to the next computer in the ring. If the next computer does not
need to tranamit, it, too, passes the token on. By employing a tokenpassing
scheme, collisons are avoided, since only one computer is permitted to
transmit. Token Ring can operate at 4 or 16 Mbps.

Fiber Distributed Data Interface (FDDI)

FDDI isa 100 Mbps, token-passing LAN standard using fiber-optic cables.
FDDI uses a tokenpassing scheme smilar to Token Ring. FDDI congsts of
two fiber-optic rings, aprimary ring and abackup ring in case the primary
fals. FDDI using multimode fiber can operate up to adistance of 2 km. FDDI
using single mode fiber can operate to a distance of 40 km.

Frame Relay

Frame Relay is atedecommunications service meant to be used asaWAN
technology. It isthe medium by which multiple LANs can be linked together.
Frame Relay operates by placing datainto aframe for transmisson A virtud
circuit connection is crested between two end devices, over which the frameis
sent. Frame Relay provides no error correction, so the devices on either end of
the connection must supply error correction. A switched datalink layer
protocol, Frame Relay can handle multiple virtud circuits.

Integrated Services Digital Network (ISDN)

A digital communication protocol, ISDN can carry voice and data through
conventiona copper telephone networks. An ISDN line is comprised of two
different channels, B and D. B (or bearer) channels are the main conduits for
data and voice communications. D (or data) channds are used to tranamit

setup and control signals for the entire ISDN connection. ISDN comesin two
levels of service: Basic Rate Interface (BRI) and Primary Rete Interface (PRI).
BRI consigts of two B channels (64 Kbps) and one D channd (16 Kbps). Asa
result, BRI ISDN operates at speeds up to 128 Kbps. PRI consists of 23 B
channels and one 64 Kbps D channel. PRI ISDN operates at up to 1.544 Mbps.
An ISDN adapter must be ingtalled on both ends of the connection to handle
thedigitd sgnd.

xDSL
A digital technology that uses the existing copper telephone infrasiructure to

transmit voice and data. Typica telephone wire in the United States contains
four wires. Only two of the wires are used for telephone service; the other two
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remain unused. xDSL utilizes dl of the wiresto carry adigitd 9gnd a a
frequency higher than that of voice communications. As aresult, atelephone
line utilizing XD can carry voice and data communications Smultaneoudly.
xDSL isafagter dternative to ISDN and operates at a number of speeds such
as 640 Kbps, 1.6 Mbps and up. Currently xDSL suffers from mgjor distance
limitations, usudly less than 20,000 feet from the central telephone office.

| briefly describe Ethernet here because it is by far the most popular LAN technology.
It is cheap, easy to use and understand, and flexible.

Ethernet uses a media access process known as CSMA/CD (Carrier Sense Media
Access/Callision Detect). Thisworks by alowing any host on the network to tranamit
at any time, but before transmitting, the host must listen for traffic on the network. If

no traffic is detected, the host can proceed. If two hosts on the network transmit at the
same time, a collision occurs. When a collison occurs, the offending stations are each
set to wait arandom length of time before retrying the transmission.

Ethernet comesin primarily three flavors: IEEE 802.3 (10 Mbps), Fast Ethernet (100
Mbps), and Gigabit Ethernet (1000 Mbps).

IEEE 802.3
The standardized version of Ethernet. It operates at a datarate of 10 Mbps.
Fast Ethernet

A form of Ethernet that provides a datarate of 100 Mbps. Workstations that
are equipped with |EEE 802.3 network adapters can connect to a Fast
Ethernet-based network, however they are il limited to 10Mbps data
transmisson.

Gigabit Ethernet

Another form of Ethernet that provides adatarate of 1 Gbps, or 1 gigahit.
Gigabit achievesiits tremendous speed by using fiber-optic cable asthe
network medium. Copper cabling can aso be used, but it severely limitsthe
distance Gigabit Ethernet can operate at. Workstations equipped with IEEE
802.3 and Fast Ethernet network adapters can attach to Gigabit Ethernet, but
they are dill limited to their respective data transmission rates.

This essentialy concludes the discussion of the DOD Reference Modd. The
remaining sections of this chapter ded with more specific TCP/IP concepts. This

provides an understanding of some of the configuration parameters that a DHCP
server providesto DHCP clients.

1.2 MAC Addresses

Media Access Control (MAC) addresses are hardware addresses that uniquely identify
anetwork interface card (NIC) in a host.
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MAC addresses are 48 hits in length and are written as 12 hexadecimd digits. The
first 6 hexadecimd digits identify the manufacturer of the NIC. Thisisknown asthe
Organizationa Unique Identifier (OUI), which is administered by the IEEE. Each
manufacturer of Ethernet devices mugt register with the IEEE. The remaining 6
hexadecimd digits are used as a serid number, which is administered by the
individual manufacturer (see Figure 1.6).

Figure 1.6. Example of MAC addresses
00-00-0C-12-34-56,

]
The kst & digits are
aclministerad by each
The first & digis of the oddress vandos
represend I?w vendor code;
Ciseo: 040-00-0¢

Table 1.1 lists the OUI numbers for severa wel-known NIC manufacturers.

Table 1.1. List of Common OUI Numbers

Manufacturer OUIl Number
Novell 00-00-1B
Cisco 00-00-0C
3Com 00-20-AF
HP 08-00-09
Apple 08-00-07
IBM 08-00-5A
Intel 00-90-27
Microsoft 00-50-F2

1.2.1 ARP

In order for communication to take place across an internetwork, a MAC address must
be resolved to alogica network address (an IP address, which | will cover in more
detall in the next section). Thisis accomplished by using the Address Resolution
Protocol (ARP). ARP works dightly differently depending on whether it isused ina
LAN or WAN environment.

InaLAN environment, ARP is used when a host needs to transmit data to another
host (see Figure 1.7). To find out the destination host's MAC address, the source
broadcasts an ARP request on the LAN. The ARP reguest includes the IP address to
be resolved. Because it is a broadcagt, al hosts connected to the LAN receive and
process this request. When the destination host receives the broadcast, it responds
directly with an ARP reply that contains its MAC address. Also, any other host that
receives the ARP request can respond if the requested addressisin their ARP cache.
The source host will then add the degtination's MAC address to its ARP cache and

begin transmitting data
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The ARP cache is dynamic and entries are removed after two
minutes. If an ARP entry was reused, the entry remainsin the
ARP cachefor ten minutes.

N

Figure 1.7. Example of ARP in a LAN environment

ter A

Computer B Computer
192.168.0.5 192.168.0.12 192.168.0.8
............... | € Update computer 45 [ 1 """""""" |

ARP cache:

S 192068008 = 52 Y 2
. 00-20-4F-12-14-56 4
A : L
i : ) Ererybody! i
What is
£ 192.160.0.20% MAC
¥ oddes?
&
Hey 1921GB0S@M: |
[Computer Al: H i
(92168028 MAC ¢ i
H addrass is ;
GV DO-20-4F-12-34-56 [_"‘
L
Computer D Camputer E
192.168.0.22 192.168.0.28

InaWAN environment, ARP operates mostly in the same manner, except that the
source and degtination are not on the same LAN (see Figure 1.8). In this case, the
source host compares its | P address with the destination's | P address and determines
that it islocated on a different subnet (through a process cdled ANDing, which I'll
discuss later in this chapter). At this point the source host broadcasts an ARP request
to determine the MAC address of its default gateway. The router replieswith its MAC
address, which is then added to the source's ARP cache. Now, when the source wants
to communicate with the destination host, it addresses its data packets to the router's
MAC address. The packet's destination |P address ill contains the destination's |P

address. The router then forwards the information to the destination host on the other
subnet.
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Figure 1.8. Example of ARP in a WAN environment
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r € Updote computer A's
ARP coche:
= T 192 168.0.1 =
-~ 00-20-00-12-14-54
& 0 SendDax
i MAC: D0-00-0C-12-34-56
H IP- 10.0.0.68
) Beerybodyll
H Whal &
3 192 068.0.0 MAC Router
- e SO —
Rauter Port El:
192.168.0.1
i i € ey 192.160.05
i E (Compster A):
v Y 192.168.0.1 HAC
| exldress is
| 00-00-0012-34-56
-1 -
- l I
Computer D ter E

192.168.0.22 192.168.0.28

1.3 IP Addressing

Computer Y
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0204789088 _f
Computer X
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|P addressing is the heart of the TCP/IP-based internetwork. The process of routing I1P
packets is possible because of thislogica addressng scheme.

An IP addressisalogical 32-hit binary number thet identifies a sysem on an
internetwork. An | P address comprises two parts—the network portion and the host
portion. The network portion of an |P address tells the host what logica network it is
located on. The host portion identifies that particular host.

1.3.1 1P Address For mat

Because humans tend to have trouble remembering and evauating binary numbers, IP
addresses are expressed in dotted decimal notation. A 32-bit binary IP addressis
written out in four octets, each of which contains eight bits. Each bit postioninan
octet represents avalue (one of 128, 64, 32, 16, 8, 4, 2, 1); the sum of these vaues,
when totaled, represents the octet's decima vaue (see Figure 1.9).
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Figure 1.9. Dotted decimal example
Bit Value: 128 64 32 | 16 8 4 2 1
Birary Valu: 1 0 1 0 1 ! n 0

Decimal Yalue: 172

Bil Valus: 128 &4 32 16 B 4 2 1
Binary Value: 4] a a 1 [¥] ] 0 0

Dacinal Yalue: 18

Bit Value; 128 &4 32 | 16 8 4 2 1

Binary Value: O 1 1 1 1 a 1 0

Decimal Yalue: 172

Bit Velue: 128 64 32 | 16 8 4 2 1
Binaary Walue; 1 1 a ] 1 1 o o

Decimal Value; 204

172.16.122.204
1.3.2 P Address Classes

Initidly, when |P was developed, the | P address space was divided into distinct IP
address classes to determine where the network portion stops and the host portion
begins. The vaue of the first octet and its highest order (Ieftmost) bits determine the
class. There are five |P address classes, three of which (A, B, and C) are available for
commercia use (see Figure 1.10). Class D isreserved for |P multicasting.
Multicasting dlows multiple computers in the same multicast group to receive the
same data transmission, sort of like adirected broadcast. Class E is grictly reserved
for research use by the Internet Engineering Task Force (IETF).

Figure 1.10. IP address classes

(loss&:  MHHH
(loss B:  N.N.HH
(oss G MMN.NH
(loss D Used for mulficost
(loss B Used for research

N = Memwork Numher
H = Host Humber

1.3.2.1 Class A

InaClass A IP address, the network portion is represented by the first octet; it hasin
itsleftmogt bit. In other words, if you were to st dl the remaining bitsin the first

octet to Os, the resulting vaue for the octet would be O. If you set al the remaining
bitsin the first octet to 1s, the resulting vaue would be 127. Therefore dl Class A 1P
addressesfall into the 0-127 range for the first octet. This also resultsin 127 possible
networks and amaximum of 16,777,214 hosts on each network. (Please note that the
network 127.0.0.0 is reserved for loopback addresses.) Figure 1.11 summarizes the
characteristics of the Class A address class.
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Figure 1.11. Class A

(loss A N.HHH
# Bits ] i L
Closs A: 0] Wework# | Hosté# |

Ist Octet in Decimal ~ Range of Netwarks  Mox Nets  Max Hosts

10,001
1o 126 126.0.0.0 126 16,777,216

1.3.2.2 Class B

InaClass B IP address, the first and second octets represent the network portion; it
has 10 initstwo leftmost bits. A Class B IP addressfdlsinto the 128 to 191 range for
thefirst octet. Thisresultsin 16,384 possible networks and a maximum of 65,534
hosts on each network. Figure 1.12 summarizes the characterigtics of the Class B

address class.
Figure 1.12. Class B
OossB: N.N.HH
£l 11 14 16
oss - [1]0] Wetwork # | Host# |
5t Octetin Devimal ~ Range of Netwarks Max el Max Hosts
128,000 10
128 10 191 190.255.0.0 16,384 05,534
1.3.2.3Class C

In aClass C IP address, the network portion is represented by the first, second, and
third octets; it has 110 in its three leftmogt bits. A Class C IP addressfallsinto the 192
to 223 range for the first octet. Thisresultsin 2,097,152 possble networks and a
maximum of 255 hosts on each network. Figure 1.13 summarizes the characterigtics
of the Class C address class.

Figure 1.13. Class C

(o= C: N.NNH
# Bis 111 21 B
Closs € [ 1] 1] 0] Network # | Host # |

st Octetin Decimal ~ Romge of Networks  Max Neb Max Hosts

192.0.0.0 ta
192 10 123 TIET95 3550 2097152 )

Please note that some host and network addresses cannot be used. These are discussed
later in this chapter.

1.3.3 I P Subnetting

|P address classes are not dways the most efficient way to design an | P addressing
scheme. There aren't many companies that need a Class A address with 16 million
hosts, and there may be smaller companies that need more addresses than aClass C
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network can provide. Asyou can see, this method could lead to a tremendous number
of wasted | P addresses. The Internet Engineering Task Force (IETF) saw thisand
submitted RFC 950 to facilitate the addition of athird leve to the exigting two-leve
hierarchy created with |P address classes.

Thisthird leve isknown as subnetting. Subnets are created by taking leftmost bits
from the host portion of an |P address and applying them to the network portion (see
Figure 1.14).

Figure 1.14. Subnetting a Class C address

UBts | 8 Bits———,
Netwark # Subnet#  Host#

*

Subnat bits I:IrE:llilhﬂll fram the
bl parfion of the oddress

Subnetting gives network designers and adminigtrators the ability to divide larger
networks into smaller, more efficient networks. Since subnets are under loca
adminigration, the outsde world (via routing tables) does not need to know of their
exigence.

Subnetting is made possible by the use of a subnet mask. A subnet mask, along with
the IP address classes, determines where the network and subnet portions of an IP
address end and the host portion begins. A subnet mask is a 32-hit binary number.
Starting at the leftmost bit, 1s are placed in every bit that is part of the network and
subnet portions. The remaining bits contain Os (see Figure 1.15).

Figure 1.15. Subnet mask example

201.222.5.18 with Subnet Mask
255.255.255.248

11001001.11011110.00000101.00010010
11111111.111111131.1331312131131.11111000

Network Portion of IP Address

So how does IP determine the subnet where ahost is located? There is a set process
that arouter or host performs to determine the subnet address. This processis
commonly known as Logical ANDing. Logicd ANDing issmply aBoolean
operation that follows three basic rules: 1 "ANDed" with 1is1; 1 "ANDed" withis0;
"ANDed" with is 0. In other words, if 1 = Trueand = Fdse:

1"ANDed" with1is1 True AND True= True
1"ANDed" with0isO True AND False = False
0"ANDed" with0is0 False AND False = False

The process begins with the IP degtination address and the internal subnet mask. A
Logica AND operation is performed which causes the hogt portion of the destination
| P address to be removed—resulting in the subnet address. Here's an example where
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the ANDing operation is performed on a Class C subnet. Take a moment and observe
the last octet in the | P address:

Destination | P Address: 192.168. 0. 214 11010110
Subnet Mask: 255. 255. 255. 224 11100000
Resulting Subnet Address: 192. 168. 0. 192 11000000

Given the preceding example, we have determined that the IP address 192.168.0.214
with a subnet mask of 255.255.255.224 is |ocated on the subnet 192.168.0.192.

Taking the example further, what is the maximum number of hosts on this segment
and what are the starting and ending | P addresses?

Before we answer these questions, | want to introduce you to alittle formula that
makes lifein the IP world easier. Thisformulais 2" -2. Using this formula, one can
determine the number of hostsin a subnet. 2" represents the number of hosts that can
be created, where 2 is the number of possible values for each bit (0 or 1—remember
we're deding in binary herel) and n isthe number of bits taken from the host portion
of the network address. | subtract two from 2n because addresses of al 1sand al Os
cannot be used.

Now let's take amoment to answer the firgt question: what is the maximum number of
hosts on this subnet, 192.168.0.192? This can be determined by examining the portion
of the subnet mask that is not masked, or contains 0's. For the subnet mask of
255.255.255.224, the host portion contains 5 zeros. This means that the n exponent in
our trugty little formulawould have a vaue of 5. The number of hostsis then 2°-2.
Which resultsin...get out those calculators...30. So, on subnet 192.168.0.192, the
maximum number of hostsis 30. That wasn't so bad, wasiit?

OK, we answered the first question. Now let's figure out the second question: what
are the starting and ending 1P addresses on subnet 192.168.0.192? Or another way to
ask this question is, what is the range of |P addresses on subnet 192.168.0.1927?

To answer this we need to again examine the subnet mask 255.255.255.224.

First, note that we are only concerned with the last octet, 224, since this octet contains
the host addresses. Take 224 and convert it into binary. Thisresultsin 11100000. To
figure out the address ranges possible with this subnet mask, we need to determine the
vaue of the furthest hit to the right that is set to 1. For this subnet mask, there are
three 1s, and the last set bit is 32.

Thisvaue, 32, isknown as the subnet offset value. The subnet offset vauetdlsyou
that every 32 addresses results in another subnet. We can now determine the subnet's
address range by taking the subnet address, 192.168.0.192, and adding 32, which
resultsin 192.168.0.224. 192.168.0.224 is the start of the next subnet after
192.168.0.192.

Since 192.168.0.224 is the start of the next subnet, let's subtract 1 from this address,
which resultsin 192.168.0.223. Thisisthe last host addressin the 192.168.0.192
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subnet. Determining the first host addressis smple: add 1 to the subnet address,
192.168.0.192, which resultsin 192.168.0.193.

So, to answer the second question, 192.168.0.193 is the first host address, and
192.168.0.223 isthe last host addressin the 192.168.0.192 subnet.

Note that if we set another bit to 1 in the subnet mask, or, in other words, move the
masked hits further to the right, the subnet offset vaue gets smdler. Thisresultsina
smaller address range, or fewer hosts per subnet. If we move the masked hitsto the
|eft, the subnet offsat value grows larger, resulting in larger address ranges.

Now let's expand our discussion to the enterprise leve. Here we will walk through a
Stuation where subnetting would be used in alarge internetwork environment. An
organization has been assgned the Class C network address 201.222.5.0. This
company has 20 remote offices, each containing 5 workstations and a server.

Fird, determine the subnet field Sze that will yield enough subnetsin this Stuation.
Remember the 2" -2 formula? Using that formula again, one can determine the
number of subnets created.

In our example, the network addressis 201.222.5.0. We know that itisaClassC
address because the first octet falsinto the Class C range: 192 to 223. Giventhat it is
a Class C address, the network portion is made up of the firgt three octets. This
represents 24 bits from the 32 bits in the address. This leaves the remaining octet, or 8
bits, for the host portion. Now let's determine the number of bits required. Using the
formula 2" -2, smply plug in the number of hits. 2°-2 = 30 possible subnets, which
provides the required 20 subnets, with 10 |eft over for future growth.

Why use 5 bits? Why not use 4? 2*-2 = 14 subnets, which is not enough. Using 6 bits,
2°-2 = 62 subnets, which works for the subnets but does not leave enough host
addresses.

Recdl that the bit furthest to the right is the subnet offset vaue. This vaue determines
the subnet addresses.

We used 5 hits for the subnet portion. The fifth bit value from theright is 8. Therefore
the subnet addresses are dl multiples of 8: the first subnet is 201.222.5.8, the next is
201.222.5.16, €tc.

The host address range begins with the subnet address plus 1. The range ends with the
next subnet address minus 2.

Our firgt subnet is 201.222.5.8. The host range for this subnet would be 201.222.5.17
through 201.222.5.22.

To conclude, I P subnetting happens to be one of those subjects that many people do
not immediately comprehend. It needs to be studied and put to practical use. Once this
happens, people understand it, and they never forget it. Give subnetting time and work
withit. It will "dick."
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1.3.4 Classless I nterdomain Routing (CIDR)

Asthe Internet unexpectedly grew in popularity, it became gpparent that something
must be done about the depletion of registered Internet networks and the growth of
Internet routing tables. In particular, Class B networks were nearly completely
alocated by the late 1980s. The reason for the depletion of this particular class was
the lack of a class whose size was gppropriate for amid-<ze organization. A mid-gze
organization would require more than the maximum 254 hogts a Class C network
provides, while the 65,534 hosts a Class B network provides were too many. If an
organization needed more than 254 hodts, it would be assigned a Class B network,
essentidly wasting many 1P addresses.

Clasdess Interdomain Routing (CIDR), defined in RFC1519, was implemented to
dow the growth of the Internet routing tables and the need to alocate more network
numbers.

CIDR dows routing table growth by aggregating multiple networks to form asingle
network. Thisis known as supernetting. Supernetting dso dleviatesthe Class B

address depletion problem by adlowing multiple Class C networks to be aggregated.
These aggregrated Class C networks provide a number of hosts somewhere between a
Class C and a Class B network.

For example, a company requires 6500 host addresses. To achieve this without
alocating a Class B address, the company is issued the network address
192.168.0.0/19. The /19 represents the number of bits in the network number, much
like a subnet mask. This network actudly represents 32 Class C addresses,
192.168.0.0 to 192.168.31.0. The IP address utilization level of the 192.168.0.0/19
network is almost 80%, wheress the utilization level of aClass B network would have
been about 10%. Also, only one route is added to the routing table. When arouter
outside the company needs to send data to a host on subnet 192.168.16.0, it usesthe
192.168.0.0/19 routing table entry. The company's router then forwards the data to the
correct subnet.

CIDR solves the two problems of growing router tables and the need for more

network addresses quite nicely; however, there is an issue that needs to be considered.
If you are working entirely with modern routing technology, such as the routing

protocol Open Shortest Path First (OSPF), using CIDR is possible and not entirely
difficult. However, if you are using older technology such as Routing Information
Protocol v.1 (RIP1), CIDR cannot be used. RIP1 uses | P address classes to determine
routes to a network. It does not use subnet masks to determine the network address. It
smply observes the address first octet to determine which class the IP address
belongs to. So keep thisin mind if you want to use CIDR.

1.3.51P Address Restrictions
Certain | P addresses have specid meanings and therefore cannot be used. Table 1.2
lists these addresses and describes why they cannot be used. Please note that some

newer networking equipment alows some use of these restricted addresses. Refer to
your equipment's operating manud for more information.
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Table 1.2. Special IP Addresses and Their Uses

Special Address Description

This host on this network. Can be used by the BootP process for a host that does

0000 not know its | P address but does have a hardware address.

255.255.255.255 Thisisused for a broadcast to al hosts on the same physical medium.

':SOSt Address of All Thisisused for abroadcast to all hosts on the specified network or subnet.
Network Addressof [Thisisused asan internal loopback address. Packets addressed like this are used
127 only for testing the local TCP/IP stack.

1.4 DNS and Hostnames

Trying to remember many |P addresses is nearly impossible for anyone, especidly
with the growth of the Internet during the past 10 years. Hosthames make everyone's
life eeser by giving an IP address amemorable name. After dl, remembering
microsoft.com is much easier than remembering 207.46.130.149.

Crigindly, in the dark days of the Internet and TCP/IP, hosthame resolution was | eft

to asngletext file, caled the HOSTSfile. Hostnames were manually added to this

file, and then the file was downloaded and distributed to each TCP/IP host. HOSTS
fileswork fine and are manageable if your network is smdl. HOSTS files in Windows
NT and Windows 2000 are stored in the %systemr oot%0\SYSTEM32\DRIVERS\ETC
directory. Example 1.1 shows a sample HOSTSfile

Example 1.1. Sample HOSTS File

# Copyright (c) 1994 M crosoft Corp

#

# This is a sanple HOSTS file used by Mcrosoft TCP/IP for Chicago
#

# This file contains the mappings of |IP addresses to host nanes. Each
# entry should be kept on an individual |ine. The |IP address should
# be placed in the first colum foll owed by the correspondi ng host
nane.

# The | P address and the host name shoul d be separated by at | east
one

# space.

#

# Additionally, coments (such as these) may be inserted on

i ndi vi dua

# lines or follow ng the nmachi ne name denoted by a '#' synbol.

#

# For exanpl e:

#

# 102. 54. 94. 97 rhi no. acme. com # source server

# 38.25.63.10 X. acne.com # x client host
127.0.0.1 | ocal host

192. 168. 0. | cgl41484-a

192.168. 0. 254 pr oxy

192.168.0.2 nal cott
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The HOSTSfile method of hosthame resolution became more cumbersome and
inefficient as the Internet grew. In 1984, two new RFCs (882 and 883) were released
detailing DNS. These RFCs have since been superceded by RFCs 1034 and 1035.

DNSisadistributed database that alows loca adminigtrators to maintain their portion
of the DNS database while dlowing accessto it for hostname resolution across the
entire Internet. DNS isimplemented in a client/server arrangement. The server portion
is driven by name servers. Name servers hold the segment of the DNS database
(cdled azone) that they have authority over. The client portion isknown asa
resolver. This can be any TCP/IP client that supports DNS. Whenever you are using
the Internet, whether it is the World Wide Web or smply email, you are usng DNS.

The structure of the DNS database can be described as an inverted tree (see Figure
1.16). Thetop of the tree (or the trunk) is known as the root domain. It isshown asa
gngledot (".").

Below the root domain are the top-level subdomains. Currently these include com,
edu, net, org, mil and country domains, such asjp for Japan and nz for New Zedand.
In 1998, the United States government turned Internet addressing and naming duties
over to a private organization caled the Internet Corporation for Assigned Names and
Numbers (ICANN). ICANN is currently developing anew standard for top-leve
subdomain naming. Thiswill expand the top-level domains into more recognizable
domain names. These new top-level domains are biz (for corporations), info (for
informationd use), name (for people's names), pro (for professionals, such as doctors
and lawyers), museum (for museums and nonprofit organizetions), aero (for arlines),
and coop (for cooperatives). This new domain naming sandard will blur the line
between the origind top-level subdomains com, net, and org.

Subdomains are DNS management structures. The loca administrators for those
domains are responsible for maintaining that portion of the DNS database. These
subdomains can aso be broken into further subdomains, which can be delegated
authority as well.

Figure 1.16. Example DNS structure

oo
L]

|
| [ | |

org com edu gov
—
microsoft someco
1
marketing | | engineering

An absolute hostname in DNS s called the Fully Qualified Domain Name or FQDN.
An FQDN begins with the hosthame and proceeds to the root. For example,
www.mi crosoft.com describes a host with the name www in the subdomain microsoft
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under the com top-level domain. Although you can dso indudethe find "." for the
root domain, it istypicaly left out and is not necessary.

As mentioned earlier, name servers have authority over one or more zones (see Figure
1.17). Zones are smply a subset of the DNS database. Please note that zones do not
have to have any norma boundaries. A zone may contain asingle domain, two
subdomains, or multiple levels of the name space.

Figure 1.17. DNS zones and delegation of authority

oo
-

1
| I 1 1

org om edu gov
microsoft | :
sarrrewmnei—r T

*i_ siiteco amginearing 2ane

Each zone must be serviced by aprimary name server. The data for the zone is housed
on the primary name server in files. To provide some redundancy for name servers,
there is aso a secondary name server. Secondary name servers update their files by
periodicaly doing a zone transfer, amechanism for replicating changes on the
primary name server to secondary name servers.

1.4.1 DNS Name Resolution

When an application such as aweb browser needs to resolve a hostname, it usesthe
client portion of DNS, known as aresolver. The resolver creates a DNS query
gpecifying the hostname to be resolved and sends the query to a name server it was
configured to use. The name server then queries the root domain's name server, which
responds with the address of the appropriate top-level domain's name server. This
continues until the request reaches the name server that can satisfy the query (see
Figure 1.18).
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Figure 1.18. DNS name query process

o tom someco.com  engiteering.somecs.com
DN5 server DNS server DNS server DS server
4 ] 4
3. Local DNS server quarias the l T rY 4, Local DNS mrves queries the
tom M5 sarver for somaco.com DNS server for
roﬂ.engineering.sun'lem.mq‘n :uézngim&ering.wmem.{um
The cam DNS serves refers the Thie soameco.zom DHS server refess
query b0 the someco.com DS the guery 1o the
SeTvEr Locol DHS server angineering.sameco.com ONS server
9, Locol DNS server queries the )
ront DS server for | 5. Locol DNS server queries the
(o engimessing, sameqs.cam 6] *“gm”"ﬂ-g?“*f_““"" DHS server
| r cod. engineering. somedo.com

The roat DS server refers the

query 1o fhe com DS server ' The engineering.sameca.com DHS sarver

returns the IP oddress for
(nd nginesring. samers.com

1.  Cient sends query for 6.  Locof DNS server returns IP
il enginessing. someco.cam DNS Client addness and odds e address
to its name cache

Although it looks like it would take along time for resolution to take place, in redity
it's mostly a matter of seconds for the request to be resolved. Some of this speed can
be attributed to the fact that name servers will cache results of queries. So the next
time you type aweb ste's address into the address bar of your browser, count how
long it takes to resolve.

1.5 WINS and NetBIOS Names

Windows 2000 is the first Microsoft operating system with the capability to rely
completely on DNS for name resolution. The primary naming system for Microsoft
networks before Windows 2000 was based on NetBIOS names. A computer's
NetBIOS name, sometimes cdled its "computer name," is assigned by the
adminigrator who firg ingals the operating syssem. Modifying the network
properties on the operating system can aso change the NetBIOS name. Although
Windows 2000 relies heavily on DNS for name resolution, the ingaler must ill
assign the computer a computer name. This name is then used for the computer's
hostname as well asits NetBIOS name. Each computer has its own NetBIOS name
that it broadcaststo dl other computers on the network.

Asyou can imagine, maintaining NetBIOS names on alocad areanetwork is
extremely easy, because whenever it is booted up, a computer aways either
broadcasts its NetBIOS name or addsitself to the NetBIOS name database on a WINS

server.
However, using NetBIOS names in a subnetted environment suffers the mgor

limitation that routers do not forward broadcasts. Therefore computersin different
subnets are never aware of each other.
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One method of diminating this problem isusng an LMHOSTSfile (see Example 1.1).
Much likeaHOSTSfile, an LMHOSTSfileis atext file lising NetBIOS names and
their corresponding I P addresses. To facilitate NetBIOS name resolution on an
internetwork, an adminigtrator has to manudly edit and distribute LMHOSTSfilesto
al computers on the internetwork.

Example 1.2. Sample LMHOSTS File

192.168. 0. 2 nal cott #PRE #DOM ALCOTT #DC for network
192. 168. 0. 254 proxy #PRE #Proxy Server for Network
192.168.0.1 cgl41484-a #PRE

To dleviate some of these problems, Microsoft introduced the Windows Internet
Naming Service (WINS) with Windows NT. WINS maintains a NetBIOS name
database much like LMHOSTS. However, unlike LMHOSTS WINS is dynamic.
When acomputer isfirst booted up, it will register its NetBIOS name with the WINS
sarver it is configured to use. Each entry in the database hasa TTL that removesthe
entry after it expires. Figure 1.19 displays some example WINS NetBIOS
regidrations.

Figure 1.19. Snapshot of WINS Manager in Windows NT 4.0

Show Database - (Local) E
Dizplayp Options (N
Owine Sort Order LI
= Show &)l Mappings ™ Geet by P ddress Help

% Shoss Oriy Mappingz fiom Selected Owrer

% St by Computer Hame St Filter...
Select Dwinen Highest 1D

" Seet by Expiration Diabs
€ Sort by Yersion ID e
™ Sont by Type : ]

Fites: Hone

M appirgs & 5 Eupialtion Date Verzion D

£ @HOME[00H] 192 168051 L 190 8:21.57 PM 3 J
EEEHNE&B[[I]]] 192168051 ¥ 1/9/0 8:21.56 PM 2

IEI,I:I.':'I 41424-8[03h] 192168051 v 1/9/0 8:21:56 PM 1

1.5.1 NetBI OS Name Resolution

So how does a Microsoft-based client (DOS, Windows for Workgroups, Windows 9x,
and Windows NT) know which type of NetBIOS name resolution to use? There are
four NetBIOS name resolution modes thet tell a client which method to use: B-Node,
P-Node, M-Node, and H-Mode.

i The commandi pconfig /all displaysthe current NetBIOS
- Name Resolution configuration on Windows NT 4.0 and
" 4% Windows 2000. On Windows 95 and Windows 98, use the

WINIPCFG tility.
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1.5.1.1 B-Node

The B-Node (or broadcast) mode uses broadcast messages to resolve NetBIOS names
on the network. Thisisthe oldest and most basic form of NetBIOS name resolution
used in Microsoft networks. It is aso the default NetBIOS name resolution mode for
clients not configured with the IP address of aWINS server. Figure 1.20 illustrates B-
Node name resolution. When Computer A needs to send data to Computer E,
Computer A sends a broadcast message to the network, looking for Computer E. If

and when Computer E receives the broadcast, it responds directly to Computer A with
its IP address. Computer A then updates its NetBIOS cache with Computer E's IP

address.
Figure 1.20. B-Node name resolution
Computer A Computer B Camputer C
192.168.0.5 1921684.12 192.168.0.5

e r

1 €D Updote computer A's
| WetBIOS Kame Coche:

Y2 COMPUTER E- Lo L ¢
U {0 leee® o | o {
Yk A ’
P E A Everybodylt :
P Whatisthe :
i P address of
¥ (OMPUTER_E?
A
Hey 192.168.0.543 :
{Comgter AJ: i
i COMPUTER_E's IP
H address is :
A 192168026 [—"
s
Computer D Camputer E
192.168.0.22 192.168.0.28

B-Node resolution works greet in smal networks. However, as the network grows,
the amount of bandwidth consumed by broadcasts grows, thus dowing down the
network. Also, as noted earlier, routers do not forward broadcasts. Therefore B-Node
name resolution mode will not work in arouted environment.

1.5.1.2 P-Node

Clients configured to use the P-Node (or point-to-point) mode will use WINS for
NetBIOS name resolution. Figure 1.21 illustrates P-Node name resolution. To use P-
Node mode, a client must be configured with the | P address of a WINS server. When
Computer A needsthe IP address for Computer E, it will contact the WINS server it is
configured to use. The WINS server will then respond with the | P address. Computer
A then updates its NetBIOS cache with Computer E's |P address.
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Figure 1.21. P-Node name resolution

Computer A Computer B WINS SERVER
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d T AT XL S =
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o

e T s fa S 1
Camputer D Camputer

192.168.0.22 192.168.0.28

P-Node resolution works great because it aleviates the two problems associated with
B-Node mode: too many broadcasts and not working in arouted environment. Since
al queries and responses used in P-Node name resolution are directly between the
client and the WINS server, no broadcasts take place, which means P-Node mode
works in arouted environment.

Some limitations of P-Node mode are that every client must be configured with the IP
addresses of WINS servers, and NetBIOS name resolution will fail if no WINS server
isavailable. Another issue to consider isthat there must be a WINS server or WINS
proxy on each subnet. A WINS proxy listens for broadcasts from clients configured to
use B-Node. It takes the request and sendsiit directly to the WINS server it is
configured to use.

1.5.1.3 M-Node

M-Node (or multiple) mode-configured clients try to resolve NetBIOS names with a
broadcast first (B-Node). If the broadcast is not successful, the client tries to resolve
the NetBIOS names viaa WINS server (P-Node). Figure 1.22 illustrates M-Node
name resolution.

Figure 1.22. M-Node name resolution

IF broadcost Fails, altempts
HetBI0S name resolidion
Altempls HelBl05 nome @ v Wils

resalufion vie broodeas!
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M-Node mode allows name resolution to continue if a WINS server is down. Please
note that since it uses broadcasts first, broadcast traffic may become aproblemina
large network.

1.5.1.4 H-Node

An H-Node (or hybrid) mode client tries to resolve NetBIOS names using WINS first.
If WINSfails, the client uses a broadcast. Figure 1.23 illustrates H-Node name
resolution.

Figure 1.23. H-Node name resolution

Attempis HetBI% nome

IFWIRS resolition Fails, @ rexolution via WINS
altempts HelBIDS nome

re;a|uséu|1 vim hrum:l:q'ir

H-Node mode is the default NetBIOS name resolution mode for clients configured
with the IP address of a WINS server.

1.6 Summary

This chapter gave an overview of some of the configuration information that DHCP is
expected to deliver to its clients.

TCP/IP is the dominant network protocol in use in today's network environments. It is
aso the network protocol for the Internet, and | strongly urge that you learn as much
about it as you can. Understanding TCP/IP will help you configure, maintain, and
troubleshoot many systems that a network engineer will encounter.

The chapter began with a discussion of the TCP/IP protocol suite. Thisincluded a
comparison of the two common reference models: the Open Systems I nterconnect
(OSl) Modd and the Department of Defense (DOD) Reference Modd. During the
discusson | deved into the various layers in the models and provided examples of
how the various components in TCP/IP are implemented.

Next | moved into a discussion on hardware addresses. These addresses, dso known
as MAC addresses, are used to uniquely identify the network interface card (NIC) ina
computer.

The next section described P addressing. |P addressing is the heart of a TCP/IP-based
network. An IP address is a 32- it binary number that identifies acomputer on a
network. It contains two parts. the network portion and the host portion of the address.
This section dso included adiscussion of 1P address classes and how they are
employed. The section concluded with a discusson of |P subnetting and Clasdess
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Interdomain Routing (CIDR). The entire concept of packet routing is made possible
through the use of 1P addressing.

The chapter concluded with a discussion of the various name resolution processes
found on Microsoft TCP/IP-based networks. Thisincluded Domain Name System
(DNS), which is the standard name resolution process for many corporate networks
and the Internet. Windows Internet Naming Service (WINS) is used on Microsoft
networks to provide NetBIOS to I P address name resol ution.
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Chapter 2. In The Beginning: RARP and BOOTP

This chapter describes the predecessors to DHCP, the Reverse Address Resolution
Protocol (RARP) and the Bootstrap Protocol (BOOTP). These two protocols are
illustrated here to highlight the need for amore robust and dynamic configuration
protocol aswell as to provide abasic foundation to understanding DHCP.

2.1 RARP

RARP isaprotocol that exigts at the Data Link Layer. Think of it as the exact
opposite of ARP (described in Chapter 1). It provides a mechanism for ahogt to
determineits IP addresswhen it is only aware of its MAC address.

RARP typicdly is utilized when a diskless workgtation is booted. Since it does not
have any |P configuration data stored locdly, it must use RARPto find out its IP
address. RARP accomplishes this by using a client/server process. The RARP server

contains a database that smply maps IP addresses to their corresponding MAC
addresses.

When aRARP client wants to find out its | P address, it sends a broadcast Ethernet
frame (target MAC address = FF.FF.FF.FF.FF:FF) containing its MAC address. The
RARP server, upon receiving the message, |ooks up the requester's MAC addressin
its RARP table. If amatch isfound, the RARP server creates areply packet that
contains the requester's | P address (see Figure 2.1). If no match is found, the packet is

discarded.
Figure 2.1. Example of RARP
Computer A Computer B Computer €
19216805 192680.12 19216808
= = o {
Al 1 4 4
E b A Beeryhodyl! ;

i My MAC oddress is
i D0-20-AF-12-34-56.
 What is my IP oddress?

Hey 00-20-AF-19-34-56 D *

{Comgutes A):
i Your IP address is i i
H 19216805 Y
LJ L
J J ]
Computer D Computer E
192.168.0.22 192.168.0.28

Although very basic in functiondity, RARP can determine and configure adiskless
workstation with an | P address. However, it does not contain a method for
determining and delivering other configuration data (e.g., subnet mask, defauit
gateway, etc.). Another downside of RARP isthat an RARP server can service only a
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single subnet because of its complete reliance on Ethernet broadcasts. To overcome
these shortfalls, another protocol was developed, called BOOTP.

2.2 What Is BOOTP?

BOOTP, much like RARP, is a protocol that allows a diskless host to request an IP
address. It dso provides other configuration parameters, as well as supplying a boot
file. BOOTPisan IP-based protocol that uses UDP to provide the communication
between aBOOTP client and a BOOTP server. More importantly, BOOTP alows
hosts (e.g., desktop PCs, servers, X terminds, etc.) to be dynamicaly configured to
use the TCP/IP protocol suite. So instead of manualy configuring each TCP/IP-based
host on a network, BOOTP ddivers the information automaticaly without user
intervention.

BOOTP isaclient/server process where the BOOTP client, during the boot phase,
requests configuration information from a BOOTP server. The BOOTP server, upon
recaiving the request from the BOOTP client, looks up the client's MAC addressiniits
BOOTP configuration database and sends areply containing |P configuration
information. The client recelves the reply and configuresits TCP/IP stack. The
BOOTP client will dso load aboat file if the BOOTP server supplies a path usng the
fully qudified filename. A mgor improvement is the magic cookie, whichisa
mechanism for aBOOTP server to supply vendor-specific operating system (OS)
optionsto a BOOTP client. These options could include DNS servers, WINS or
NetBIOS name servers (NBNS), time servers, etc.

- There are many configuration options (known as vendor options)
ar available. Refer to RFC-1533
& (http:/Amww.ietf .org/rfc/rfc1533.txt) for acomplete listing.

Some of the more important information supplied includes:

|P address

| P subnet mask

|P address of the default gateway for the client's subnet
|P addresses of primary and secondary DNS servers

| P addresses of primary and secondary WINS or NBNS

Additiona information supplied by a BOOTP server may include:

|P address of a boot server

The fully-qudified name of a boot file to be used

The domain name of the client (i.e., microsoft.com)

|P address of atime server

Time offset (in seconds) from Coordinated Universa Time (CMT)

3] Microsoft-based operating systems (as well as other OSs)
— support only alimited subset of vendor options. The Microsoft-
supported options are discussed in alater chapter.
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2.3 BOOTP Packet Structure

Before delving into the conversation between a BOOTP client and aBOOTP server, |
will examine the packet structure of the BOOTP protocol (see Figure 2.2).

A BOOTP packet's transmission order is from left to right, top to bottom—just asyou
are reading this page. The number shown in parenthesesis the number of octets (or
bytes) each field occupies.

Figure 2.2. BOOTP packet structure

op (1)  hiype (1) |blen {1} | hopsil)
oid 14)
sacs (2] Flags {2]
vinddr (4]
yindds {4}
sinddr (4]
qindds [4)
chaddr [16)

e (4]

fie (128)

vend (64]

2.3.1 Field Definitions

Table 2.1 ligts the available fields in a BOOTP packet and describes the type of
information each fied isto supply.

Table 2.1. BOOTP Field Definitions

Field

Definition

op

Specifiesthe message type: if 1, the message isa BOOTPREQUEST; if 2, the messageisa
BOOTPREPLY.

ht ype

Specifies the hardware address type (i.e., Ethernet or Token Ring). 10 Mbps Ethernet = 1.

hl en

Specifies the hardware address length. Ethernet = 6.

hops

Specifies the number of hops or routers between the client and the server.

xi d

Specifies the transaction ID number. Thisis arandom number that is used to match up the
request with the reply that is returned.

Secs

Specifies how long it has been since the client was booted up.

flags

Specifies whether the BOOTPREPLY message should be sent as a unicast message or a
broadcast message.

ci addr

Specifiesthe client's P addressif known. Thisisonly used in a bootprequest message.

yi addr

Specifies the IP address assigned to the client by the server. Thisisonly used in a
BOOTPREPLY message.

si addr

Specifies the | P address of the server. Thisisonly used inaBOOTPREPLY message.

gi addr

Specifiesthe gateway address if the message crossed a router.

chaddr

Specifiesthe client's MAC address.

Snane

Specifies the server name that the client wishes to boot from.
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Specifies afilename the client should use to boot from. The filename must contain afully

file | laified path.
vend Specifies optional vendor-specific information. Thisfield is also referred to asthe magic
cookie.

2.4 The BOOTP Conversation

Let's explore the BOOTP conversation in more detail. There are two types of BOOTP
messages, the BOOTPREQUEST and the BOOTPREPLY . The packet structure of
these messagesisidenticd; the only difference isin the type of information they

contain.

2.4.1 Sending the BOOTPREQUEST

When the BOOTP client firsts boots up, it constructs a BOOTPREQUEST message
and broadcasts this message across the network. This message includesinformation
that alows the BOOTP server to determine what configuration data it must supply to
the requesting host.
The BOOTPREQUEST message contains the following information:
Source's MAC address
Fromthe client's LAN adapter
Destination's MAC address
FF.FF.FF.FF.FF.FF (Ethernet broadcast)
Destination's IP address
255.255.255.255 (1P broadcast)
Source's IP address
0.0.0.0 (unless the requester knowsiits | P address)
Destination server hostname
If requester prefers a specific server
Boot filename
If requester prefers a specific boot file

Vendor-specific data

Configuration data relating to operating system-specific functions.
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Let's take a moment to examine the contents of a BOOTPREQUEST message. In this
example, | will work my way up the OSI Modd starting with the Data Link Layer.

At the Data Link Layer, you find the Ethernet header, which contains hardware
addressing, such as MAC addresses. The Ethernet header isalso referred to asa
frame. The Ethernet header's destination addressis an Ethernet broadcast, designated
by the hexidecimal address FF:FF.FF:FF:FF.FF. The source address
(00:60:97:93.CF:BF) is derived from the sender's MAC address (see Figure 2.3,
cdlout 1). The Ethernet header dso contains information about the upper-leve
protocal it is housng, in thiscase IP.

Moving up the OSI Modd, we arrive a the Internet Layer. Here you will find the IP
header, which containslogica networking address information. Some of this
information is used by IP to maintain the data, such asthe IP verson, timeto live, and

packet length.

With a BOOTPREQUEST message, the client has two choices when attempting
communication with the BOOTP server. The client set the destination address for the

| P header to broadcast (255.255.255.255) (see Figure 2.3, callout 2). However, if the
client knows the IP address of a BOOTP server, it can address the message directly to
the server's | P address via a unicast packet, thus avoiding broadcasting to the entire
network.

Findly, the client needs to enter source address information. Since the client most
likely does not have an IP address, the source address for the packet is 0.0.0.0 (i.e.,
this host on this network) (see Figure 2.3, calout 2). If the client does know its 1P
address, it will place the addressin theci addr fidd.

Figure 2.3. Packet trace of a BOOTPREQUEST message: BOOTP
information
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Next stop on the OSI Modd: the Transport Layer. BOOTP utilizes the UDP protocol
at this layer, snce the data transmission is noncritical. UDP does not provide any
error control, o if apacket islog, it will not be automaticaly retransmitted. When
utilizing UDP, the pratocols found in upper layers, in this case BOOTP, are
respongible for retransmitting their requestsif a packet islost or discarded.

At thislayer it isimportant to note the UDP source and destination ports. All
communications from a BOOTP client are sert via UDP port 68. The destination UDP
port is67, which is the port the BOOTP server islistening on (see Figure 2.3, calout

3).

Figure 2.4. Packet trace of a BOOTPREQUEST message: Ethernet,
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Let's step up to the upper layers of the OSl Modd and enter the heart of this
discusson: BOOTP.

While congtructing the BOOTPREQUEST, the BOOTP client setsthe op fiddto 1
(BOOTPREQUEST). The op fidd smplifies the BOOTP protocol because the
protocol needs only a single packet structure for both bootprequests and bootpreplys.
Smply changing the op field from 1 to 2 turns aBOOTPREQUEST into a
BOOTPREPLY message (see Figure 2.4, cdllout 1).

Other information included in the BOOTPREQUEST is addressing information
regarding the client. Remember that the Structure of al BOOTP messages remains the
same. Since aBOOTPREQUEST message is sent from aBOOTP client requesting an
|P address, most of the information will be set to 0.0.0.0.

The most important piece of information included in the packet isthe MAC address of
the source, placed inthe chaddr field. Thishasadud role: it providesthe BOOTP
server with a hardware address to use for lookups, and it provides the client's
hardware or MAC address for the BOOTPREPLY message from the server (see
Figure 2.4, cdlout 2).

2.4.2 Receiving the BOOTPREQUEST

So the BOOTP client broadcasts the BOOTPREQUEST message to the network. Now
what? A BOOTP server listens for bootprequests being broadcast on UDP port 67.
When the BOOTP server receives a BOOTPREQUEST, it performs afew checkson
the message before processing it.
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Thefirgt check isto determine whether the client specified a server name. If no server
name was specified or if the server name matches the BOOTP server's hostname, it
continues to process the packet. If a server name was specified and does not match the
BOOTP server's hostname, it discards the packet.

The BOOTP database located on the BOOTP sarver issmply adatic text file

containing MAC addresses and their corresponding | P configuration information.
Example 2.1 gives a sample BOOTP database file.

Example 2.1. Example BOOTP Database File

# boot ptab: database for bootp server

# Blank lines and |ines beginning with '# are ignored.
#

# Legend:

#

# first field -- hostnane

#

# hd -- home directory

# bf -- bootfile

# ds -- domain name servers

# gw -- gateways

# ha -- hardware address

# ht -- hardware type

# ip -- host IP address

# sm -- subnet mask

#to -- time offset of local time from GMI' (seconds)
#ts -- time servers

#

#

#

<devi cenane>: ht =et her net : ha=<MACaddr ess>: i p=<i paddr ess>: sm=<subnet mas
k>

: gw=<gat ewayaddr ess>: ds=<DNSser ver >

#

BOOTPCLI ENT1: ht =et her net : ha=00105A897960: i p=192. 168. 0. 20: snm=255. 255. 2
55.0

:gw=192. 168. 0. 1: ds=192. 168. 0. 10

BOOTPCLI ENT2: ht =et her net : ha=00C0A8358A12: i p=192. 168. 0. 21: sm=255. 255. 2
55.0

1 gw=192. 168. 0. 1: ds=192. 168. 0. 10

BOOTPCLI ENT1: ht =et her net : ha=00E0293642FE: i p=192. 168. 0. 22: snr255. 255. 2
55.0

:gw=192. 168. 0. 1: ds=192. 168. 0. 10

After checking the server name, the BOOTP server atemptsto look up the client's
MAC addressin the server's BOOTP database. If the BOOTP server finds the address,
the server places the corresponding |IP addressin theyi addr fidd of the
BOOTPREPLY message (see Figure 2.5, cdlout 2). If no match isfound, the server
discards the packet.

Next, the server checks the BOOTPREQUEST message to seeif the client specified a
boot file. If it was specified, the server uses the requested filename dong with the IP
address (from the previous lookup) to perform a database lookup. If there is amatch,
or if there is a generic file specified in the BOOTP database, the server places the

fully qudified filenameinthef i | e field of the BOOTPREPLY .
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Figure 2.5. Packet trace of a BOOTPREPLY message
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Findly, the server checks for any requested vendor-specific options. If there are any,
it placesthe datain the vend fidd of the BOOTPREPLY .

Now that the BOOTP server haslooked up the requested information and placed it in
the appropriate fields of the BOOTPREPLY message, the server finishes the message.
It setsthe op field to BOOTPREPLY (see Figure 2.5, cdlout 1) and placesits IP
addressinthesi addr field (see Figure 2.5, cdlout 2).

2.4.3 Sending the BOOTPREPLY

Sending the BOOTPREPLY back to the client causes a dilemma: how does the server
send areply to aclient that does not know its IP address? The server performs afew
operations before trying to tranamit the BOOTPREPLY .

Firg, if the origind BOOTPREQUEST'sci addr field was nonzero, the server sends
the packet just like any other packet: directly to the corresponding IP address. Once
the dient recalvesit, it reconfiguresits I P stack using the newly supplied |P address
and configuration data.

If the client does not know its | P address; it will not be able to respond to ARP
requests from the BOOTP sarver. In the case, there are two possibilities:
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1. The server can create an ARP cache entry using the client's MAC address and
the | P address the server just assigned.

2. The server can smply address the packet as a broadcast (255.255.255.255)
(see Figure 2.6, cdlout 2).

In later implementations of BOOTP, thef | ags field is used to pecify whether the
reply should be sent as aunicast or broadcast message. Thef | ag fidd is 2 octetslong
(16 bits), out of which only thefirgt bit isused. If the bit is 1, the message should be
sent as abroadcadt. If the bit is 0, the message should be sent as a unicast. Since only
the client knows whether or not it can receive unicast messages at this point, the client
is respongible for setting this bit in the origind BOOTPREQUEST packet.

Figure 2.6. Packet trace of a BOOTPREPLY message
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After the server determines how and where it will transmit the packet, the
BOOTPREPLY message is sent on UDP port 68 with the source port set to 67 (see
Figure 2.6, cdlout 3).

2.4.4 Receiving the BOOTPREPLY
The BOOTP client continuesto listen for the BOOTPREPLY on UDP port 68. When
the BOOTP client receives aBOOTPREPLY,, it configuresiits | P stack with the

information provided in the BOOTPREPLY . It findsits IP addressin theci addr fied
and default gateway addressin the gi addr field (see Figure 2.5, cdlout 2).
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2.5 Summary

RARP and BOOTP were smply the first stepsin figuring out a method to ddliver IP
configuration information. After RARP was devel oped, it became apparent that it had
acouple of mgor shortfdls. First, a RARP server could only operate on asingle
subnet. Second, it lacked the critica ability to provide any IP configuration
information other than the | P address.

Although BOOTP provided avast improvement over RARP, it dso suffered some
serious shortfalls. Firgt, the BOOTP database was a static text file. This meant that
adminigtrators needed to maintain the file by hand as changes were made to the
network. A smple change like replacing a host's network interface card required the
adminigtrator to update the BOOTP database file. Another shortfall was the inability
to dynamicaly alocate and distribute | P addresses. In the age of depleted IP address
space, dynamic | P addressing was a critica feature.

Seeing this, the IETF started work to create anew protocol that would overcome these
shortfals Dynamic Host Configuration Protocol (DHCP).
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Chapter 3. Making Life Easier: DHCP

This chapter provides an introduction to the Dynamic Host Configuration Protocol
(DHCP). Asyou will see, DHCP shares many traits with BOOTP. However, they are
two separate protocols and as such operate in different ways. | will dso detall the
DHCP conversation that takes place between a DHCP client and DHCP server.
Findly | will cover DHCP relay agents, which allow DHCP to operate in a subnetted
environment by relaying requests between the client and server, and how relay agents
operate.

3.1 Why DHCP?

As shown in the previous chapters, RARP and BOOTP made inroads towards cresting
away to dynamicaly configure ahost on a TCP/IP-based network. RARP provided a
means of obtaining an |P address; however, it could only function on asingle subnet
and did not provide any other configuration information, such as the subnet mask and
default gateway. BOOTP dleviated some of the problems of RARP, but an
adminigrator ill had to maintain static configuration files on the BOOTP server.

Also, BOOTP clients could not renew their configurations until the system was
restarted, thus triggering the BOOTP process.

DHCP, defined in RFC2131 and RFC2132, was developed to dleviate many of these
shortcomings and to accomplish the following:

DHCP dlows adminigtrators to control configuration parameters on their
network.

Clients usng DHCP can be dynamicaly configured. This dlows additions and
changes to networks without the need to visit eech individua host or
workstation.

For fault tolerance, multiple DHCP servers can service one or more subnets.
DHCP servers, viaBOOTP relay agents, can service more than one subnet.
DHCP provides a dynamic database for | P address allocation. These IP
addresses, when no longer in use, can aso be reclaimed via lease durations,
Clients can continue to use a DHCP-allocated | P address even after the client
is rebooted. BOOTP clients must aways obtain an |P address from aBOOTP
server when they are booted.

It isimportant to remember that DHCP is based on the earlier BOOTP protocol. They
share many of the same characterigtics.

Client/server operating model
IP configuration information is allocated when a client requests an | P address
from the server. The server holds and maintains the configuration information
viaeither gatic files (on the BOOTP server) or a dynamic database (on the
DHCP server).

Packet structure
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BOOTP and DHCP have nearly identical packet structures. Each packet isa
576-byte UDP datagram. The only difference between the two Structuresisthe
field dedicated to providing optiona configuration information. InaBOOTP
packet thisfidd is cdled thevend fidd:; it can hold amaximum of 64 octets of
information. In a DHCP message, thefield isknown asthe opt i ons fidd.
Thisfield can be of variable length, but a client must be prepared to receive an
opt i ons fidd of & least 312 octets.

UDP port numbers

Both BOOTP and DHCP use the same well-known UDP port numbers, 67 (for
client request messages) and 68 (for server replies).

- The Servicesfilelocated in %systemr oot%o\system32\drivers\etc
a provides alig of well-known port numbers. Some gpplications

" 4 usethisfile to determine the number of awell-known port. For
example, Exchange Server uses the Services file to determine
which port is used for initiating Network News Transfer Protocol
(NNTP) connections. In Windows 95 and Windows 98, the

Services fileislocated in the Windows directory.

Because DHCP and BOOTP share these characteristics, DHCP servers can service
exiging BOOTP dients.

3.1.1 Using Static I P Configurations

Ingtdling the TCP/IP protocol suite on ahost requires careful configuration of an 1P
address, subnet mask, and default gateway. The host will not be able to communicate
with other hosts on the network if any of these parameters are incorrect. It isaso
important to correctly configure the host with IP addresses of DNS servers and WINS
savers. If theseitems are incorrectly configured, the host may not be able to perform
name resolution correctly.

There are many scenarios where a statically configured host may not be able to
communicae:

The user changed the |P address. If the user enters an | P address that is not
vaid, the host will not be able to communicate. Or worse, the user may enter
an |P address that is already in use, cregting multiple problems on the network.
The user or network administrator mistyped the | P address, subnet mask, or
default gateway. As people are not perfect and make mistakes, this problem
can be very common in a gaticaly configured environment.

A computer is physicaly moved from one subnet to another. Statically entered
information needs to be updated whenever a computer is moved. This
increases adminidrative overhead because it requires the network
adminidrator to physicdly vist and change each moved system.
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Of course, astatic | P address can be utilized when a device needs to be stable and
dependable. Here are some Stuations where static | P addressing is useful and

necessary:

Mog, if not al, servers on a TCP/IP-based network should be configured with
adatic IP address. A server isacentrd point of network activity. Their
configurations must be static and stable, providing consstent network
connectivity. Servers will be configured and maintained by experienced
network engineers. Although there is lways a chance of user error,
misconfiguration of an 1P address on a server israther unlikely.

Network printers should be configured with atatic IP address. A network
printer isacritica point in the printing process. Configuration with astatic IP
address ensures that print queues located on print servers dways find the
correct network printer to handle a user's job.

Other devices that benefit from Static |P addresses include network
infrastructure equipment, such as routers, switches, and hubs. Much like
servers and network printers, these devices are important and necessary in the
hedth of the network. They are configured and maintained by experienced
network engineers, reducing the likelihood of misconfiguration.

3.1.2 Using DHCP for IP Configurations

Using DHCP to didribute and manage IP configurations dleviates most of the
problems associated with a staticaly maintained environment. Simple problems such
asawrong |P address, subnet mask, or default gateway are completely diminated.
Also, configuration information centra to the operation of the network can be updated
automaticaly. If the IP addresses of DNS or WINS servers change, the administrator
smply updates the DHCP database, and the changes are sent to the DHCP dlients
upon next boot or when their lease expires.

In essence, DHCP alows the network configuration to become transparent to the user.
For the user, it becomes a"Plug and Play" operation. When the user sarts anew
desktop, he amply plugsin the network cable and boots it up. The desktop, or DHCP
client, receives the configuration information from the network's DHCP servers and
updates its configuration settings. At this point the user can start accessing the
resources on the network.

3] Of course the new computer must aso be configured as a DHCP

— client. DHCP dlient settings differ anong hardware vendors.
Check with your hardware vendor to determineits default DHCP
client settings.

DHCP dso smplifieslife for users with laptops. Users with Igptops can roam from

one areain the company to another or even to multiple sites across the country. When
the user plugs her lgptop into the network, the lgptop contacts a DHCP server that tells
it the correct configuration to use for that Site. Once the laptop receives this
information, the user can begin using network resources.

DHCP accomplishes many of these tasks through the use of scopes and leases.
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A scope isacallection of IP configuration parameters that will be used by dl DHCP
clients on a given subnet. For instance, a scope would encompass a single contiguous
range of 1P addresses. Because these | P addresses make up a subnet, other parameters
such as subnet mask and default gateway would aso be defined in the scope.

A leaseisthe period of time that the DHCP server permits the DHCP client to use an
IP address. By using a lease, the DHCP server can dynamicaly alocate 1P addresses
and reclam them once the lease has expired.

Asyou can seg, the entire DHCP process occurs without the knowledge of the user. It
as0 does not require a network adminigtrator to configure the user's machine when it
isinitially added to the network. Nor does it require the administrator to visit and
reconfigure |gptops as users move throughout the organization. All of this trandates
into savings for the organization and the LAN adminigtrator.

3.2 DHCP Packet Structure

Let's examine the packet structure of the DHCP protocol. As you will see, the DHCP
packet structure is fundamentally the same as the BOOTP packet structure. There are
only two differences. thevend field was changed to the opt i ons fidd, and thisfidd
was expanded from 64 octets in length to a minimum of 312 octets.

As shown in Figure 3.1, a DHCP packet's transmission order is from l€ft to right, top
to bottom. The number shown in parentheses is the number of octets (or bytes) each
field occupies.

Figure 3.1. DHCP packet structure
op (1) | heyped1) Blen (1] @ haps (1)
xid 14)
sars |2 fhags (2]
vioddr (4]
yindde (4)
sinddr (4]
qindds [4)
chaddr (4]

st [64]
fil= [128)

options [vories, 312 min.)

3.2.1 Field Definitions

Table 3.1 ligts the available fieldsin a DHCP packet and describes the type of
information each fidd supplies.

Table 3.1. DHCP Field Definitions
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Field Definition

op Specifies the message type: if 1, the message isaBOOTPREQUEST; if 2, the messageisa
BOOTPREPLY.

ht ype |Specifiesthe hardware address type (i.e., ethernet or token ring). 10 Mbps Ethernet = 1.

hl en Specifies the hardware address length. Ethernet = 6.

hops Specifies the number of hops between the client and the server.

i d Specifiesthe transaction ID number. Thisis arandom number that is used to match up the
request with the reply that isreturned.

secs Specifies how long it has been since the client was booted.

Specifies whether the BOOTPREPLY message should be sent as a unicast message or a

flags broadcast message.

Specifiesthe client's IP address, if known. Thisisonly used in aBOOTPREQUEST
message.

ci addr

Specifies the | P address assigned to the client by the server. Thisisonly used in a

yraddr |5 OTPREPLY message.

si addr |Specifiesthe |P address of the server. Thisis only used in aBOOTPREPLY message.

gi addr |Specifies the gateway addressif the message crossed arouter.

chaddr |Specifiestheclient's MAC address or some other type of identifier unique to that client.

sname |Specifiesthe server namethat the client wishesto boot from.

Specifies afilename the client should use to boot from. The filename must contain afully

file | ualified path,

Specifies optional vendor-specific information. Thisfield was formerly referred to asthe

OPtions| o nd fidd.

3.3 The DHCP Conversation
There are three main components in a DHCP conversation, as shown in Figure 3.2.

The first componert, the DHCP client, is the software portion of an operating system
that is designed to request IP addresses and other related configuration information.
Once it receives the requested information, the software reconfigures the operating
sysem.

The second component, the DHCP server, is a program that listens for requests from
DHCP clients on the network and supplies them with the information thet is

requested. The DHCP server is maintained by a network adminigtrator. Itis

configured with a database that houses the configuration information, including IP
addresses, subnet masks, default gateways, and DNS and WINS server addresses. The
database d so tracks which | P addresses are currently in use and which MAC

addresses are using them.

The third component is the DHCP relay agent. Identicd to the BOOTP relay agent,
the DHCP relay agent listens for DHCP broadcasts on its local subnets. The DHCP
relay agent is configured with IP addresses of DHCP servers. If it receivesa DHCP
broadcast from a DHCP client, the DHCP relay agent will send the request asa
unicast message directly to a DHCP server. | will examine BOOTP and DHCP relay
agents later in this chapter.

Figure 3.2. The DHCP conversation
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DHCP grestly differsfrom BOOTP in how it handles the conversation between
DHCP clients and DHCP servers. The DHCP conversation is more robust, so DHCP
is more dynamic and flexible. Whereas BOOTP provides a smple conversation
between aBOOTP client and asingle BOOTP server, DHCP provides afull
conversation, alowing multiple DHCP sarvers to respond to a DHCP client'ssingle
request.

Let's take amoment and walk through atypica DHCP conversation between a DHCP
client and DHCP server on aloca subnet. Later in this chapter, | will discuss how
DHCP relay agents dlow DHCP to operate in amultiple-subnet environment.

3.3.1 The DHCPDISCOVER Message

The DHCP conversation begins when a DHCP client sends a DHCPDISCOVER
broadcast message across its local subnet (see Figure 3.3). Thismessageis used to
discover any DHCP serversthat are on the network and available to fulfill the client's
request.

Figure 3.3. DHCPDISCOVER message
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The degtination Ethernet address is s&t to FF:FF:FF:FF.FF:FF, or an Ethernet
broadcast. The source Ethernet addressis set to the client's MAC address.

The source |P addressis set to 0.0.0.0 because the client does not yet have an IP
address. The destination IP address is set to 255.255.255.255, i.e., an | P broadcast.
Becauseit is sent as an |P broadcat, al 1P hosts on the subnet will receive this
message. Any DHCP servers receiving this broadcast may respond if configured to do
0.

DHCP, like BOOTP, uses UDP ports 67 (BOOTP server) and 68 (BOOTP client). For
the DHCPDISCOV ER message, the source UDP port is set to 68. The destination
UDP port is set to 67.

The remainder of the message follows the packet structure described earlier in the
chapter. The DHCPDISCOVER message is smply a BOOTPREQUEST (op fidd =

1). Thefiddsci addr, si addr, and gi addr are dl zeroed out (i.e., set to 0.0.0.0) since
the client does not have any IP configuration. Thechaddr field is st to the client's
MAC address.

Theopt i ons fidd begins with the DHCP magic cookie and then specifies the DHCP

Message Type Option (53) as 1, Discover. Once the DHCPDISCOVER message is
complete, the client broadcastsit on itslocal subnet (see Section 3.3.2).
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3.3.2 The DHCPOFFER Message

The DHCPOFFER message is a broadcast message sent by the DHCP server offering
aDHCP lease. The destination Ethernet address is set to FFFF:FF.FF:FF.FF. The
source Ethernet address is set to the DHCP server's MAC address.

The source |P addressiis set to the DHCP server's | P address, and the destination | P
addressis set to be an | P broadcast, 255.255.255.255.

For the DHCPOFFER message, the source UDP port is set to 67 (BOOTP server).
The destination UDP port is set to 68 (DHCP client).

The DHCPOFFER message is completed by setting the op fidd to 2
(BOOTPREPLY). Theyi addr fieldis st to the IP address the server has determined
should be used by thisclient. Thechaddr field is et to the client's MAC address.

Theopt i ons field specifies the DHCP Message Type Option (53) as 2, i.e,, Offer.
The number in parentheses is the DHCP option number, which is defined in

RFC2132, DHCP Options and BOOTP Vendor Extensions. Theopt i ons fiddis
completed with the following | P configuration information (see Figure 3.4):

Subnet Mask Option (1)
This option specifies the subnet mask to be used by the client.

Renewal Time Option (58)
Also known as T1, this option specifies the amount of time, measured in
seconds, that should elgpse before the client attempts to renew its | P address
lease. Thisis set to 50% of the time alocated for the lease.

Rebinding Time Option (59)
Also known as T2, this option specifies the amount of time, measured in
seconds, that should elapse before the client attempts to renew its | P address
lease via a broadcast message. Thisis set to 87.5% of the time dlocated for
the lease.

IP Address Lease Time Option (51)

This option specifies the total amount of time thet the client has avdid lease
on this|P address.

Server Identifier Option (54)

This option specifies the | P address of the DHCP server thet is sending this
DHCPOFFER message, and thusis offering this lease.

DHCP Option End (255)

downloaded from: lib.ommolketab.ir


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

This option designates the end of the opt i ons fidd.

Figure 3.4. DHCPOFFER message
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Once the DHCPOFFER message is complete, the server broadcasts it onitslocal
subnet. Because the DHCPDISCOVER message is sert as a broadcast, more than one
DHCP server may respond. In this case, each DHCP server will determine the IP
configuration that should be sent to the client. Once the determination is made, each
DHCP server sends a DHCPOFFER.

3.3.3 The DHCPREQUEST Message

Because more than one DHCP server may respond with a DHCPOFFER message, the
DHCP client will respond with a DHCPREQUEST message to the first DHCPOFFER

it recaives.

The DHCPREQUEST is a broadcast message sent by the client making the DHCP
request. Why are we till using broadcast messages instead of unicast messages?
Using a broadcast message for the DHCPREQUEST kills two birds with one stone.
Fird, it lets the DHCP server from which the client is accepting the offer know that
the client is accepting the offered 1P address. It dso notifies dl of the DHCP servers
that sent DHCPOFFERSs that the origind request has been fulfilled.
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Much like the other messages, the destination Ethernet addressis set to
FF.FF.FF.FF.FF.FF. The source Ethernet addressis set to the DHCP client's MAC
address.

The source |P addressis set to 0.0.0.0, and the destination |P addressis set to be an IP
broadcast, 255.255.255.255.

In a DHCPREQUEST message, the source UDP port is set to 68 (DHCP client). The
destination UDP port is set to 67 (BOOTP serve).

The DHCPREQUEST message is completed by setting the op fiddto 1
(BOOTPREQUEST). Thefieldsci addr, si addr, gi addr are al zeroed out (i.e., set
to 0.0.0.0) asthe client gill does not have any IP configuration. Thechaddr fiddis
et to the client's MAC address.

Theopt i ons field specifiesthe DHCP Message Type Option (53) set as 3, Request.
Theopt i ons fidd is completed with the following IP configuration information (see
Figure 3.5):

Figure 3.5. DHCPREQUEST message
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This option specifies the MAC address of the DHCP client making the

Requested IP Address Option (50)

This option specifies the | P address that the DHCP client is requesting to

Server Identifier Option (54)

This option specifies the IP address of the DHCP server that the DHCP client
is requesting the lease from.

IP Address Lease Time Option (51)

downloaded from: lib.ommolkefab.ir


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

This option specifies the tota amount of time that the client hasavdid lease
on this |P address.

Server Identifier Option (54)

This option specifies the I P address of the DHCP sarver that is sending this
DHCPOFFER, and thusis offering this lease.

Parameter Request List Option (55)

This option lists the DHCP configuration informeation the client would like to
receive, in addition to the IP address and subnet mask. For Microsoft products,
the requested parameters are Subnet Mask (1), Routers (3), Domain Name

(15), Domain Name Servers (6), NetBIOS Name Servers (44), NetBIOS Node
Type (46), and NetBIOS Scope (47).

DHCP Option End (255)
This option designates the end of the opt i ons fidd.

With the DHCPREQUEST message complete, the DHCP client broadcasts it on its
loca subnet. All DHCP serversthat sent a DHCPOFFER see that the client accepted
another offer. The DHCP server that made the accepted DHCPOFFER sends a
DHCPACK with the remaining configuration parameters.

3.3.4 The DHCPACK Message

Once the DHCP server receives the DHCPREQUEST, it creates a DHCPACK
message, or DHCP Acknowledgment. The DHCPACK is used to acknowledge the
client's request and to notify the client that the IP address it requested has now been
reserved. It aso returns the configuration parameters that the DHCP client asked for
in the DHCPREQUEST.

DHCPACK is abroadcast message sent by the DHCP server acknowledging the
DHCP request. The destination Ethernet address is set to FF.FF.FF.FF.FF.FF. The
source Ethernet address is set to the DHCP server's MAC address.

The source |P addressis set to the DHCP server's | P address, and the destination | P
addressis set to be an |P broadcast, 255.255.255.255.

Again, the UDP ports are switched. The source UDP port is set to 67 (BOOTP
server). The destination UDP port is set to 68 (DHCP client).

The DHCPACK message setsthe op field to 2 (BOOTPREPLY). Theyi addr fiddis
st to the I P address the server has determined should be used by this client. The
chaddr fieldisset to the client's MAC address.

Theopt i ons fidd specifies the DHCP Message Type Option (53) set as 5, i.e., ACK.

Theopt i ons fidd is completed with the following IP configuration information (see
Figure 3.6):
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Figure 3.6. DHCPACK message

*. EtherPeek Demo - 3om Megahertz LAN PL Card [583E | [Ethemnet] - [Packet 8]
=] Bl Ecit Captue Send Options Stalislics  Special Tools ‘window Help =& %]

S| Blb| |G| #l ] sfselsdv (S @|m| o]

fouice - Dynamic Host Configuration Protocol ;I
OwB3825383

53
1
-]

ag
4
128600

539
q
226300

51
4
253200

54
4
192, 168.0.1

1
4
235,255, 255.0

3
4
192.168.0.1

15
LG
neallaloott. com.,

&
B
24.2.212.14 ;'

Renewal Time Option (58)
Also known as T1, this option specifies the amount of time, measured in
seconds, that should e apse before the client attempts to renew its | P address
lease. Thisis set to 50% of the time dlocated for the lease.

Rebinding Time Option (59)
Also known as T2, this option specifies the amount of time, measured in
seconds, that should € apse before the client attempts to renew its | P address
lease via a broadcast message. Thisis set to 87.5% of the time dlocated for
the lease.

IP Address Lease Time Option (51)

This option specifies the total amount of time thet the client has avdid lease
on thisIP address.
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Server Identifier Option (54)

This option specifies the IP address of the DHCP server that is sending this
DHCPOFFER, and thusis offering this lease.

Routers Option (3)

This option specifies the default gateway.
Domain Name Option (15)

This option specifies the domain name to be used by the dlient.
Domain Name Servers Option (6)

This option lists the DNS servers to be used for hosthame resolution by the
client.

NetBIOS Name Servers Option (44)

This option liststhe WINS servers to be used for NetBIOS name resolution by
the client.

NetBIOS Node Type Option (46)

This option determines the NetBIOS node type to be used by the client.
DHCP Option End (255)

This option designates the end of the opt i ons fidd.
The server broadcasts the DHCPACK on itsloca subnet once the message is
complete. Once the DHCP dlient receives the DHCPACK, it initidizesits TCP/IP
stack and begins participating on the network.
3.3.5 The DHCPNACK Message

What if another DHCP client is now using the | P address offered by the DHCP

sarver? In this case, when the DHCP client responds with the DHCPREQUEST
message, the DHCP server responds with a DHCPNACK message or DHCP Negative
Acknowl edgment. When the DHCP client receives the DHCPNACK, it restarts the
entire DHCP conversation with anew DHCPDISCOVER message.

3.3.6 The DHCPREL EASE Message

If the DHCP dlient no longer needs an assigned |P address, or if the LAN
adminigtrator would like to reassign an |P address, the DHCP client can send a
DHCPREL EA SE message to the DHCP server (see Figure 3.7). Thiswill relesse the
|P address, which is then available when the DHCP server receives a
DHCPREQUEST from another client.
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Figure 3.7. DHCPRELEASE message
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Although the use of broadcasts throughout the DHCP conversation makes DHCP
seem like a chatty protocol, in actudity it is very efficient. Because of the use of lease
durations and the T1 and T2 timers, DHCP clients need to broadcast only during
initid lease negotiation and during the rebinding phase. Another reason for the heavy
use of broadcasts is the potentia problem BOOTP suffers from, discussed in Chapter
2, where a server needs to respond to a client that does not yet have an | P address.
Using a broadcast solvesthis problem.

3.4 The DHCP Relay Agent

As noted earlier, the entire DHCP conversation takes place using broadcast messages.
When a DHCP client requests an | P address, it sends a broadcast DHCPDISCOVER
message to the loca subnet. DHCP servers, in turn, respond to the request by
broadcasting DHCPOFFER messages. The client receives these messages and accepts
one of them. The client then responds with a broadcast DHCPREQUEST message, in
which the DHCP sarver that was sdected isidentified. The DHCP server, upon
receiving the DHCPREQUEST message, dlocatesthe IP address in its database and
responds with a DHCPACK message to the client.

So what happensif the network environment is not asingle subnet, but a routed
environment containing multiple subnets? In a routed environment, separate ssgments
are connected viarouters. A router isahardware component that contains two or
more interfaces that connect the router to the multiple physical segments. The router
directs traffic between the subnets by examining the destination IP addresses in the

downloaded from: lib.ommolkefab.ir


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

packet headers. If a packet is destined for another subnet, the router examinesits
routing table to determine if aroute to that subnet isavailable. If oneisavailable, the
router sends the packet out the interface that is the next hop to the subnet. If arouteis
not available, the router drops the packet and sends an ICM P message to the sending
computer sating that the destination is not avallable.

Besides routing packets, another role arouter playsis containing broadcast traffic to a
single subnet. Broadcast traffic can take many forms, such as ARP requests, DHCP
requests, NetBIOS name resol ution requests (B-Node), etc. If broadcast traffic like
this was permitted to travel throughout the network, the network would cometo a
grinding hdt. By containing these broadcasts, routers create what is known as a
broadcast domain (see Figure 3.8).

Figure 3.8. A routed environment
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Because broadcasts cannot travel beyond the loca subnet, DHCP conversations are
impossible in arouted environment unless the DHCP server and DHCP client areon
the same subnet. Having seen this problem, the IETF identified a solution.

Defined in RFC1542, the DHCP relay agent is a software program that runson a
computer or router. Its sole purpose is to forward DHCP or BOOTP requests to the
DHCP server on behdf of the client. It accomplishes this by turning the broadcast
reguests into unicast messages sent directly to the server. The server then repliesto
the relay agent using a unicast message, and the relay agent forwards the message to
the client.

3.4.1 How the DHCP Relay Agent Operates

DHCP broadcast messages sent from a DHCP client to a DHCP server have their
UDP destination port set to 67. On a host running the relay agent software, the relay
agent ligtens to port 67 for any DHCP messages.

As mentioned in Chapter 2 and earlier in this chapter, BOOTP and DHCP packets use
afidd cdled op to identify whether the message isaBOOTPREQUEST or a
BOOTPREPLY . Thisistruefor the entire DHCP conversation, i.e,, al requests from
the DHCP client are BOOTPREQUEST messages and all replies from the DHCP
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sarver are BOOTPREPLY messages. The relay agent responds differently depending
on the message type.

3.4.1.1 The BOOTPREQUEST message

When a DHCP relay agent receives a BOOTPREQUEST message, it checks a number
of the fidlds in the packet to determine how to handle the message.

Firg, the relay agent checksthe value of the hops field. Thehops fidd determinesthe
number of routers, or "hops,”" between the client and the server. According to
RFC1542, the relay agent must discard BOOTPREQUEST messageswith ahops
vaue exceeding 16. Thisisto keep BOOTPREQUEST messages from continuoudy
traveling throughout the network. The default threshold setting for this field should be
set to 4 hops. If the hops field isless than the configured threshold, the relay agent
should increment the hops field by one and process the packet for forwarding.

Next, the relay agent must examinethe gi addr field in the BOOTPREQUEST
message. The gi addr field contains the IP address of the gateway or router thet first
recaived this BOOTPREQUEST message. If thegi addr fidd is zero, the relay agent
must enter the I P address of the interface that received the request. If the gi addr fidd
is not zero, the relay agent must not modify or change the IP addressin the field.

Oncethegi addr and hops fields have been examined and modified if necessary, the
relay agent forwards the BOOTPREQUEST as a unicast message to the DHCP server.
The DHCP relay agent is configured with the DHCP server's | P address.

3.4.1.2 The BOOTPREPLY message

When the DHCP server receives the BOOTPREQUEST message from the DHCP
relay agent, the server processes the request just like any other request.

The DHCP server examinesthegi addr field in the BOOTPREQUEST to determine
which scope the server should use to offer an | P address from. After it selects a scope,
it reserves an |P address in that scope.

In arouted environment, the DHCP server examinestheci addr fidd inthe
BOOTPREQUEST. Theci addr fidd containsthe client's current I|P address. If the
ci addr fidd isnonzero, the DHCP server sendsthe BOOTPREPLY as a unicast
message to the client's |P address. If theci addr field is zero, the DHCP server
examinesthegi addr fidd inthe BOOTPREQUEST to determine the I P address of
the gateway by which the message was origindly received. The server then crestesa
BOOTPREPLY (a DHCPOFFER) message and sends it to the gateway |P address.

The relay agent, upon receiving the BOOTPREPLY message, examines the following
fidds

gi addr
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Thegi addr fidd isused to determine the interface that the BOOTPREPLY
message must be sent with. If the gi addr does not match any of therday
agent's interfaces, the relay agent discards the message.

yi addr

Theyi addr field isthe IP address assigned to the DHCP client by the DHCP
server.

chaddr

Thechaddr fidd identifies the hardware or MAC address of the DHCP client.

ht ype

Theht ype fidd identifies the hardware type of the DHCP client, i.e., Ethernet.

hl en

Thenl en fied specifies the length of the hardware address,

flag

Thef | ag field is used to determine whether the BOOTPREPLY message
should be sent as a broadcast or unicast message. If thef | ag fieldissetto 1,
the message should be broadcast. If it is set to 0, the message should be
unicast to the IP address specified in yi addr and the hardware address
gpecifiedin chaddr .

Oncethe relay agent examines these fields, the relay agent forwards the message out
of the interface specified in the gi addr fied.

3.5 Summary

In this chapter, | described the differences between BOOTP and DHCP. Although
they share many traits, there are gnificant differencesin their operation. The

BOOTP conversation is very smple, comprising arequest and areply. Because
BOQOTP uses gatic configuration files, and aclient's MAC address must belisted in
thefile to recelve an IP address, only one BOOTP server can be operationa on a
network a atime. The DHCP conversation in which a DHCP dlient broadcasts a
request that multiple DHCP servers can receive is more robust. All DHCP servers that
receive the request can respond. The DHCP client can then select alease offer.

Also covered were the reasons why DHCP was developed and is currently being used
in today's TCP/IP-based networking environments. Next | went step by step through
the DHCP conversation, detailing the data thet is supplied by each type of message.
Findly | covered how the DHCP relay agent operates. When the DHCP client
requests an IP address, it broadcasts the request. In arouted environment, routers do
not route broadcasts. The DHCP relay agent provides a method for DHCP to function
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in arouted environment by intercepting DHCP requests and forwarding the request as
aunicast message directly to the DHCP server.
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Chapter 4. Designing a DHCP Infrastructure

DHCP can quickly become an essentid piece of an organization's data network. Once
set up, DHCP is usudly hardly noticed, slently and faithfully performing its duties
day in and day out. Unfortunately, the hardest thing with DHCP is getting it to that

point.

This chapter discusses the reasons an organization would want to use DHCP, adong
with the many different issues that need to be considered when designing a DHCP
infrastructure.

Some of these congderations include planning for |P address use. An organization
needs to determine how ther existing environment is used as well as what types of
users and workgtations exigt, such as mobile users and network devices.

The needs of a DHCP client must be consdered, including which DHCP options are
supported by the client's operating system and which options and their values need to
be assigned.

In large-scde DHCP implementations, the topology of the network becomes avery
important factor. The network topology dictates where DHCP servers and/or relay
agents must be placed.

A fina congderation is planning for fault tolerance. Once DHCP is implemented, it
quickly becomes a service that the entire network is dependent on. Steps can be taken
to ensure that DHCP will be avallable & al times.

4.1 Who Needs DHCP?

The Internet Engineering Task Force (IETF) created this new protocol, DHCP, to
dynamicaly digtribute I P addresses and configurations to clients. But what types of
organizations would benefit from usng DHCP?

Some adminigrators believe that having to administer yet another network service
and the additiond treffic it createsis an unnecessary burden. Administrators with this
philosophy believe that it is easier to set up workstations and servers with static
configurations that do not need to be maintained or administered.

In redity, however, any organization that wants to save the time and aggravation of
manualy maintaining the aloceation of |P addresses would want to use DHCP. DHCP
dlows an adminigtrator to standardize the | P address configurations for the entire
network while dynamicaly maintaining the address table in a database.

Smadl companies benefit from DHCP because of the lower adminigtrative burden.
Mogt smdl companies cannot afford afull time network administrator who knows the
insand outs of IP addressing. Typicaly they delegate network adminigiration to the
one person in the office who is the most computer-savvy, whether or not he or she has
technicd training or experience with networking. By utilizing DHCP, the day-to-day
adminigration of |P addressing and associated configuration details is handled
automatically without any intervention from office personnel.
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The biggest problem for amal companiesisthe initid implementation of DHCP.
Small companies may have to use a consultant for the initia implementation, during
which the designated adminigrator is trained in the administration of DHCP.
Alternatively, the adminigtrator can atempt the DHCP implementation through tria
and error, dthough thisis not recommended.

Larger enterprises benefit from DHCP on two fronts: lower adminigtrative burden and
gandardized | P configurations throughout the organization.

The benefit of lower adminigrative burden is Smilar to the benefit regped by a small
company, with the addition of the time saved from administering an IP address table.
The next section about Satic | P addressing discusses some of the problems with
manudly maintaining the IP address table.

Larger enterprises dso benefit from standardized | P configurations. Using
standardized configurations minimizes connectivity problems relaing to incorrect IP
addresses, subnet masks, and default gateways. 1t dso diminishes name resolution
errors resulting from incorrect DNS and WINS addresses.

DHCP can dso benefit organizations with a mobile workforce. With valid IP
addresses in short supply, assigning static addresses to users with laptops would be
both inefficient and foolish. The very nature of mobile users dictates that they will be
connecting to the corporate network intermittently. Thus they do not require the
congtant exclusve use of an |P address. By usng DHCP, an administrator can
configure the DHCP server to reclaim these | P addresses after a short period of time.
For example, for a company with 500 mobile users and 200 valid I P addresses to
allocate, the administrator can set up the DHCP server to dlocate these 200 IP
addresses to mobile users. The administrator configures the lease time for the mobile
users scope to a short duration, say one day. When amobile user connects to the
network, the DHCP client on the user's laptop negotiates an | P address |ease from the
DHCP server. The mobile user then proceeds to access network resources, such as
emall and file services. When the user is finished, he disconnects from the network.
The DHCP server then reclaims the | P address once the one-day lease period expires.

Anather option for amobile workforce is to utilize a DHCP User Class. Thisisanew
feature found in the Windows 2000 DHCP server. It alows you to assign additiona
configuration data to a particular set of users. Let's continue the example above.
Instead of configuring a separate scope for the 200 | P addresses, the adminigirator
could creste a DHCP User Class for the mobile users. The user class would specify a
lease period thet is shorter in duration than the rest of the scope. The administrator
would then configure each laptop's DHCP client to specify that the laptop isa
member of this user class.

4.2 Creating an IP Addressing Plan
Before deciding to implement DHCP, an administrator must first decide on an IP
addressing plan. There are many different ways to creste an IP addressing plan, and in

some cases they may need to be combined. Thisisacritica step becauseit isthe
foundeation of the entire DHCP infrastructure. This section looks into each of the
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different methods, describing their benefits, how they may be implemented, and some
of thelr limitations.

4.2.1 Static IP Addressing

In an environment that uses gatic | P addressing, when an adminigtrator ingtals a new
workstation, she looks up an available | P address and the corresponding subnet mask
inthe IP address table. This table may be written in a notebook or saved on a
computer in a spreadsheet. Once she finds the | P address, she needs to determine the
correct DNS and WINS server addresses for the workstation to use. In addition, in a
routed environment, the administrator needs to ascertain the correct default gateway
address for the workgtation's subnet. Then she manualy configures the workstation
with the proper TCP/IP information. For smal networks or networks that do not
experience many changes, this may befine.

One of the downsdesto this method of administering | P addresses is human error. If
the adminigtrator mistypes the |P address or subnet mask, the workstation may not
have connectivity to the resources it requires. If the DNS or WINS server |P addresses
are mistyped, the workstation will not be able to perform name resolution. If the

default gateway is incorrect, the workstation will not be able to connect to remote
subnets and resources.

Another downside is maintaining the I P address table. The adminigtrator must
continualy spend time viewing and searching the address table for available
addresses. Once she finds an available address, the administrator must note in the
table that the IP addressis now in use. Also, by storing the address tablein a
notebook, the table could easily belost. Even storing the addresstablein a
gpreadsheet does not lessen the chance that it will become corrupted or lost.

Moreover, if the network is large and its users move about often, using static IP
configurations can be frudtrating and inefficient. Problems such as the ones described
earlier are compounded with larger networks. Incorrect configurations have amuch
larger effect on connectivity, as the workstation routinely needs access to resources on
different subnets. Maintaining the |P address table centrally becomes nearly
impossible. In dl likelihood, the address table would need to be divided adong subnets
and individudly maintained by the loca adminigrator.

Static |P addressing can dso be a huge liability if the organization needs to redesign
ther entire addressing structure. Factors that cause organizations to change their
addressing structure include mergers and acquigitions, changing Internet service
providers (ISPs), or network growth. Changing | P address configurations enterprise-
wide requires an administrator to visit each workstation, server, and network device.
In the end, it costs the organization alot of time and money.

In short, as the network's capacity and scope growsin size, atic | P address
adminigration becomes unwiddy and inefficient.
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4.2.2 Dynamic | P Addressing

There are four methods of dynamicaly dlocating |P addresses: automatic, dynamic,
roaming, and manud. Three of these methods, dynamic, roaming, and manua, use
DHCP to alocate the | P addresses.

4.2.2.1 Automatic allocation

Automatic IP addressing utilizes the client's operating system to alocate a private IP
address. Microsoft's Windows 2000 and Windows 98, along with the Apple MacOS
8.5 and later, are operating systems that support Automatic Private |P Addressing
(APIPA).

The theory behind APIPA istha smdl ad hoc networks will be able to achieve basic
connectivity without the need for intervention by the adminigtrator.

An example of an ad hoc network would be a dentist's office. The dentist has 5
separate computers. One night a adinner party, afriend tels him of al the benefits
sheisregping from her new computer network. The dentist decides that he too could
benefit from a network. He buys the necessary cabling and hooks everything together.
Typicdly at this point things gart getting difficult. It islikely that he doesn't have a
deep understanding of the Windows 2000 operating system or the TCP/IP protocol.
However, with APIPA, the computers will be automaticaly configured. In the end,
the dentist will have a functioning network.

APIPA dlows aworkstation to configureitsaf with an IP address in the absence of
DHCP or any other |P addressing mechanism. Other networking protocols, such as
IPX/SPX and Appletak, aready include this type of functiondity.

Creating smdl ad hoc networks can be very ussful in environments such as smdll
businesses and homes that include only afew machines. In order for the machinesto
communicate, they must be configured with 1P addresses.

Computers using APIPA must also be DHCP clients. Thisis because APIPA usesthe
DHCP client to determine whether a DHCP server is available.

Using the DHCP client, the computer requests an |P address by sending a
DHCPDISCOVER message. After not recelving aresponse, the computer
automaticaly corfiguresitself with an IP address in the reserved Class B network
169.254.0.0 and a subnet mask of 255.255.0.0. The DHCP client then performs a
duplicate address check by sending an ARP request for the |P address. If it receivesa
response, it determines that the addressisin use. At this point it selects another
address from the 169.254.0.0 subnet and again performs a duplicate address check.
The client repeats this process for up to 10 addresses, after which the automatic
addressing fails.

Automatic dlocation is aquick and easy solution to the 1P addressing problem, but is
only useful in smal networks that need basic connectivity without Internet access.
Larger environments are typically subnetted to segment network traffic and increase
performance. Since APIPA islimited to the 169.254/16 subnet, it cannot be utilized in
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those environments. The downside to usng APIPA even in smdl networksisthe
difficulty it may causein troubleshooting connectivity issues.

Internet Connection Sharing

Internet Connection Sharing (1CS) is anew feature found in Windows 2000
Professond and Windows 2000 Server that permits a Single computer to
host an Internet connection for a network.

For example, if you have asmall network with 15 computers, only one of the
computers (running Windows 2000 and ICS) requires a connection to the
Internet. This computer, known asthe ICS server, hosts the Internet
connection viaadia-up line, cable modem, or xDSL. The remaining 14
computers are | CS clients that access the Internet via the ICS server.

ICS provides network address trandation (NAT), |P address alocation via
DHCP, and name resolution services viaDNS for dl ICS clients. Clients can
use Internet gpplications (e.g., Internet Explorer and Outlook) just as though
the computers themselves were connected to the Internet.

The ICS server can aso be configured to terminate the Internet connection
when not needed. If one of the ICS clients attempts access when the Internet
connection is down, ICS automaticdly didsthe ISP and establishes a
connection. The client is then able to access the requested resource.

The ICS sarver needs two network connections: one for the interna network
(i.e., the connection for ICS dlientsin the office) and one for the connection
to the Internet.

By enabling ICS, the computer automeaticaly becomes a DHCP server for the
office network. DHCP automaticaly assgns | P addresses to the hosts on the
office network aong with TCP/IP configuration information such as DNS
servers.

When ICS s enabled, the computer acting as the ICS server is configured
with a static |P address 192.168.0.1 and subnet mask 255.255.255.0. ICS's
internad DHCP server is configured with a scope of 192.168.0.2 through
192.168.0.254.

Note that these default settings cannot be modified, nor can any particular
sarvice such as DHCP or DNS Proxy be disabled. If you are dready running
aDHCP server on your network, the ICS internal DHCP server and your
network DHCP server will both attempt to honor DHCP client requests,
resulting in NACK s (nhegative acknowledgments). In this case you cannot
utilize ICS on your network. Consider usng Windows 2000's Network
Address Trandating (NAT) instead.

4.2.2.2 Dynamic allocation
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Dynamic dlocation uses DHCP as the mechanism to dlocate | P addresses. The
administrator assigns arange of addresses to the DHCP server. The DHCP server, in
turn, assgns an IP address in the range to DHCP clients upon request. Thisrange is
known as a scope. For example, if an administrator has workstations on a network and
wants to assgn these workstations addresses in the 192.168.1.0/24 subnet, he creates
a DHCP scope that consists of the |P addresses 192.168.1.1 through 192.168.1.254.
When a DHCP client requests an address from the DHCP server, the server assgns
one of these addresses.

The adminigrator, when defining a scope, also specifies the lease duration for any IP
address assignments from the scope. A lease duration is the amount of timethat a
DHCP dlient has exclusive use of an |P address. With DHCP, the client has two
opportunities to extend the lease, first when the lease duration is 50% complete and
then again when the lease duration is 87.5% complete. After the lease duration has
expired, the DHCP client must request a new lease from a DHCP server.

The administrator, if needed, can also exempt certain addresses from the scope. These
addresses may be network devices or hosts whose | P addresses should not change, for
example, network printers, routers, and servers. The administrator can set aside a
portion of the scope, say 192.168.1.1 through 192.168.1.25, for these devices. Now
when a DHCP client requests an |P address, the DHCP server assigns an address
between 192.168.1.26 through 192.168.1.254. Another option for network devices
such as these would be to configure a DHCP reservation, where the DHCP server
allocates the same I P address to the device's MAC address.

4.2.2.3 Roaming allocation

Roaming alocation can be used in Stuations where there are areas that users may visit
temporarily with their |gptops. Such areas may be libraries, classrooms, laboratories,
or conference rooms where users will need a DHCP-allocated address for a brief
period of time.

The basc configuration of the roaming dlocation method is much like the dynamic
alocation method, with the notable exception that the lease duration time is very short
for the scopes that service these aress.

For example, a company may have a conference room where users want to utilize
network resources viather laptops. For the roaming alocation method to work, the
conference room LAN first needs to be segmented. Thisis required because a subnet
can be serviced by only one scope a atime. The administrator then creates a scope
for the conference room subnet. The scopeis given alease duration of about 45
minutes. When users connect to the conference room LAN, they receive an |P address
from the conference room scope. Once they leave the conference room, the user can
wait for the lease to expire, a which point the laptop will restart the DHCP
conversation. They could also release the P address and regquest anew one.

The roaming alocation method is useful in small, local implementations. Although it

can be used on alarger scae, the short lease duration may cause excessve DHCP
traffic and additiona 1oad on the DHCP servers.
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DHCP and Remote Users

Any organization that employs a mobile workforce, such as salespeople or
field technicians, needs to consider how their remote connectivity strategy
and DHCP interact. This section discusses how Windows 2000 supports
remote users. If your organization utilizes a third-party solution such as Shiva
or Cisco for remote access, please refer to that vendor's documentation to
implement DHCP for remote access.

Windows 2000 utilizes Routing and Remote Access Service (RRAS) to
provide remote connectivity. RRAS includes a number of components that
dedl with routing and remote access issues, such as routing protocols ( Open
Shortest Path First [OSPF], Routing Information Protocol 1 [RIP1], and
Routing Information Protocol 2 [RIP2] ), Lightweight Directory Access
Protocol (LDAP), Remote Access Dia-up User Service (RADIUS), and
Virtud Private Network (VPN).

When aremote access client connects to the RRAS sarver, the RRAS server
assignsthe client an IP address dong with the | P addresses of DNS and
WINS servers.

There are a couple of items that need to be consdered when designing a
remote access infrastructure usng RRAS. The RRAS server can be
configured to utilize DHCP to obtain I P addresses for remote clients. You
can also configure the RRAS server to assign | P addresses from a static |IP
address pool.

If the RRAS server is configured to use DHCP, the DHCP client on the
RRAS server dlocates 10 | P addresses from a DHCP server. The first
alocated IP address is assigned to the RRAS server interface. The remaining
| P addresses are assigned to the remote clients as they connect. When the
initid pool of 10 IP addressesis depleted, the RRAS server's DHCP client
alocates an additiond 10 |P addresses from a DHCP server.

Y ou can change the size of theinitid address pool by modifying the vaue of
the Initid AddressPool Size entry in the registry. Thisentry can be found at
HKLM\System\CurrentControl Set\Services\RemoteA ccess\Parametersi p.

If a DHCP sarver is not avalable when the RRAS server is sarted, the
DHCP client will dlocate the IP address pool using APIPA. In other words,
it will allocate 10 IP addresses from the range 169.254.0.1 through
169.254.255.254 with a subnet 255.255.255.0. Note that remote clients
recaiving an APIPA-based address will only be able to connect to the RRAS
server, unless of course the APIPA isin use throughout the rest of the
network.

The remote access server found in Windows NT 4.0 recorded the |P
addresses obtained via DHCP. It reused them when the RRAS server was
restarted. Windows 2000, however, releases the entire | P address pool
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whenever it is restarted.

Y ou can dso configure the RRAS server to assign | P addresses for DNS and
WINS servers to remote clients. Y ou can implement one of the following
waysto sassign DNS and WINS addresses:

Prohibit the RRAS server from assigning DNS WINS addresses.
Globaly assign DNS and WINS addresses from vaues stored in
RRAS server'sregidry.

Utilize the IP configuration on the RRAS server's interface

If you want to prohibit the RRAS server from assigning the DNS and WINS
addresses, you must set the values of SuppressDNSNameServers and
SuppressWINSNameServers entries to 1. These entries can be found at
HKLM\System\CurrentControl Set\Services\RemoteA ccess\Parametersi p.

If you want to globally assign DNS and WINS addresses, you must enter the
|P addresses as values of the DNSNameServers and WINSNameServers
entries. Again, these entries can be found at

HKLM\System\CurrentControl Set\Services\RemoteA ccess\Parameters\i p.

If the DNS and WINS address assgnments are not prohibited or globally
configured, the RRAS sarver will determine their assgnments viathe IP
configuration of its LAN interface. If the IP configuration is Satic, the
interface's Saticaly assgned DNS and WINS addresses will be assigned to
remote clients. If the IP configuration was obtained via DHCP, the interface's
DHCP-assigned DNS and WINS addresses will be assigned to remote
clients.

If the RRAS server contains more than one LAN interface, by default it will choose
the LAN interface randomly. Y ou can override this action by unsdecting the "Allow
RAS to salect adapter" checkbox under |P properties and selecting the desired
interface. This setting can be found in the Routing and Remote Access Microsoft
Management Console (MMC).

4.2.2.4 Manual allocation

Manua dlocation is another method that can be used in Stuations where an
adminigtrator wants to know the MAC address of the DHCP client before assigning
an |P address. An administrator may want to do this for security reasons, or may
smply want to know who is utilizing network resources for billing purposes. Manua
dlocation istypicaly used in academic settings.

The manud dlocation process begins when a user wantsto ingal anew computer or
device on the network. The user must submit arequest to the administrator that
includes his computer's MAC address and its physical location (i.e., building and
room number). Once the administrator receives the request, she configures an IP
address reservation on the DHCP server. This reservation is placed in the appropriate
subnet scope (i.€., the user's physical location) using the user's MAC address (i.e., the
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user's computer). Once notified that everything has been set up, the user can then boot
the workstation. The workstation then obtains the | P address from the DHCP server.

Manud alocation can aso be used for network devices such as servers and network
printers. In this case, the MAC address of the server is used to create areservation.
With reservations, changes can be made to the |P configurations of al serversina
particular scope or even the entire enterprise. For example, if an adminigtrator wants

al serversto point to another DNS server, she could smply change the Name Server
option for the scope where the servers were located. When a server renews its address
lease, it will receive the updated Name Server option.

Asyou can see, manud dlocation is very time consuming and labor intensve. In
essence, manud dlocation isvery smilar to usng BOOTP. It should only be used in
environments that require knowledge of what devices are connecting to the network.

4.2.2.5 Combining dynamic addressing methods

Some of these methods can be combined and intertwined to create the DHCP solution
an organization requires. The only one that cannot be combined is the automatic
allocation method (unless your network is going to use the 169.254.0.0 subnet, of
COUrse).

For example, an organization may want to use static | P addressing for some network
devices, such as network printers and file servers, while using the dynamic alocation
method for the rest of their network. They can aso create some subnets for
conference rooms and libraries using the roaming alocation method.

4.3 Network Topology

When designing a DHCP infrastructure, it is important to take into account the
topology of the network being serviced. By determining the topology, the designer
will be able to anticipate where the load on the DHCP servers may be high and
identify Sngle points of failure that may cause DHCP services to be disrupted.

There are two different areas that need to be examined:

The physica layout of the network
The number of usersin each physcd locaion

By determining the physical layout of the network, the designer will be able to create
aligt of subnets that need to be serviced by DHCP. This information will be needed
when scopes are created |ater.

Another important factor is the placement of DHCP relay agents. The physicd layout
of the network establishes which routers and subnets will need to be serviced by relay
agents.

The number of usersin each location helps determine the placement of DHCP servers.

If there are a samadl number of users located in asingle location, the DHCP server may
be placed in aremote subnet with a DHCP Relay Agent set up on the router to listen
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for DHCP requests. This liminates the need to place a server physicaly on the LAN
where the usersreside. If the WAN link goes down, the number of users disrupted is
minimized.

If some of your DHCP clients at remote Sites are Windows 2000
= or Windows 98 systems and the WAN link goes down, they will
not be able to contact a DHCP server. As mentioned earlierin
this chapter, when these operating systems fail to contact a
DHCP server, they resort to using APIPA to obtain an IP
address. As areault, once the WAN link is restored, they will not
be able to achieve network connectivity with the rest of the
production network until the APIPA addressis released.
Connectivity is restored once a new address lease is obtained
from the DHCP server. See Chapter 7, for information about
disabling APIPA in Windows 2000 and Windows 98.

In Stuations where the number of usersis high, the DHCP server should be placed
locdly. In this case the loss of the WAN link will not disrupt DHCP sarvice.

4.4 DHCP Client Needs

Before creating any scopes, an adminigtrator must first determine the needs of the
DHCP dlients the scope will be sarvicing.

Besides receiving an |P address, subnet mask, and default gateway from a DHCP
server, DHCP dlients can receive DHCP options that supply many different
configuration parameters. Deciding which DHCP options to include can be
determined by asking the following questions:

Which DHCP options do DHCP clients in this scope require?
What DHCP clients are in use on the network?
Which DHCP options do the DHCP clients support?

Determining which options are required is relatively smple, unlessthere are
gpplications in use that have specia needs. Besides determining which options to use,
an adminigtrator must determine the vaues of those options as well. For example, an
administrator wants the DHCP clients to receive DNS server addresses. For load
balancing, each subnet has a different secondary DNS server to service client
requests. In this case, the administrator must supply the correct | P address for each
subnet's DNS server.

Next, an adminigtrator must determine which DHCP clients are in use on the network.
Since Microsoft operating systems are the most prevalent on most corporate desktops
and lgptops, it can pretty much be said that dmost every network includes some
Microsoft DHCP clients.

But there may be other types of DHCP clients as well, such as Unix, Linux, or

Macintosh. Although these operating systems can al be DHCP clients, their
implementations of DHCP vary. For example, they may not support certain DHCP
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options, such as WINS servers. The DHCP server in Windows 2000 supports all
DHCP options defined in RFC2132. If you have a non-Microsoft DHCP client, you
can configure the Windows 2000 DHCP Server to supply any DHCP option that the
client can support. Refer to your non-Microsoft DHCP client's documentation for a
complete list of supported DHCP options.

There may aso be network devices that support DHCP, such as network printers.
Deciding whether or not to use DHCP for network printersis a matter of choice; most
adminigtrators prefer to assign static addresses to the printers. Thisway |P addresses
for the printers are dways known, thus ssmplifying management and troubleshooting.
However, DHCP can be used with network printers by using the manud dlocation
addressing method. By creating an address reservation using the printer's MAC
address, the printer can receive other configuration informetion that may change from
time to time, such as name server addresses.

Determining the DHCP options that the DHCP clients support can be a bit trickier. |
will briefly describe which options are supported by most of the major operating
sysems. An adminigrator should aways refer to the operating sysem's
documentation to ascertain which options are supported.

Microsoft-based clients request the following DHCP options, described in Chapter 3,
and defined as properties of the scope:

Renewd Time Option (58)
Rebinding Time Option (59)

IP Address Lease Time Option (51)
Server ldentifier Option (54)
Subnet Mask Option (1)

Microsoft-based clients will aso request the following DHCP options:

Routers Option (3)

Domain Name Option (15)

Domain Name Servers Option (6)
NetBIOS Name Servers Option (44)
NetBIOS Node Type Option (46)
NetBIOS Scope Option (47)

It isimportant to remember that these are the only options supported by Microsoft
DHCP dlients. Any other DHCP options specified by the DHCP server will be
ignored.

- Appendix A ligsdl currently available DHCP options. Third-
) party clients such as Unix, Linux, and MacOS may & so support
4 these DHCP options.
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4.5 Defining Scopes

Now that the IP addressing plan, network topology, and DHCP client needs have been
defined, it istime to start defining the various scopes.

4.5.1 Address Ranges

When defining a scope, the most important information to define is the address range
of the scope. The address range will be used by the DHCP server to determine which
|P address to assign to a DHCP client. The address range is defined by the subnet the
scope will be servicing. For example, if the subnet is 10.64.0.0/11, the vaid range of
|P addresses for this scope is 10.64.0.1 through 10.95.255.254. For any Statically
configured network devices on that subnet, exemptions have to be created. An
exemption designates an IP address not to be assigned to a DHCP client. If agtatic IP
address was not exempted, the DHCP server may assign the | P address to a DHCP
client. Asaresult, an |P address conflict could occur and cause connectivity problems
for the two computers involved.

If the IP addressing plan cdls for using dynamic address dlocation for this subnet,
amply assign the address range to the scope. If the IP addressing plan callsfor using
manual address dlocation, reservations need to be created for each network device.

4.5.2 Lease Durations

L ease durations determine when the DHCP server can reclam the dlocated IP
address. Usudly the default time period, 8 days, is more than sufficient for most
scopes. Setting the lease duration too long will cause | P addresses to be shown as
allocated, thus unable to be reclaimed. Setting the lease duration too short may cause
excessve DHCP traffic on the network as DHCP clients attempt to renew their
address |eases.

One stuation that does cdl for a shorter lease duration is when the roaming address
alocation method is being used on a scope. By specifying a short lease duration, the
DHCP server will be able to reclam IP addresses that are only in use for a short
period of time, such as a conference room or library.

4.5.3 Options

Any options required by the DHCP clients being serviced by the scope need to be
configured at this point. Options such as the Router Option (3) need to specify the IP
address for the default gateway on the subnet. Other options should be specified as
well, such asthe IP addresses of the DNS servers that will be servicing the subnet.

4.6 Fault Tolerance
Since DHCPisacritical network service, it isimportant for the designer to take steps
that will make it fault tolerant. DHCP does not have a built-in method of fault

tolerance. DHCP servers do not communicate with each other, letting the other know
which addresses are alocated and whether or not it is still in operation. To creste a
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fault tolerant DHCP sarvice, the desgner needs to manudly create afault tolerant
design using scopes and/or clustering.

4.6.1 Splitting Scopes

Splitting scopesis amethod to create DHCP fault tolerance. It isthe process of
creating two scopes, one on each DHCP server. The two scopes both service the same
subnet, but the range of addressesis divided. If one DHCP server becomes
unavailable, the remaining DHCP server continues to service DHCP dlient requests
using its portion of the address range. So where is the address range split? That is
determined by the needs of the network implementation.

4.6.1.1 The 50/50 method

The 50/50 method of splitting scopes provides both fault tolerance and load balancing
for DHCP sarvers. In this method, 50% of the available address range is given to one
scope, and the remaining 50% is given to the other scope. Typicaly thismethod is
used when both DHCP servers are centraly located on the same subnet. When a
DHCP client requests an | P address, the request is received by both servers and both
respond with an offer. The client then accepts one of the offers (i.e., the first offer
received). The selected DHCP server allocates the address and sends the
acknowledgement to the client.

The 50/50 method of splitting scopes can only be implemented where the number of
avalable IP addressssis plentiful. This dlows each scope to fully service the number
of DHCP clients requesting addresses in the event that one of the DHCP sarversfalls.

4.6.1.2 The 80/20 method

The 80/20 method of splitting scopes provides fault tolerance in a subnetted
environment. In the 80/20 method, two DHCP servers are configured. One DHCP
server resides on the subnet the scopeis servicing. The other DHCP server ison
another remote subnet.

80% of the available address range is alocated to the local DHCP server. The
remaining 20% is dlocated to the remote DHCP server. The router connecting the
subnets is configured with a DHCP relay agent that will forward DHCP requests to
the remote DHCP server. When a DHCP client on the loca subnet sends out a DHCP
request, the loca DHCP server responds first with an offer. The remote DHCP
server's request arrives later since it needsto traverse the WAN. The DHCP client
then accepts the offer from the locd DHCP server. In the event that the locl DHCP
sarver fals, the client eventudly receives aresponse from the remote DHCP server.

The downside of the 80/20 method is that the remote DHCP server, with only 20% of

the available address space, will not be able to handle all DHCP requests from the
subnet.
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4.6.2 Clustering

In Windows 2000, Microsoft added a new capability to the DHCP service, caled
clustering. A clugter isagroup of servers (typicaly two nodes) that work in unison.
By working together, the nodes provide load balancing and fault tolerance for the
sarvices the cluster provides. To the rest of the network, the cluster looks like asingle
server. By combining the DHCP service and clustering, atype of DHCP failover can
be achieved.

The DHCP Server included in Windows 2000 is a cluster-aware gpplication. This
means that in the event that one node in the cluster fails, the DHCP service can be
restarted on the surviving node. Thisis accomplished because the DHCP database,
which houses dl current address leases, is shared between the nodes. When the
second node takes over, it is completely aware of al outstanding IP address leases and
will not give out duplicate IP addresses.

Since the clugter itself gppears as a single entity to the network, DHCP clients
continue to communicate with the cluster's IP address. They are completely unaware
that the second node in the cluster is responding to their requests.

Clustering is Microsoft's recommended strategy for DHCP fault tolerance in
Windows 2000.

4.7 Putting It All Together: DHCP Strategies

DHCP can be used in many different networking environments. Regardless of the
networking environment, DHCP in itsdlf operates fundamentaly the same. In other
words, the server isingtalled, scopes are created, options are configured, and DHCP
clients sart receiving address leases. However, depending on the network
infrastructure, more planning and configuration may need to take place before DHCP
can function efficiently and acceptably. Fortunately, DHCP is very flexible, and a
designer can take many different design ideas to create the solution best suited for the
environmen.

4.7.1 Non-Routed Environment (Single Subnet)

DHCP operating on asingle subnet isthe smplest DHCP configuration. A single
subnet does not include any routers or DHCP relay agents. By smply ingaling and
configuring the DHCP server, DHCP dients can begin alocating dynamic IP
addresses.

Designing a DHCP srategy for a non-routed environment congsts of determining the
hardware requirements of the DHCP server and then deciding which clients will be
assgned dynamic addresses and which will be configured with static addresses
(typically servers and network printers). Findly, the designer determines which
DHCP options need to be used, such as the I P addresses for the DNS and WINS
servers on the network.

The network shown in Figure 4.1 congsts of a single subnet that includesa DHCP
sarver and severd DHCP clients. To begin servicing the clients, the DHCP server
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needs a single scope whose addresses fa | within the range of the subnet. Usudly, in
this scenario, the default lease duration of 8 daysis sufficient.

Figure 4.1. DHCP in a single subnet environment

DHCP Server

DHCP Ciens Loce Hetwork W

Dtabese

4.7.2 Routed Environments (Multiple Subnets)

In arouted environment, more planning must be done in the design phase to creete the
gppropriate DHCP infrastructure. The firgt step includes the layout of the subnets and
deciding the placement of the DHCP servers. This step dso includes deciding which
fault tolerant strategies should be incorporated into the plan.

The layout of the subnets typically follows the physica layout of the network, such as
remote Sites or buildings in acampus. The subnet layout can aso be determined by
function or lines of business, e.g., the saes department and engineering department
may be located on separate subnets, athough they are both in the same building.

The placement of the DHCP servers can be alittle bit trickier. In generd, the
placement of the DHCP servers should not be determined by the adminigrative
Sructure of the network (i.e., domains or Active Directory), but by the number of
users that need DHCP sarvices. Placement of DHCP servers must dso consider fault
tolerance strategies so a particular subnet can continuoudy be serviced by DHCP.

Figure 4.2 shows one possible network topology. By using the data obtained from the
network topology, the designer can create atable (see Table 4.1) listing the different
gtes, the number of usersin each site, the subnets that service the site, and the number
of addresses available in each subnet.

Figure 4.2. Routed network topology example
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Table 4.1. Network Topology Requirements

Site Number of Users Subnet Address Number of Hosts
CorpHQ 10,000 168.34.0 1022
168.3.8.0 1022
168.3.12.0 1022
168.3.16.0 1022
168.3.20.0 1022
168.3.24.0 1022
168.3.28.0 1022
168.3.32.0 1022
168.3.36.0 1022
168.3.40.0 1022
Northeast 5,000 168.3.44.0 1022
168.3.48.0 1022
168.352.0 1022
168.3.56.0 1022
168.3.60.0 1022
West 1,500 168.3.64.0 1022
168.3.68.0 1022
R&D 50 168.3.72.0 1022
Support 25 168.3.76.0 1022

Firg, review the number of users that require DHCP in each site. The Corp HQ Site,
with 10,000 users, definitely needs loca DHCP servers. The Northeast site and the
West site also require locd DHCP servers. The two smdler sites, R & D and Support,
have few users. Therefore they can be serviced by one of the DHCP servers back in

Corp HQ.

How many DHCP servers are needed? Well, according to Microsoft, the DHCP server
in Windows 2000 can handle as many as 100,000 users. So in this case asingle DHCP
server could handle al user requests from Corp HQ as well as the two small remote
Stes. However, one reason to have more than one DHCP server isto create afault
tolerant design.
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To create fault tolerance, two DHCP servers can be placed in the Corp HQ site and
gplit using the 50/50 scope splitting method. The scopes for the R & D and Support
remote Sites can dso be split 50/50. To complete the fault tolerance plan, the routers
connecting the remote sitesto Corp HQ need DHCP relay agents configured to point
to the DHCP servers.

Theremaining two sites, Northeast and West, need one local DHCP server each. The
scopes sarvicing these sites can be split using the 80/20 scope splitting method, with
80% of the addresses assigned to scopes on the local DHCP server and the remaining
20% assigned to scopes located on the Corp HQ DHCP servers. In the event that the
DHCP server goes down on ether of these sites, the DHCP servers at Corp HQ will
service the client requests.

Another option for fault tolerance is the use of DHCP clugsters. By replacing dl the
DHCP servers with DHCP clusters, the design benefits from virtualy guaranteed
uptime, short of amajor disaster such as a power failure or fire,

To take fault tolerance even further, the designer can combine clusters with scope

splitting. This ensures thet the DHCP service will be available a al times.

A mgor factor in desgning afault tolerant plan is cost. Each of the scope splitting
gtuaions cdlsfor an additiona DHCP server. Using clusters drives the costs up
further ill, Snce a cluster must contain aminimum of two nodes.

Once sarver placement and fault tolerance is completed, the designer must begin
creating the scopes.

In this scenario, there are atota of 19 subnets. Through scope splitting, there are a

total of 38 scopes. Table 4.2 lists the scopes that need to be created.

Table 4.2. Scope Table

Site Number of
Served DHCP Server Scope Address Range Addr
DHCP-HQ1 168.3.4.0 (50% 168.3.4.1 through

CopHQ oy sten) Scope) 16835255 S1L
168.3.8.0 (50% 168.3.8.1 through 511
Scope) 168.3.9.255
168.3.12.0 (50% 168.3.12.1 through 511
Scope) 168.3.13.255
168.3.16.0 (50% 168.3.16.1 through 511
Scope) 168.3.17.255
168.3.20.0 (50% 168.3.20.1 through 511
Scope) 168.3.21.255
168.3.24.0 (50% 168.3.24.1 through 511
Scope) 168.3.25.255
168.3.28.0 (50% 168.3.28.1 through 511
Scope) 168.3.28.255
168.3.32.0 (50% 168.3.32.1 through 511
Scope) 168.3.33.255
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168.3.36.0 (50% 168.3.36.1 through 511
Scope) 168.3.37.255
168.3.40.0 (50% 168.3.40.1 through 511
Scope) 168.3.41.255
DHCP-HQ2 168.3.4.0 (50% 168.3.6.0 through 511
(Cluster) Scope) 168.3.7.254
168.3.8.0 (50% 168.3.10.0 through 511
Scope) 168.3.11.254
168.3.12.0 (50% 168.3.14.0 through 511
Scope) 168.3.15.24
168.3.16.0 (50% 168.3.18.0 through 511
Scope) 168.3.19.254
168.3.20.0 (50% 168.3.22.0 through 511
Scope) 168.3.23.24
168.3.24.0 (50% 168.3.26.0 through 511
Scope) 168.3.27.24
168.3.28.0 (50% 168.3.30.0 through 511
Scope) 168.3.31.254
168.3.32.0 (50% 168.3.34.0 through 511
Scope) 168.3.35.254
168.3.36.0 (50% 168.3.38.0 through 511
Scope) 168.3.39.254
168.3.40.0 (50% 168.3.42.0 through 511
Scope) 168.343.24
DHCP-NE1 168.3.44.0 (80% 168.3.44.1 through
Northeast (Cluster) Scope) 168.3.47.49 813
168.3.48.0 (80% 168.3.48.1 through 818
Scope) 168.3.51.49
168.3.52.0 (80% 168.3.52.1 through 818
Scope) 168.3.55.49
168.3.56.0 (80% 168.3.56.1 through 818
Scope) 168.3.59.49
168.3.60.0 (80% 168.3.60.1 through 818
Scope) 168.3.63.49
DHCP-HQ1 168.3.44.0 (20% 168.3.47.50 through 04
(Cluster) Scope) 168.347.254
168.3.48.0 (20% 168.3.51.50 through 04
Scope) 168.351.254
DHCP-HQ2 168.3.52.0 (20% 168.3.55.50 through 04
(Cluster) Scope) 168.3.55.24
168.3.56.0 (20% 168.3.59.50 through 04
Scope) 168.3.59.254
168.3.60.0 (20% 168.3.63.50 through 04
Scope) 168.3.63.24
DHCP-W1 168.3.64.0 (80% 168.3.64.1 through
West | Cluster) Scope) 168.3.67.49 818
168.3.68.0 (80% 168.3.68.1 through 818
Scope) 168.3.71.49
DHCP-HQ1 168.3.64.0 (20% 168.3.67.50 through 04
(Cluster) Scope) 168.3.67.254
168.3.68.0 (20% 168.3.71.50 through 04
Scope) 168.3.71.254
R&D DHCF-HO1 168.3.72.0 (50% 168.3.72.1 throuah 511
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(Cluster) Scope) 168.3.73.255
DHCP-HQ2 168.3.72.0 (50% 168.3.74.0 through 511
(Cluster) Scope) 168.3.75.254
DHCP-HQ1 168.3.76.0 (50% 168.3.76.1 through

Support (Cluster) Scope) 168.3.77.255 51
DHCP-HQ2 168.3.76.0 (50% 168.3.78.0 through 511
(Cluster) Scope) 168.3.79.254

While creating the scope, the designer needs to caculate appropriate lease durations.
For most of the scopes, the default lease duration of 8 days is appropriate. However,
the lease durations for the two remote sites without loca DHCP servers R & D and
Support, should be extended. By extending the lease duration, the designer guarantees
that DHCP clients in those siteswill continue to have vaid IP address leases in the
event of aWAN link failure. Double the default lease duration for these scopesto 16

days.

Lease durations may also need to be modified if the subnet utilizes the roaming
alocation method. For example, if thereisagroup of conference roomsin the Corp
HQ site, the designer can designate one subnet for these rooms. The scope servicing
the subnet could have its lease duration set to 1 hour. This alows a user with algptop
in the conference room to obtain an | P address. When the user moves to another
location, he can either release the IP address or wait for the address lease to expire. At
that point the |aptop restarts the DHCP conversation to obtain an IP address for the
new location.

Findly, the desgner must determine which DHCP options need to be specified, dong
with their correct values. This includes items such as the router address for each
subnet, aswell as DNS and WINS server addresses. The router address option needs
to be defined as a scope leve option. The DNS and WINS server options can be
defined at the scope or globa levels, depending on the DNS and WINS infrastructure.
In other words, if thereisasingle DNS server for the entire network, the DNS server
option should be specified at the globd leved, snce dl DHCP clients need to utilize

the same DNS server address. If there are multiple DNS servers, the option can be
specified at the scope leve. This dlowsload balancing to take place, since each scope
will point to a different DNS server.

4.8 Summary

There are many different components that need to come together to create a sound
DHCP design. DHCP can be designed cafeteria- Syle, implementing certain
components while disregarding others. Designing DHCP in thisway assures that the
needs of the organization are met.

This chapter discussed what types of organizations benefit from DHCP and some of
the dternative methods that can be utilized. It dso described the different components
that are part of a DHCP solution, including IP addressing strategies, network
topology, and client needs. Findly, the chapter concluded with two different scenarios
and how DHCP could be implemented in each.
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Chapter 5. The DHCP Server

During the last few chapters, | covered the nuts and bolts of TCF/IP, the earlier
protocols relating to |P address alocation, RARP and BOOTP, and finally | delved
into the operation of DHCP, including breaking down the conversation between a
DHCP server and client.

This chapter covers the ingalation and configuration of Windows 2000's DHCP
server. Fird there will be abrief introduction to the Windows 2000 operating system
family. Then | will cover the features found in DHCP server, followed by a discusson
on the various ingalation options. The chapter continues with an explanation of the
utility used to manage DHCP in Windows 2000: the DHCP Console. Using the
DHCP design previoudy outlined in Chapter 4, | will walk through the configuration
of a DHCP server. Thiswill include the creation of DHCP scopes, including lease
durations and client options.

5.1 Introduction to Windows 2000

Windows 2000 comesin four flavors: Professonadl, Server, Advanced Server, and
Data Center Sexrver.

Windows 2000 Professond is the workstation member of the Windows 2000 family.
It builds upon its predecessor, Windows NT Workstation 4.0, by adding Plug and Play
support, Remote Ingtalation Services (RIS), Encrypting File System (EFS), Kerberos
support, Recovery Console, Offline Folders and Files, Intdlimirror, aswell as many
other new festures. | will cover Windows 2000 Professona in more detall in Chapter
6.

Windows 2000 Server is meant for workgroup and departmenta environments that
need a server-based operating system to supply file and print services. Windows 2000
Server supports up to four processors and 4 GB of RAM.

Windows 2000 Advanced Server istargeted at web applications and e-commerce.
Advanced Server includes al of the features found in Windows 2000 Server with the
addition of two-node failover capability and 32-node network load balancing.
Windows 2000 Advanced Server supports up to 8 processors and 8GB of RAM.

Windows 2000 Datacenter Server istargeted at the high-end data warehousing and
online transaction processing (OLTP) areas of the marketplace. Since applications of
these types require more processing power and have larger memory requirements,
Datacenter Server includes dl of the features found in Advanced Server, with the
falover capability increased to four nodes. Windows 2000 Datacenter Server supports
up to 32 processors and 64 GB of RAM.

Table 5.1 summarizes the hardware requirements for the members of the Windows
2000 family.

Table 5.1. Hardware Requirements for Windows 2000
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Windows 2000 Wind 2000 Ser Windows 2000 Windows 2000
Professional Indows ver Advanced Server Datacenter Server

133 MHz Pentium 133 MHz Pentium 133 MHz Pentium Pentium 111 Xeon or

compatible CPU compatible CPU compatible CPU higher CPU

64 MB RAM 256 MB RAM 256 MB RAM 256 MB RAM

2 GB disk space 2 GB disk space 2 GB disk space 2 GB disk space
Minimum 8-way capable
server

5.2 DHCP Server in Windows 2000

DHCP Server, which comes with Windows 2000 Server, Windows 2000 Advanced
Server, and Windows 2000 Data Center Server, is arobust implementation compliant
with RFCs 2131 and 2132 and includes many enhanced fegtures. Although it is il
fundamentaly the same as the version of DHCP Server that shipped with Windows
NT 4.0, Windows 2000's DHCP Server supports some new and advanced festures,

incdluding the fallowing:

Integration of DHCP and DNS

Domain Name System (DNS) provides host name to | P address resolution.
DNSistypicdly a gtatic database that requires an adminisgtrator to manualy
enter host names. A new verson of DNS, Dynamic DNS (DDNS), isincluded
with Windows 2000. DHCP has been integrated with DNS to alow DHCP
clientsto automatically register their host names with the DNS database, thus
dleviating the adminigrative burden of manudly updating DNS.

Multicast address allocation

DHCP Server in Windows 2000 now includes the ability to assgn multicast
addresses as well as unicast addresses. A multicast addressis shared by a
group of computers. Typica applicationsinclude audio and conferencing
where the entire multicast group receives the multicast messages. By dlowing
DHCP to administer multicast addresses, a user can Smply join amulticast
group, such as a conference room, and participate in a multicast session.

Rogue DHCP server detection

Windows 2000's DHCP Server now includes a feature that detects and shuts
down rogue DHCP servers handing out bogus or invalid 1P addresses. A rogue
DHCP server can wreak havoc in anetwork and can aso be difficult to
troubleshoot. DHCP servers must be authorized to provide the servicein
Windows 2000. If a server is not authorized, it gets shut down automatically.

Windows Clustering

Windows Clustering alows two nodes to operate as a single entity. Since
DHCP is anetwork dependency, DHCP aong with Windows Clustering
provides afault tolerant solution that keeps the DHCP sarvice running even if
one of the nodesin the cluster crashes. This maximizes DHCP uptime.
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Improved Monitoring

Monitoring features in DHCP Server have been enhanced. One of the new
features is notification if available |P addresses fall below a user-defined levd.

Many of these advanced features will be covered in more detail in later chapters.
5.3 Installing DHCP Server in Windows 2000

Before ingaling DHCP, you should have dready designed the DHCP drategy, as
discussed in Chapter 4. During thisingtdlation, | will be referring to the DHCP design
discussed in that chapter.

Thefirg DHCP server | will ingdl isin the Corp HQ site, DHCP-HQL. First | need

to determine the range of |P addresses to be used to creste the scopes. These are the
scopes that this DHCP server will serve to DHCP clients. Remember that we will split
the scopesin this site 50/50 with the second DHCP server. Table 5.2 lists the scopes

to be created.
Table 5.2. DHCP Scopes for DHCP-HQ1
Scope Address Range

168.34.0 168.3.4.1 through 168.3.5.255

168.3.8.0 168.3.8.1 through 168.3.9.255

168.3.12.0 168.3.12.1 through 168.3.13.255

168.3.16.0 168.3.16.1 through 168.3.17.255

168.3.20.0 168.3.20.1 through 168.3.21.255

168.3.24.0 168.3.24.1 through 168.3.25.255

168.3.280 168.3.28.1 through 168.3.28.255

168.3.32.0 168.3.32.1 through 168.3.33.255

168.3.36.0 168.3.36.1 through 168.3.37.255

168.3.40.0 168.3.40.1 through 168.3.41.255

Next, | need to assign a static |P address to DHCP-HQL. | am going to assign an IP
address from the first scope, 168.3.4.10. | need to remember to exclude this IP address
when | am cresting the scopes later.

OK, I have the scopes planned out and | have astatic |P address for the server. Let's
get started on the ingdll.

Ingtaling DHCP Server can be accomplished in one of two ways.

During theinitid ingall
Adding the DHCP component

For the sake of thoroughness, | will detail both ingtadlation types.
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5.3.1 Thelnitial Install

The firg method of ingdling DHCP Sarver isto ingdl it during theinitid build of

the server. Please note that the DHCP Server service can beingalled at alater time.
However, if anew server isbeing ingaled, adding the DHCP service at thistime may
save a couple of reboots.

1. Onceyou enter the GUI phase of the ingtdlation, you will see the opening
screen of the Windows 2000 Setup Wizard. Pick Next.

2. Thenext screenis Regiond Settings. Thisis where system locde and
keyboard layout settings are defined. By default, English (United States) isthe
system locae and the keyboard layout is US. If these settings need to be
changed, sdect Customize and choose the appropriate system locale and
keyboard layout. Otherwise, pick Next.

3. Next you are prompted to personalize your software. Enter your name and
organization in the gppropriate boxes and pick Next.

4. Now you need to select the correct Licensing Modes. There are two different
licenang modes: Per Server and Per Seat. Please keep in mind that these
licenses are connected to the Server Service, which provides file and print
sharing. These licenses do not affect other services, such asweb, FTP, or even
DHCP.

Per Server

This mode determines the number of concurrent connections thet the server
will dlow. If your company has one server, thisis the licensing mode you
should use.

Per Seat

This mode is where each computer connecting to the server must have a Client
Access License, If your company has multiple servers, thisis the mode you

should use.

After selecting the correct mode, pick Next.

- If you are not sure which mode to choose, select Per Server and

o5l enter the gpproximate number of licenses you believe will be

& needed. If you need to at alater time, Microsoft allows you to
switch modes (only once) by using the Licensing applet located

in Adminisrative Tools.

5. Thenext didog box isfor providing the Computer Name and Administrator
Password. The Computer Name, sometimes referred to as the NetBIOS name,
islimited to 15 charactersin length. The Administrator Password is the
password for the Administrator account. The Administrator account has full
access to the entire system, so it isimportant to choose a good password thet is
difficult to guess, yet easy for you to remember. Enter the computer name and
adminigtrator password. Y ou need to confirm the password as well. Pick Next.
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After the Computer Name and Administrator Password didog box, thereisa
didog box to ingd| additiond Windows 2000 Components (see Figure 5.1).
In this diadog box, software components can be added or removed from
Windows 2000. For example, if you did not want to ingtal any of the games
included in Windows 2000 (I know, | know, why in the world should | remove
solitaire? | haven't played solitaire with ared deck of cardsin years!) select
Accessories and Utilities from the selection list. Next pick the Detalls button
located in the lower |eft corner of the didog box. Another didlog box is
displayed ligting dl the accessories and utilities. At this point you can uncheck
Games, or if you wish to remove a particular game, sdlect Details again and
uncheck that game.

Figure 5.1. Windows 2000 Components Wizard page

Windows Components B
‘You can add or remove comporents of \wWindows 2000 ﬁ

To add o remove a companent, cick the checkbos A shaded boy means that onle
pait of the component wil be instaled. To ges what's included in a component, click

[etalz
LComponents:
[ jjh'lana-gemﬂt and Maonikaing Tools B.2MB *l
it Message Duedng 5 ervices Z5MB
+ Mebaorkng Seraces i
::j ey Netwaik File and Frire 5ervices 00MB
B Bamnte Installabion Sanines 17 KA ﬂ

Descnplion. Conlaing a vaiehy of specishzed. nebwok-related s2races and protacols,

Tokal dsk space required: 0.3MB ;
Space avalable on disk: 13357 MEB S

Enough talk about boring things like games. Let's get back to the task at hand,
this exciting ingalation of DHCP! On the Windows 2000 Components page,
select Networking Services. Pick Details. From the list of available services,

select Dynamic Host Configuration Protocol (DHCP) (see Figure 5.2). Pick
OK.

Figure 5.2. Adding Dynamic Host Configuration Protocol
(DHCP)
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To add or iemave & component, chck the check bow. A shaded box means that only part
of the component wil be inslaled, To see whal's included in a component, cick Detals

Subsomponants of Nelwarking 5 evicss:

L o) COM Irtanat 5ervicas Prosy DOME =
w2 Domsin Mame System [DHS)] 1.1 ME

I & Dymamic Host Configuation Protocol [DHCF]
.:_-j Intermet Suthemication Sevice 0.0 MEB
._’il (a5 Admizson Control Serice 0oME
o.g Sitrple TCPUIP Services 0.0 ME
J=l Sile Sarver ILS Services 1588 7|

Descoption:  Sete up a DHCP zerver that sutomaticaly assigns erporay [P
addressas to client computers on b zame network.

Total disk space required: 00 He
Space available on disk: 1396 3 MB

Anocther point | would like to mention here is that by default, Internet
Information Services (11S) and the Indexing Service are selected. 1S and

Index Server supply web and FTP services to your server. If the server you are
inddling is not going to be hosting aweb Ste or intranet, | strongly

recommend unchecking these at this time. These services put additiond load

on the server. It isapotentia security risk aswell, not to mention the fact that
[1Sisquite large. By not sdecting it you will save a good amount of time and
disk space during the ingal.

3 Some applications may require the use of 11S and/or the Indexing
= Service. Verify the requirements of other applications you may
be ingaling on the server.

After selecting the desired software components, pick OK to continue.

7. Now you mugt enter Modem Diding Information. Thisis to configure Did-Up
Networking, where you will specify country/region and area code. Since this
is not entirdly important on a DHCP server, pick Next.

8. Make sure that the date and time settings for your system are correct.
Remember that a DHCP lease isa duration of time. If the DHCP server and
the DHCP client are not in sync, leases may expire prematurdly. Also, make
sure you select the correct time zone. Pick Next.

9. At this paint, the Networking Settings diadog box is displayed. Thisiswhere
you can either accept the default networking settings (by choosing Typicd
Settings) or customize the settings. In this case we want to select Custom
settings since we need to give the server agtatic |P address. Pick Next.

10. In the Networking Components list box, select Internet Protocol (TCP/IP) and
pick Properties. By default, "Obtain an [P address automatically” is selected.
This setting tells the system to obtain an |P address via DHCP. Since this
server will be a DHCP sarver, this obvioudy will not do. Sdect "Usethe
following IP address’ to give the server adtatic | P address. Enter the IP
address for DHCP-HQ1, 168. 3. 4. 10 . Enter the subnet mask 255. 255. 252. 0
. Since this sarver is on arouted network environment, you must aso supply
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the default gateway. For the subnet 168.3.4.0, the default gateway addressis
168.3.4.1.

If you forget to specify a Static |P address, the Windows 2000
a Setup Wizard will prompt you to specify one during the find
" 4 dtageof theingal.

11. You must also specify the I P addresses of DNS servers on the network. If you
are not sure of the DNS servers | P addresses, ask your network administrator.
However, since you are ingtaling DHCP, you probably are the network
adminigtrator. In this case, go to the Microsoft-based DNS server and at a
command prompt typei pconfi g/ all .If the DNS server is Unix-based, refer
to the operating system's documentation. From the output displayed, locate the
|P address. Return to the server you are ingtaling and select "Use the
following DNS server addresses’ and specify the preferred DNS server and
the alternate DNS server | P addresses. Pick OK, then pick Next.

12. Findly, specify whether your server will participate in aworkgroup or
domain.

Whew! We madeit. At this point the Windows 2000 Setup Wizard finishes ingdling
the different components in Windows 2000. Go get a cup of coffee & this point,
because it will be awhile and frankly, you deserveit. The Wizard has alot of work to
do!

5.3.2 Adding the DHCP Server Component

If you are adding the DHCP Server component to an existing Windows 2000 server,
the processisfarly ample.

Although there are a couple of different ways to accomplish thistask, | will show you
one method for adding DHCP Server to a Windows 2000 Server system. Asyou

explore Windows 2000, you will notice that there are many different ways to do the
same thing.

Thefirgt thing we need to do is give the server a datic | P address.
1. Right-click on My Network Places and select Properties.
2. A window will be displayed called Network and Did-up Connections. Right-
click on the Loca Area Connection icon and salect Properties (see Figure 5.3).

If the server has two or more network adapters (also known as multihomed),
there will be anicon for each network adapter.

Figure 5.3. Network and Dial-up Connections
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(=l Dieplays tha propesties of the selected connection,

In the Networking Components list box, select Internet Protocol (TCP/IP) and
pick Properties. Select "Use the following IP address' to give the server a
satic |P address and a subnet mask (see Figure 5.4). Enter the |P address for
DHCP-HQ1, 168. 3. 4. 10 . Enter the subnet mask 255. 255. 252. 0 .

Sdlect "Use the following DNS server addresses' and specify the preferred
DNS server and the alternate DNS server |P addresses. Pick OK, then pick OK
to close the Local Area Connection Properties.

Geneal |

fou can get [P seltings assigned sutomaticaly if pour netweek, suppents
thez capabiity. Othervaze, pou need bo ask your netvork adminiztator bor
the sppropniate P setings.

" Obtan an IF addeess aulomasticall
(& |lg= the following IP addiess:

|P addrezz: [168. 3 . 4 10
Subnet mask: | 255 255 252 . 0
Dataul gatenay BERERE I
o

% Lsz the following DNS serves addiesses:
Eredamed DNS seaver |‘IEE. 3. 4N

fltamate DNS zerver | 188 . 3 .40 . M

Adyancad... |
0K | Cancel |

With that now accomplished, we need to add the DHCP Server component:

1. Right-click on My Network Places and select Properties
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2. The Network and Did-up Connections window is displayed. Select the
Advanced pull-down menu. Choose "Optiona Networking Components. . . "

3.  On the Windows 2000 Components dialog box, select Networking Services.
Pick Detals. From the ligt of available services, select Dynamic Host
Configuration Protocol (DHCP). Pick OK.

Windows 2000 now copies the files necessary to ingdl the DHCP Server
components.

Asyou can seg, indaling the DHCP Server component is rdatively smple. In fact it
isone of the amplest sepsin configuring DHCP.

5.3.3 Removing the DHCP Server Component

Remember earlier when | said that there are many different ways to accomplish the
same task in Windows 2000? Wdll, I'm going to show you another way.

Removing the DHCP Server component can be simply accomplished by following the
same seps as ingtdling the component, but instead of checking the box next to
DHCP, you remove the check. When you pick Next, Windows 2000 removes DHCP.

Now | promised you another way, S0 hereitis:

1. Go to the Control Pandl. This can be found by going to Start =2 Settings =
Control Panel.

2. With the Control Panel displayed, select the Add/Remove Programs applet.

3. When the Add/Remove Programs window is displayed, choose Add/Remove
Windows Components. It takes a few seconds for the Windows 2000 Setup
Wizard to be disolayed. Thisis the same didog box that is digplayed during
theinitid build of the server.

4. Scroll down through the list box and select Networking Services. Pick Details.

5. The Networking Services didog box is displayed. Smply uncheck the box
next to Dynamic Host Configuration Protocol (DHCP). Pick OK and
Windows 2000 removes DHCP.

6. When the Windows 2000 Setup Wizard is done removing the component, pick
Finish to close the wizard.

5.4 The DHCP Console

The DHCP Console, the utility used to manage the DHCP server in Windows 2000,
can be found under Start = Programs —> Administrative Tools = DHCP.

If the Adminigtrative Tools folder is not present, right-click on

I the Taskbar and select Properties. From the Taskbar and Start
4+ Menu Properties dialog box, select the Advanced tab. Under
Start Menu Settings, select Display Adminidtrative Tools.

oo

-
o
[T
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If you are familiar with the DHCP Manager in Windows NT 4.0, you will notice a
ggnificant change. Like most of the management utilities found in Windows 2000,
the DHCP Console is a sngp-in to the Microsoft Management Console (MMC).

5.4.1 The Microsoft Management Console (MM C)

The MMC was firg introduced with 11$4. It provides a common interface that can be
customized by users, dlowing them to "snap in" whichever utilities they may want to
use. For example, in Windows NT 4.0, there were separate Utilities to do domain
adminigtration. User Manager for Domains, Server Manager, and Event Viewer are dll
Separate and distinct utilities, athough collectively they are dl essentid for domain
management. With the MMC, these three utilities can be snapped in to the MMC to
create one single user interface.

The following steps illustrate how to add sngp-insto the MMC:

1. Click Start = Run. Type Mvc and press Enter. A new MMC opens. Thisisa
blank MMC (see Figure 5.5). There are no snap-ins present. Thereis one
window displayed, called the Console Root. Now let's add some snap-ins.

Figure 5.5. Blank MMC without snap-ins

| 7 Console Root ' =jr) x|
Action  View  Faviries @ | 2

Tree | Favories | | Mame

2. Click Console =2 Add/Remove Snap-in. The Add/Remove Snap-in dialog box
is displayed.

3. Click Add. The Add Standalone Snap-ins dialog box is displayed (see Figure
5.6). Thisdisplaysthelist of available sngp-ins. A snap-in providesfor the
configuration of the different services and applications found in Windows
2000. Some snap-ins are supplied by third-party vendors, while the mgority
are supplied by Microsoft. Let's select the snap-ins that we want for our
customized MMC.

Figure 5.6. List of available snap-ins
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':‘Hfmptncnl Services Microsoft Coporation
Miznosofl Conparation

a:_injj Devvice Managear Microsoft Conparation
:@DH[F Microsoft Comparation

[N Disk Defragmentes Eneculive Software Inte.,.
Dezcription

Computer maragement and relaled system fools,

Sdlect Computer Management and click Add. A prompt is displayed, asking
you to select the computer the snap-in will manage. Accept the default, Local
Compuiter, and click Finish. The Locd Computer is the computer that the
MMC isingaled on.

Next, select Event Viewer and click Add. Select Loca Compuiter, then click
on Finish. This adds the Event Viewer snap-in to the MMC. The Evert Viewer
provides an interface to view the System, Application, and Security logs on

the Loca Compuiter.

Findly, sdlect Loca Users and Groups and click Add. Select Local Computer,
then click Finish. The Loca Users and Groups snap-in isthe interface for
cregting, deleting, and modifying user accounts and groups. Click Finish.

. Click Closeto close the Add Standal one Snap-in didog box.

Click OK to close the Add/Remove Snap-in didog box.

Exploring the customized MMC, you will see that you now have the Windows 2000
equivaents of User Manager, Server Manager, and Event Viewer al under asingle
user interface (see Figure 5.7). In Windows NT 4.0, each of these utilities is a separate
goplication. That isthe beauty of the MMC: it isacommon, expandable interface. A
software vendor needs only to design a snap-in for their application and didtribute the

snap-in
MMC.
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5.4.2 Exploring the DHCP Console

On the left-hand side of the DHCP Console is the tree pane, which displays the DHCP
serversthat are being managed by thisMMC. DHCP is displayed at the top of the
tree, with the DHCP servers listed below. The right-hand side displays the contents of
the selected object (see Figure 5.8). For example, if the top of the tree (DHCP) is
selected, the right-hand side digplays the list of managed DHCP servers dong with
their current status (Running, Stopped, or Not Connected).

Figure 5.8. The DHCP Console
: -0/ x|

Betion vew || = = | 5@ BEE B

Tree | CHCP
Cantents of CHCP Stabis
= | wzkas [127.0.0.1] Cyeikas [127.0.0.1] Rumring

7} Serwsr Options

Sdlecting an object and right-clicking digplays amenu listing the different activities
that can be performed on the object. Another way to view thislist isto sdect the
object and pick the Action pull-down menu.
Add Server. . .

Thisitem allows a DHCP server to be added to the list of servers displayed.

Manage authorized servers . . .

Thisitem is used to authorize or unauthorize DHCP servers. An authorized
DHCP sarver isa server that has been registered in Active Directory.
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Micraosoft DHCP clients will only accept DHCP offers from authorized DHCP
servers.

View

This item can be used to manipulate and modify the display of the DHCP
Console.

Export List . . .

This item exports a tab-deimited text file that lists the managed DHCP servers
and their current status (i.e., the output of the contents pane).

Help

Thisitem displays help rdating to DHCP and the MMC.

In Section 5.5, later in this chapter, | will demongtrate some of the tasks that can be
performed using the DHCP Console and the MMC.

5.5 Configuring a DHCP Server

When configuring a DHCP sarver in Windows 2000, there are some specia
configuration steps that need to be taken. Although some features may not be utilized
in every stuation, they nonetheless need to be consdered and implemented.

5.5.1 Authorizing DHCP Servers

On networks running Active Directory, Windows 2000 provides a new feature that
alows adminigtrators to authorize DHCP servers. An authorized DHCP server can
ddiver |P addresses and TCP/IP configuration data on a Windows 2000-based
network. If Active Directory detects an unauthorized DHCP server, it preventsthe
sarver's DHCP service from gtarting.

3] Authorization of DHCP serversis avalable only in Windows
— 2000 Active Directory-based networks.

Why would an administrator need to authorize a DHCP server? As shown in Chapter
3, when a DHCP client makes arequest for an |P address, it sendsa
DHCPDISCOVER message. This message is a broadcast message that any DHCP
server could receive and therefore respond to with an offer for an IP address. The
DHCP dlient has no way of confirming the identity of the offering DHCP server.

An unauthorized or badly configured DHCP server could wreak havoc on a network.
It could lease incorrect | P addresses that cause the DHCP client to be unable to
connect to the network. Another possihility is that the DHCP server could send
negative acknowledgments to the clients when they attempt to renew their current IP
address leases. As areault, the client loses | P connectivity.
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Thisgtuaion isredly not that hard to imagine. A user playing around and trying to
learn DHCP could prevent a group of clients from logging on to the network and
utilizing network resources. All the user needsto do is get acopy of Windows NT 4.0
and ingal the DHCP service and they are in business (and your network isin

trouble!). A stuation like this would be difficult to troubleshoot and track down. A
network engineer would need to use a packet sniffer to analyze the DHCP packets. By
andyzing the packets, they could locate the unauthorized DHCP server viaits IP
address.

Luckily, Windows 2000 will do this detection for us. So how does Windows 2000
detect an unauthorized DHCP server? Windows 2000 follows an ordered processto
determine if the server is authorized to provide DHCP services.

When the DHCP sarvice starts, it sends a broadcast message known as a
DHCPINFORM message. The DHCP informational message is used to obtain
information from a DHCP server. The information the server islooking for isthe root
domain where other DHCP servers are ingtalled.

When other DHCP servers receive the DHCPINFORM, they respond with a
DHCPACK that acknowledges the request and sends the root domain information.
The requesting server compiles alist of DHCP servers that have responded and the
root domain used by each of those servers.

After the list has been compiled, the initidizing DHCP server checksto seeif Active
Directory isavailable.

§
&L

When the firs Windows 2000 domain controller isinstalled on
the network, Active Directory is present.

x4

If the directory is not available, the server can start the DHCP service aslong as no
other authorized DHCP servers are servicing the network. The server continuesto
send out DHCPINFORM broadcagts every five minutes and collect information about
other DHCP servers.

If the directory isavailable, the server queries Active Directory for the list of
authorized servers. The server searchestheligt for its |P address and if found, will
initidize the DHCP sarvice. If it is not found, the server does not initidize the service

Although authorizing DHCP serversis a greet thing to do, it isonly useful on
networks running Windows 2000. DHCP servers found in Windows NT 4.0 or other
operating systems do not support server authorization. In cases like this, the network
engineer needs to resort to the packet sniffer.

Weél, now we know how Windows 2000 ferrets out unauthorized DHCP sarvers. But

how do you authorize a Windows 2000 DHCP server? The following stepsillustrate
the authorization process:
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1. Toauthorize a DHCP server in Windows 2000, you must be amember of the
Enterprise Adminigtrators group. If you are not amember of this group, log on
with auser account that is a member, or have an Enterprise Administrator add
you to that group. Another option isto have an Enterprise Administrator
delegate control to your account. Thisis covered in detail later in this chapter.

2. Open the DHCP Console (Start = Programs =2 Administrative Tools =
DHCP).

3. Inthetree pane, pick DHCP.

4. Right-click on DHCP and select "Manage authorized servers. .. " The
Manage Authorized Servers didog box is displayed (see Figure 5.9).

Figure 5.9. Authorizing DHCP servers

2| x|
| 1P Address | Autharize.. ]
Unauthorize |

Rghezh

5. Pick Authorize and enter the name or |P address of the DHCP server you want
to authorize.

i Pease note that this procedureis required only if the server that
ar is running the DHCP service is not a domain controller. If the
4:: DHCP saver isingaled on adomain controller, the DHCP
server will automatically be authorized when it is added to the
DHCP Console.

Authorizing DHCP serversis a powerful way to control the DHCP servicesthat are
active on the network.

5.5.2 Scopes

In order for DHCP clientsto receive even asingle | P address from the DHCP server,
a DHCP scope needs to be created. A DHCP scope is arange of 1P addresses to be
distributed by the DHCP server. The range congsts of contiguous | P addresses from
the same subnet.

5.5.2.1 Scope design considerations
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The range of | P addresses used to create the scope should not contain any gtatic IP
addresses of existing computers. If there are any dtatic addressesin use, there are
severd choices available to fix the problem:

Convert them into DHCP dlients.

Use address reservations.

Use address exclusions.

Shorten the scope's range of | P addresses.

The firgt option, converting the computersinto DHCP dlients, is the easiest solution.
Once converted, the computer can request an |P address via DHCP. This may not be
the idedl solution if the computer needs a static | P address, such asaweb or FTP
sarver. In this case, we would need to choose one of the remaining options.

The second option, using address reservations, enhances the first solution by adding

| P address reservations in the scope. These address reservations contain the MAC
address of the DHCP client. When a DHCP client requests an | P address, the DHCP
server examines the MAC address from the DHCPREQUEST packet and looks for a
reservation that matchesit. Asyou can see, thisisamore degant solution. The
computer dways gets the same | P address, while any DHCP options that may change,
such as DNS server addresses, are automaticaly updated. | will discuss reservations
in gregter detall later in this chapter.

Another option isto use address exclusons. Exclusions are | P addresses that are not
to be leased to DHCP clients. Exclusons work great when a server or network device
must use a static I1P address or when the device does not support DHCP.

Thefind option is shortening the scope's range of |P addresses. For example, take a
subnet of 192.168.0.0/24. Thisyields 254 host addresses. Since there are 25 servers
on this subnet, you want to shorten the DHCP scope by removing the first 25 IP
addresses in the range. As aresult, the scope range of valid |P addressesis
192.168.0.26 through 192.168.0.254. | don't recommend doing this because it may be
difficult to support and administer. In this example, the scope 192.168.0.0 looks like it
includesthe entire range. In actudity it doesn't, and the administrator who configured
the scopeisthe only person aware of that. Another adminisirator or new employee
would have adifficult time supporting this.

Another item to remember isthat the DHCP server itsdf requires astatic | P address.
Therefore it too must be excluded from the scope. In this Stuation, an administrator
should use an address excluson.

So, why an address excluson and not one of the other options discussed previoudy?
The reason you need to use an address exclusion is because the DHCP server cannot
be a DHCP client. Once the DHCP Server sarvice isingdled, the option to assign an
|P address via DHCP is disabled. Since the DHCP server cannot be a DHCP client,

the firgt two options are Smply not possible. The find option, shortening the scope, is
aposshility. But again, | do not recommend it.
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The DHCP scope also contains other information, such as lease duration and DHCP
options that will be distributed along with the |P address. Let's take a few moments to
decide what these items should be.

Fird, let's condgder the lease duration. The lease duration is the amount of timethat a
DHCP client can use an | P address before being required to renegotiate the lease.

As discussed in Chapter 4, the lease duration can have severd functions. For example,
if the subnet has an abundance of available |P addresses, the lease duration can be set
to alonger length of time. This cuts down on DHCP traffic. On the other hand, if the
subnet has alimited supply of 1P addresses that need to be reclaimed more often, the
lease duration can be set to a shorter length of time.
For the scopes | am creeting, the main subnets have an abundance of |P addresses. In
this case, | am going to leave the lease duration at the default setting of 8 days. Later
in this chapter | will demongrate how to change an exigting lease duration.
Next, | need to consider the DHCP clients and the DHCP options they support and
require. For example, let's say that the first scope | am creeting contains Windows 95
workgtations. The Windows 95 workstations support the following DHCP options:
Subnet Mask Option (1)

This option specifies the subnet mask to be used by the client.
Routers Option (3)

This option specifies the default gateway.
Domain Name Option (15)

This option specifies the domain nameto be used by the client.

Domain Name Servers Option (6)

This option lists the DNS serversto be used for host name resolution by the
client.

NetBIOS Name Servers Option (44)

This option lists the WINS servers to be used for NetBIOS name resolution by
the client.

NetBIOS Node Type Option (46)
This option determines the NetBI OS node type to be used by the client.
NetBIOS Scope Option (47)

This option specifies the NetBIOS scope ID to be used by the client.
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Taking into account the current network infrastructure, a DHCP designer needsto
determine which options are required and what are the correct values for these
options.

According to my fictional network design, here are the DHCP option vaues for this

subnet:

Option Value
Subnet Mask 255.255.252.0
Routers 168.34.1
Domain Name helpandlearn.com
Domain Name Servers 168.34.11, 168.3.40.11
NetBIOS Name Servers (WINS) 168.3.4.12, 168.3.40.12
NetBIOS Node Type 0x8 (H-node)
NetBIOS Scope Option Not used

Now let's get started creating the first scope.

5.5.3 Creating a Scope

Creating a DHCP scope is very smple once the design criteriais decided. Just aswith
every other function in Windows 2000, Microsoft was nice enough to create awizard
that walks you through the DHCP scope creation process.

To create a DHCP scope, follow these steps:

1. Inthe DHCP Console, right-click on the DHCP server that will contain the
scope. Select "New Scope. . . " from the menu.

2. The New Scope Wizard starts. Click Next on the Welcome screen.

3. Enter aname and description for the new scope. This nameis used to identify
the scope. For the scope | am creating, | enter 168.3.4.0 for the name and
Corp-HQ for the description (see Figure 5.10). Y ou can use more descriptive
names, such asthe physica location of the scope (e.g., Building 411 - Third
Floor) if you prefer. Click Next.

Figure 5.10. Scope name

peoviding a desciiption

w
Scope Name tﬁ:_\“'.‘-l
‘fiou have bo provide an dentifing scope name. You alzo have the opton of _‘j‘h

Type a name and descnption for this scope. This infamation helps you quickly identiy
howe the scope is to be used on wous network.

Mame: 168340

Diescriplion CopHE
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4.

Now define the scope address range. The range must be a set of contiguous IP
addresses belonging to a single subnet (see Figure 5.11). Since | am defining
the scope for subnet 168.3.4.0, | enter the starting | P address, 168.3.4.1, and
the ending IP address, 168.3.4.254. Next enter the subnet mask traditionaly
(i.e, 255.255.252.0) or as alength (i.e., the number of bitsthat comprise the
network address, 22).

Figure 5.11. Specifying the scope address range

IP Addrezs Range "f.cb-\
‘fou defing the scope address 1ange by idestifying a zel of conzecutive [P lﬁlll
oddrermes

Eriter the range of addeesres that the scope diglibutes,
Shak P address: | 188 3 . 4 1

EndIP addiess; [168. 3 . 4 .54

A, subnet mask defines how many btz of an 1P addiess to use for the nefwork.subnet
|0z and how many bits bo uge for the hozt 1D You can specily the subnet mazk by
length or a5 an P addiess.

Length: o

Subrat mask: [25. 255 252, 0

coce |

Note that the starting |P address cannot be the first address in the subnet. For
example, if the scope being created was for the 192.168.0.0 subnet, the firgt
address on that subnet is 192.168.0.1. Recall from Chapter 1, that any |P
addresswith dl zerosisinvalid. All zerosin the host portion of the address
designates the address as the subnet address. If you enter an invalid IP address,
an error message will be displayed (see Figure 5.12).

Figure 5.12. Invalid IP address error message

[

! E The starting address is nok walid For this range. Make sure that the host 10 is not 0,

If you enter arange of |P addresses that is bigger than the subnet mask
provides, another didog box will be displayed asking if you would like to
create a superscope. Superscopes are covered later in this section. Click Next.

Next, enter any address exclusions (see Figure 5.13). An address exclusion is
an |P addressthat is included in the scope range but which the DHCP server is
not to distribute.
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In the scope | am creeting, | want to exclude the first 25 addressesin the

scope. Therefore, | need to enter arange of |P addresses to be excluded. | enter
168.3.4.1 through 168.3.4.25. If you want to specify asingle IP address, use
that address in the starting address field only. Click Add to add the range of 1P
addresses to the exclusion list.

Figure 5.13. Specifying address exclusions

Add Exclusions =5
Excluzons are addesses o & range of addreszes fhat ae not distibuted by the 5.\

EEIvEl

Type the IP addres: iange that vau want o exclude. |1 pou want 1o exchide & single
addrecs, lype an addiess in Start P addrece anby.

Stant |P sddnass: End P sddrecs

Excluded address range:

168.3.4.1 b 168.2.4.25 Remave |

< Back | Hewt > Cancsl |

Also be sure to add the address of the DHCP server to the excluson list.
Remember that the DHCP server requires a static | P address. Since the IP
address | used for the DHCP server (168.3.4.10) was within the exclusion
range | defined, | do not need to create a separate excluson. Click Next.

Next, specify the lease duration to be used for this scope (see Figure 5.14).
Lease durations are used to dlow the DHCP server to reclaim | P addresses.
Lease durations and strategiesin their use were covered in detail in Chapter 4.
Use the up and down arrows to specify the duration in days/hours/minutes. For
this subnet | am accepting the default value of 8 days. Click Next.

Figure 5.14. Specifying lease duration

Leaze Duration 'Q::--]
The leaze dulalion speciie: how long a cient can wse an P addiess flom thiz @1
SCO0E.

Leave duralions should hppcaly be equal bo the avelage ime the corpubes iz
cormected ko the came phyzical neteok. For mobile networks that consst mainky of
poitzble computers or dalup clents, shoiter lease duwalions can be uzeiul

Lkevase, for a stable nehacek that consists mank of deskbon compuiens &t foeoed
locationg, bonged lease dutahons are mone appropnats.

Sef the chealion for scope leases when dishibubed by this server.
Limited bo

Dians: Hours; Mirtes:

=l = I

-
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7.

10.

11.

12.
13.

Now you have a choice of configuring DHCP options now or later (see Figure
5.15). DHCP options are settings distributed to DHCP clients when they lease
an |P address from this scope. These options can include information such as
default gateway or DNS server addresses. Since | dready determined which
DHCP options to configure, select "Yes, | want to configure these options
now" and click Next.

Figure 5.15. Configure DHCP Options page

B i
Configure BDHCP O plions -‘,-‘-_tv-\l
fious have to configuns the mos! commaon DHCF options before clents can use the w

BC00e.

‘wihen clients abtain an addiess, they sre gieen DHCF oplions such as the IP
addrezzes of touters [default gatewsapz). DMS servers, and WIMS sattrags for that
1COpe,

The zettings you select here are for thiz scope and ovende seltings configurad in the
Serwer Options folder for this serves,

[ wows vearit to conhiguie the DHCP cpbons foe thes scope now?

* ez | want to configue these opbons now

Mo, | wil configure these opbons later

<Beck [ Wews ]| canca |

The New Scope Wizard prompts you to enter a Router (Default Gateway) |P
address. For the subnet 168.3.4.0, the router addressis 168.3.4.1. Enter the IP
address for the router and click Add. Click Next.

Next you need to enter DNS configuration data. These configuration settings
will alow the DHCP clients to query DNS servers for host name to | P address
resolution. Firgt, enter the parent DNS domain. The domain namethat | am
using for this example is hel pandlearn.com. Next, enter the | P addresses for
the DNS servers. If you are not sure of the IP address but you do have the host
name of the DNS server, you can enter the server's name and click Resolve to
find the IP address. Enter 168.3.4.11 and 168.3.40.11. When finished, click
Next.

Now it'stime for WINS configuration. WINS servers resolve NetBIOS names
to IP addresses. Enter the | P addresses for the WINS servers, or enter the
WINS server's name and click Resolve. Enter 168.3.4.12 and 168.3.40.12 for
my example. Click Next.

Next you are prompted to activate the scope. Activating the scope alows
DHCP clientsto obtain I P addresses from the scope. For this example, sdlect
"No, | will activate the scope later.” (There may be Stuations where you want
to wait before activating a scope, such as when you are converting from one |P
addressing scheme to another.) Click Next.

Click Finish to creste the scope.

Notice the red down arrow on the scope icon. This designates that the scope is
not active. Thisiswhy | didn't want you to activate the scope yet. To activate
the scope, right-click on the scope and select Activate from the menu. Thered
down arrow disappears and the scope is active.
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After the scope has been created, additiona items can be configured, such as more
DHCP options, exclusons, and reservations.

5.5.3.1 Adding exclusion ranges

Any devicesthat are gaticaly configured should be excluded from the scope. Devices
such as DHCP servers, non-DHCP dlients, or RAS clients should be defined and
added to the exclusion list. During the New Scope Wizard, | crested one exclusion
range: 168.3.4.1 through 168.3.4.25. Let's say there is aweb server on the 168.3.4.0
subnet that requires a static | P address. Its | P address, 168.3.5.45, is not within the
excluson range | previoudy created. | need to create another excluson for this server.

1. Toadd additiond exclusions, right-click on Address Pool and select "New
Excluson Range. . ."

2. If you want to exclude only asingle address, enter only the starting |P address
168.3.5.45 in the Add Exclusion didog box (see Figure 5.16). Click Add.

Figure 5.16. Add Exclusion dialog box

7| x|

Tupe the [P address range that vou wark bo exchude. IF vou want to
exchude a sngle address, type an addiess in Stat [P addvecs onlp

Slant |P address 168, 3 . 5 . 45

EndiF addess |

Ed | [loze

In the Address Pool, the exclusion just added isincluded in the list dong with the
address pool and dl other exclusions for this scope.

- An exclusion range cannot be created if thereis an active leasein
. that range. Delete the active lease and try to create the exclusion
~ 4% agan

5.5.3.2 Adding reservations

A resarvation is used for a DHCP dlient that will aways be assigned the same IP
address. Reservations may be used for printers or other devicesthat are DHCP clients
but require the same I P address continuoudly.

Note that the DHCP client does not automatically use the | P address being reserved.
The DHCP server has no mechanism to notify the client to begin using the new
reserved |P address. The DHCP client must issue a DHCPREQUEST to usethe
reservation. This can be done at a Windows 2000 client by using thei pconfi g

/ r el ease command. When the DHCP server gets the DHCPREQUEST, it reads the
chaddr fidd that containsthe client's MAC address. If there is areservation for that
MAC address, the DHCP server continues the process using the information found in
the reservation.
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To add areservation, right-click on the Reservations folder listed under the
selected scope and select "New Reservation . . ." (see Figure 5.17).

Figure 5.17. Adding reservations
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The New Reservation didog box will be displayed (see Figure 5.18). Enter the
following information:

Reservation name

The name for this reservation. Thisis displayed in the DHCP console under
Reservations.

IP address
The IP address being reserved. This IP addressiis given to the DHCP client.
MAC address

The MAC address of the DHCP client. The DHCP server uses the MAC
addressto identify the DHCP client and honor the reservation.

Description
A description of the reservation. Thisis displayed in the Address Leases view.
Supported types: Both, DHCP only, BOOTP only

Specifies whether BOOTP clients, DHCP clients, or both can use this
reservation.

Figure 5.18. Configuring a new reservation
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- To change the | P address of areservation, the reservation must
as be deleted and recreated.

5.5.3.3 Adding BOOTP support

The verson of DHCP Server found in Windows 2000 responds to requests from both
DHCP clients and BOOTP clients. Windows 2000 DHCP Server supports BOOTP
clients by providing dynamic IP address adlocation as well as providing boot file
information. The BOOTP dient uses the boot image file to completeitsinitidization.
Thefileislocated on a Trivid File Transfer Protocol (TFTP) server.

- TFTPissaid to be "trivid" becauseit isfaster and has less

ay functiondity than its big brother, File Transfer Protocol (FTP).
"4 TFTPisfaster than FTP because it uses UDP, which does not
acknowledge data trandfer, instead of TCP, which sends
acknowledgments. TFTP has less functionality because it does
not support features such as authentication and directory

browsing.

Setting up the DHCP server to provide boot file information requires two steps:

1. For eech BOOTP client, add a client reservation within an active DHCP scope
(see Section 5.5.3.2).

2. Inthe BOOTP table, add BOOTP entries for each BOOTP client's operating
system and hardware platform.

To view the BOOTP table, right-click on the DHCP server. Select Properties.
The Properties page of the DHCP server will be displayed. Check "Show the
BOOTP table folder" and click OK.

Right-click on the BOOTP table folder and select Add BOOTP Entry. Inthe

diaog box, enter the BOOTP image filename and the TFTP server name.
Click Add, then click Close.
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To set up ascope to support BOOTP clients, follow these steps:

1. Inthe DHCP Consolg, right-click on the desired scope. Select Properties.

2. Onthe Advanced tab, designate whether this scope will assign IP addresses to
DHCP clients, BOOTP clients, or both. Set the desired lease duration here as
well.

5.5.4 Removing a Scope

If you want to remove a scope because the subnet is no longer in use or you want
DHCP clients to use a new scope, you must follow a particular procedure:

1. Fird, create areplacement scope. The replacement scope must be on the same
subnet that the existing scope is servicing. Activate the new scope.

2. Next, deactivate the existing scope. Deactivating the scope dlows dlients
using that scope to renew ther leases with the replacement scope. If the
exigting scope were Smply deleted, the clientswould lose their leases.

3. When there are no active leases in the existing scope, the scope can be deleted.

5.5.5 Reconciling a Scope

Reconciling a scope is the process of detecting and fixing discrepancies that relate to
client information, such aswho owns which IP address or showing an IP address as
leased when it may not be. The DHCP server accomplishes this by comparing scope
information stored in the DHCP database with scope information found in the
registry. If any discrepancies are found, the DHCP server ether crestes atemporary
reservation for the address or restores | P addresses to the origina owner.

- Although reconciling fixes some errors in a scope, it is not meant
@) 0 be a replacement for the normal backup and restore
" 4+ procedures discussed in Chapter 7.

To reconcile a scope:

1. Right-click on the scope to be reconciled. Select "Reconcile. . . "

2. Click Verify to begin the reconciliation.

3. Onthe Reconcile didog box, any inconsstent | P addresses are listed. These
are |P addresses known to be leased in the registry, but not in the DHCP
database. Click Reconcile to fix the discrepancies.

For the remainder of this chapter, | will discuss the different configuration items
relating to DHCP scopes, such as leases, options, and reservations.

5.6 Leases
A leaseisalength of timethat the DHCP server agreesto let a DHCP client use an
assigned IP address. When aclient isusing alease, the lease is consdered active,

During the duration the client holds alease, the client mugt attempt to renew the lease.
Thesetimes are known as T1, which occurs a 50% of available lease time remaining,
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and T2, which occurs at 87.5% of available lease time remaining. If the lease is not
renewed and expires, the lease is consdered inactive.

5.6.1 Lease Duration Strategies

By default, when a scopeis created, the lease timeis set to 8 days. Usudly 8 daysis
plenty of time. However, you may want to adjust the lease duration to improve
performance of DHCP servers or to reclaim IP addresses more quickly.

If there are alarge number of 1P addresses available and the environment is
very stable, i.e., there are not many changes being made, the lease duration
could beincreased. By increasing the lease duration, DHCP trafficis
decreased because clients do not have to attempt to renew their lease as often.
If the number of 1P addressesis limited and/or there are many remote users,
the lease duration should be decreased. With a decreased lease duration, IP

addresses arereclaimed at afaster rate.

5.6.2 Viewing Client L eases
To view aclient's lease, follow these Steps.

1. Inthe DHCP Console, expand the scope that contains the client lease. Click on

Address L eases.
2. Inthe Details pane, find the client lease to view. View the information
contained in the pane.

5.6.3 Deleting Client L eases
To delete aclient'slease, follow these steps:

1. Inthe DHCP Console, expand the scope that contains the client lease. Click on

Address L eases.

In the Details pane, find the client lease you want to delete.

3. Rignt-click on the client lease and sdlect Delete. Answer Yesto the
confirmation dialog box.

4. If you do not want that 1P address to be used by a DHCP client, create a
Reservation or Excluson as discussed earlier in the chapter.

5. Goto theclient that holds the release and force it to release the P address. In
Windows 2000, typing the command i pconfi g / r el ease accomplishesthis.

6. If the client needs another IP address, typei pconfi g /renew.

N

5.7 Options

DHCP options are used to pass TCP/IP configuration information from the DHCP
sarver to the DHCP client. By using DHCP to configure these options, the
adminigrator can centrally control and distribute configurations that would otherwise
need to be manually et at the client.
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DHCP options are standardized and defined in RFC2132. In Windows 2000, al
DHCP options are predefined and available for use. Non-standard options can aso be
defined on the DHCP server. This should only be done in specid caseswhere a
particular software package requires them.

Please note that not al DHCP clients support al standard DHCP options. For
example, the Microsoft-based DHCP clients are designed to request only asmall
subset of the options. The only exception is the Windows 2000 DHCP Client, which
can also support the Perform Router Discovery (31) and Static Route (33) options.

Microsoft-based clients request the following options, which are defined as properties
of the scope, such as lease duration time:

Renewd Time Option (58)
Rebinding Time Option (59)

IP Address Lease Time Option (51)
Server ldentifier Option (54)
Subnet Mask Option (1)

Microsoft-based dients will aso request the following options:

Routers Option (3)

Domain Name Option (15)

Domain Name Servers Option (6)
NetBIOS Name Servers Option (44)
NetBIOS Node Type Option (46)
NetBIOS Scope Option (47)

Options in Windows 2000's DHCP Server can be defined in five different ways.
Predefined Options, Server Options, Scope Options, Class Options, and Reservation
Options.

- Options are gpplied on the DHCP client from most specific to
ar most generic. In other words, they are applied in the following
g+ order: Reservation Options, Class Options, Scope Options,
Server Options, and finally Predefined Options.

5.7.1 Predefined Options

Predefined Options are set a the DHCP server level. An administrator can add or
remove options and set their default vaue. Predefined Options are available to any of
the other option levels (i.e., Server Options, Scope Options, Class Options, or
Reservation Options), but they are not assigned to clients until the administrator
configures them for a scope.

5.7.1.1 Assigning Predefined Options

In the following example, | will predefine the Router (3) option to use aparticular IP
address:
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1. Inthe DHCP console, right-click on the DHCP server where the predefined
optionswill be located. Select " Set Predefined Options. . . "

2. The Predefined Options and Vaues diadog box is displayed. From the Option
Name dropdown list, select 003 Router (see Figure 5.19). Click "Edit Array . .

Figure 5.19. Predefined Options and Values dialog box
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3. ThelP Address Array Editor is digplayed (see Figure 5.20). Enter 192.168.0.1
inthe IP address field and click Add. Y ou can also enter a server or router
name into the Server name field. Click Resolve and DNS resolves the name to
an IP address. The resolved |P addressis displayed in the IP address field,
where you can add it to the list. Click OK.

Figure 5.20. The IP Address Array Editor
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4. Click OK on the Predefined Options and Vaues dialog box when you are
finished.

Now when the 003 Router option is selected in any scope, it will aready have the
default IP address of 192.168.0.1. Of course, this can be deleted at the scope level and
changed to another |P address.

Y ou can dso add a custom predefined DHCP option, but this should only be doneiif it
is required by a software gpplication. DHCP clients that are not designed to support
the custom option ignore it. Just be careful: a poorly designed DHCP client may not
handle it very well and could cause the operating system to crash.

5.7.2 Server Options

Server Options are options that are applied to al scopes and clients of the DHCP
sarver. Options assigned here are typically used throughout the entire organization.
For example, if the company has asingle DNS server, the Domain Name Servers
Option (6) can be defined here, and dl clients in the company will receive the IP
address of the DNS server. Scope Options, Class Options, and Reservation Options
override Server Options.

5.7.2.1 Assigning Server Options
To assgn Server Options, follow these steps:

1. Inthe DHCP Console, right-click on Server Options listed below the desired
DHCP server. Sdlect "Configure Options. . . "

2. The Server Options didog box is displayed. Scroll through the Available
Options windows and view the options available to be assigned (see Figure
5.21). Remember that DHCP clients only support certain options. Click the
checkbox next to 003 Router. Remember when | predefined this option earlier
inthis section? The IP address 192.168.0.1 is aready defined. Select
192.168.0.1 and click Remove. Add another IP address as the default gateway .
Click OK when finished or assign additiona Server options.

Figure 5.21. Assigning Server Options
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5.7.3 Scope Options

Scope Options are gpplied to dl clients that have leases from a particular scope. In
mogt environments, thisis the level where options will be goplied.

5.7.3.1 Assigning Scope Options
To assign Scope Options, follow these steps:
1. Inthe DHCP Console, expand the scope where Scope Options are to be
assigned. Right-click on Scope and select "Configure Options. . . "
2. The Scope Options dialog box is displayed. Scroll through the Available

Options windows and view the options available to be assigned. Click OK
when finished or assign additional Server Options.

5.7.4 Class Options

Class Options are a new feature found in Windows 2000. Class Options can be used
to identify a particular set of DHCP dlients that have needs different from other clients
found in the environment.

A good example of thisis Windows 2000. Besides the options listed earlier in this
section, Windows 2000's DHCP Client can use two additional options:

Perform Router Discovery (31)

This option specifies whether the DHCP client can use ICMP to discover
Routers by sending Router Solicitation messages.
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Static Route (33)

This option specifiesalist of satic routesto be ingtaled into the client's
routing table.

Since other Microsoft clients will not support these options, a Class Option can be
created for the Windows 2000 DHCP clients.

Windows 2000 supports the use of two types of class options: User Classes and
Vendor Classes.

5.7.4.1 User Classes

User Classes are supported with the use of the User Class (77) Option. Thisoptionis
not part of the DHCP standard and is proposed in adraft RFC called "The User Class
Option for DHCP" (http://www.ietf.or g/inter net-dr afts/dr aft-ietf-dhc-userclass-10.txt).

For example, usersin separate departments might require the use of different DHCP
options, even though they both use the same scope. Usersin the accounting
department may use a third- party application that requires a database server to be
gpecified via DHCP options. By using User Class IDs, the DHCP server isable to
differentiate between users in the accounting department and other users. Only users
in the accounting department receive the DHCP option for the database server.

The User Class Option is smply ASCII text used to identify a DHCP dlient asa

member of a particular User Class. Windows 2000 has severd predefined User
Classes (see Table 5.3).

Table 5.3. Predefined User Classes

ClassName Class Data Description
Default User Thisclassisused for clients that do not identify themselves as
Class (none) members of any User Class. Windows 2000 DHCP clients with user

classes unknown to the DHCP server are placed in this class.

Default
Remote RRAS.Microsoft
Access Class

Thisclassisused toidentify clientsthat are connected to the
network viaa RAS server.

Default
BOOTP class

BOOTP.Microsoft |This classis used to identify BOOTP clients.

When a Windows 2000 DHCP server receives a DHCPREQUEST that contains the
User Class Identifier, it sends options assigned to that User Classif available.

To use User Classes, the User Class must be defined at the DHCP server and the
DHCP dlients.

To define a User Class at the DHCP server, follow these steps:

1. Inthe DHCP Console, right-click on the DHCP server where the User Classis
to be defined. Sdlect "Define User Classes. . . "
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2. Inthe DHCP User Classes didog box, click Add to add anew User Class.

3. Inthe New Class didog box (see Figure 5.22), enter aname in the "Display
name" fidd. The display nameis used to display the User Class; it isnot the
actua name of the class. Enter adescription in the Description field. To enter
the name of the class, click in the arearight below ASCII. Enter the name
here. Click OK to add the User Class.

At this point you can begin assgning DHCP options to the new User Class.

Sdlect the scope that will use the new User Class.

Right-click on Scope Options and select "Configure Options. . . "

Click on the Advanced tab.

Sdlect the new User Class from the dropdown box and select the DHCP
options that will be a part of this User Class. Click on OK.

el O

Figure 5.22. Configuring a new User Class
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To assign a DHCP client to aUser Class, use the following command at the client:

i pconfig /setclassid "Local Area Connection" NewUserCl asslD

To view which User Class the DHCP client belongs to, use this command at the
client:

i pconfig /showcl assid "Local Area Connection”

5.7.4.2 Vendor Classes

Vendor Classes are supported with two options that are part of the DHCP options
standard, defined in RFC2132.

V endor-specific options are used to exchange specific configuration options between
aDHCP server and its clients. Serversthat are not designed to handle vendor-specific
options will ignore client requests for these options. Clients that do not receive the
requested options should attempt to operate without them.

The vendor isidentified by the Vendor Class Identifier Option (60). Clients use this
option to identify their Vendor Class. When the Windows 2000 DHCP server receives
aDHCPREQUEST that contains the Vendor Class Identifier, it sends vendor-specific
information pertaining to that vendor, if available.
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In Windows 2000's DHCP Server, there are several predefined DHCP Vendor Classes

(see Table 5.4).
Table 5.4. Microsoft Vendor Classes
Class —
ClassName Data Description

Microsoft Windows MSFT . . . . . . .
2000 Options 50 This classis used to identify clients running Windows 2000.
Microsoft Windows 98 |MSFT  |Thisclassis used to identify clients running Windows 98. There
Options 98 are no options defined in this class.

. : Thisclassis used to identify all clients running either Windows
Microsoft Options MSFT 2000 or Windows 98.

. Thisclassis used to identify all clientsthat are not running

DHCP Standard Options Windows 2000 or Windows 98.

The Microsoft Options and Microsoft Windows 2000 Vendor Classes provide the
following options

Disable NetBIOS over TCP/IP (NetBT) Option

This option disables NetBIOS over TCP/IP. With Windows 2000, NetBT is
not required, and therefore it can be disabled. Earlier Microsoft operating
systems required NetBT. A vaue of 2 disables NetBT.

Release DHCP Lease on Shutdown Option

This option controls whether a Windows 2000 DHCP client releasesits IP
address lease upon shutdown. A value of tells the client not to send a
DHCPREL EA SE message to the server. A vaue of 1 tellsthe client to send a
DHCPREL EASE message.

Default Router Metric Base Option

Thisoption is used to set a base metric for dl default gateway routes used on
Windows 2000 DHCP clients. A metric is used to calculate the fastest and

cheapest routes.

To define aVendor Class a the DHCP server, follow these steps:

1. Inthe DHCP Console, right-click on the DHCP server where the Vendor Class
isto be defined. Sdlect "Define Vendor Classss. . . "

2. Inthe DHCP Vendor Classes dialog box, click Add to add a new Vendor
Class.

3. Inthe New Class didog box, enter aname in the "Display name’ field. The
display name is used to display the Vendor Class; it isnot the actud name of
the class. Enter a description in the description field. To enter the name of the
class, click in the arearight below ASCII. Enter the name here. Click OK to
add the Vendor Class.
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5.7.4.3 Assigning Class Options

Class Options can be assgned much like assigning options at the server and scope
levels. Class Options can be found under the Advanced tab on the Server and Scope
Options dialog boxes (see Figure 5.23). Class Options assigned at the server leve
flow down to the scope and client levels.

Figure 5.23. Assigning Class Options
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5.7.5 Reservation Options

Reservation Options are used when a single client has specid configuration needs. To
assign Resarvation Options, areservation must first be created for the client.

5.7.5.1 Assigning Reservation Options
To assign Reservation Options, perform the following steps:

1. Inthe DHCP Console, expand the Reservations folder in the scope. Right-
click on the client reservation where the options are to be assigned. Select
"Configure Options. . . "

2. The Reservation Options didog box is displayed. Scroll through the Available
Options windows and view the options available to be assigned. Click OK
when finished, or assgn additionad Reservation Options.

Widl, by now you should have afully functioning DHCP server. The DHCP server
contains scopes that are servicing subnets with arange of |P addresses aswell as
excluding some | P addresses for servers and routers. The scopes |ease durations have
been configured depending on the environment. If there are usualy alot of changes,
the lease duration is short so the DHCP server can reclam IP addresses. If itisa
gtable environment, the lease durations can be kept at the default of 8 days or
increased further. Finally, DHCP options have been assigned so that DHCP clients are
receiving configuration information such as default gateways and | P addresses of

DNS and WINS servers.
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5.8 Summary

Windows 2000's DHCP Server offers many new enhanced features that build upon a
strong implementation based on RFCs 2131 and 2132. This chapter covered Windows
2000's DHCP Server starting with a brief introduction to the Windows 2000 operating
sysem family.

In this chapter, | covered some of the features found in DHCP server, followed by a
discussion on the various ingtdlation options. Next, | introduced the Microsoft
Management Console (MMS) and explained the DHCP Console that is used to
manage DHCP in Windows 2000. Walking you through the configuration of a DHCP
scope, | explained the different configuration items and demonstrated how they need
to be configured. Finally | discussed leases, options, and reservations and how they
can be configured.
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Chapter 6. DHCP Clients

The DHCP server in Windows 2000 supports any RFC 2131-compliant DHCP client.
In this chapter, | will be covering the Microsoft DHCP clients. In dl redlity, most of

the Microsoft DHCP clients support the same DHCP options. However there are
small differences, such as where additional DHCP options have been added or where
the utilities used to support the DHCP client have changed. In this chapter | will be
covering eech DHCP client in detail, so, dthough it may seem redundant in aress, you
will get to see the complete picture for each client.

6.1 Windows 2000 Professional

Windows 2000 Professiond is the next generation of Microsoft's desktop operating
system. This upgrade replaces Windows NT Workstation 4.0 in the product line.

Microsoft designed Windows 2000 Professiond to provide a standard business
desktop and notebook configuration for every Size organization. It includes many new
and enhanced features geared towards making the OS more reliable, easier to
maintain, and suitable for mobile use. Windows 2000 Professond dso includes
support for Universal Serid Bus (USB) and Plug and Play.

Some of the featuresinclude the following:
Windows File Protection

One of the biggest problems with the Windows NT and Windows 9x OS
familiesis known as DLL-hell. Many gpplicationsingal their own verson of
system files, some of which are incompatible with others. Trying to restore dl
the affected DLL files to functioning versons can be quite chalenging, hence
the name DLL-hdl. Since neither OS family protects system files from being
overwritten, something as smple asingaling an application could introduce
bugs or worse, crash the system. Windows 2000 corrects this by safeguarding
gystemfiles. If asysem fileis overwritten, Windows File Protection restores
the origind system filein its place. This feature eiminates many system-

related problems associated with DLL-hell.

Microsoft Installer

Microsoft Ingtaller packages gpplications so users can smply ingal and
remove software without the risk of user error.

Remote OS Installation
This utility allows Windows 2000 Professond to be ingtaled acrossthe
network. Note that Remote OS Ingtallation requires the use of Windows 2000
based servers on the back end, however.

Encrypting File System (EFS)

EFS uses public key encryption technology to alow usersto encrypt files.
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IP Security (IPSec)

| PSec protects data being transmitted across the network. It aso provides
security for Virtud Private Networks (VPNS). VPNs are network connections
that use the Internet as the tranamisson medium, while providing security for
those connections.

Recovery Console

The Recovery Console is a command line interface that dlows an
adminigtrator to start and stop services, access data on local drives, and
perform other tasks.

Intellimirror

Intelimirror, based on group-level palicies, alows users settings, data, and
gpplications to be accessible no matter where they have logged onto the
network. Intellimirror can only be utilized using a Windows 2000- based
backend with Active Directory.

Offline Files and Folders

The Offline Files and Folders feature dlows a user to creste mirrored copies
of data stored on the network. The user can then access that data even when
disconnected from the network.

6.1.1 Installing the Windows 2000 DHCP Client

Windows 2000 Professiond has a DHCP client built into its TCP/IP stack. By default,
Windows 2000 enables DHCP during ingtdlation. Previoudy, the default wasto
display a prompt asking the user whether she wanted to use DHCP. Microsoft
changed this to make configuration easier for most users.

Toingal the DHCP client on Windows 2000 Professiona, follow these steps:
1. Locate the network connection on which you want to enable DHCP. Sdlect

Start — Settings —2 Network and Dial-up Connections. Right-dlick on Local
Area Connection and select Properties.

i Although the default name for connection in Windows 2000 is
) Locd Area Connection, it can be renamed. Also, if the
" 4 workstation is multinomed, there will be more than one

connection displayed. Verify that you are configuring the correct
connection by removing the network cable. Theicon will change
to show it has been disconnected. Once you have verified the
connection, plug the network cable back in.

2. Fromthe Loca Area Connection Properties dialog box (see Figure 6.1), select
Internet Protocol (TCP/IP), then click Properties.
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3. OntheInternet Protocol (TCP/IP) Properties dialog box (see Figure 6.2),
select "Obtain an IP address automaticaly.” If DNS addresses are assigned by
the DHCP server, sdlect "Obtain DNS server address automatically.”
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If you do not want DHCP to assign DNS servers, smply select "Usethe
following DNS server addresses' and enter | P addresses for the Preferred
and/or Alternate DNS Server.

Click OK to close the dialog box.

Figure 6.1. Local Area Connection Properties dialog box
2] x|

Local Area Connection Pr
General |

Conrect usng:

| =3 3Com Megshertz LAN PC Card [SE3E | [Ethemet]

Corfigure |
MAL addiess: 00-10-54-89-73-60
Components checked are uzed by thiz connechion:

o 7 Client for Microsolt Metwaork s
L ,E;‘ Fle and Prirter Shaiing foe Miciosalt Networks

- Int=rnet Protocal [TCPAP)

Install .. Lirinztall Properies

Dresciiption
Trarsmizzion Control Protocal#internst Protocol. The debault
wide alea nebacik protocol that provides communication
across diverse mbesconmeched nebwarks,

[¥ Show izon i taskibar when connacted

ok } Cancel |

Figure 6.2. Internet Protocol (TCP/IP) Properties dialog box
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o can get [P zeltings assigned sutomaticaly if pour netweek, suppoits
thaz capabidity. Othervaze, pou need bo ask your network administator for
thee eppropriate I seffings.

i+ Dlbtan an IF addess aulomahicalki
" Use the Fellowing IP addiess:

¥ Obtein DNS server addiess sutomatically
™ Usz the following DNS serves addissses:

| i)
Ok, ] Cancel |
- Onelessreboot! Unlike Windows NT and Windows 9x, you do
s not need to reboot after modifying the IP configuration in
- 4% Windows 2000.

To configure the Windows 2000 DHCP client to not use DHCP, smply sdect "Use
the following IP address' and specify an | P address, subnet mask, and default
gateway.

6.1.2 DHCP Client Configuration Details

The following sections provide additional Windows 2000 DHCP client configuration
information.

6.1.2.1 Supported DHCP options
The Windows 2000 DHCP client supports the following DHCP options:
Subnet Mask Option (1)

This option specifies the subnet mask to be used by the client.
Routers Option (3)

This option specifies the default gateway.
Domain Name Option (15)

This option specifies the domain name to be used by the dlient.
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Domain Name Servers Option (6)

This option lists the DNS servers to be used for hostname resolution by the
client.

NetBIOS Name Servers Option (44)

This option lists the WINS servers to be used for NetBIOS name resolution by
the client.

NetBIOS Node Type Option (46)
This option determines the NetBI OS node type to be used by the client.
NetBIOS Scope Option (47)
This option specifies the NetBIOS scope | D to be used by the client.
Perform Router Discovery (31)
This option specifies whether the DHCP client can use ICMP to discover
routers by sending router solicitation messages (see RFC1256, "ICMP Router
Discovery Messages,” at http:/ww.ietf.org/rfc/rfcl1256.txt).

Static Route Option (33)

This option specifiesalist of atic routes to be ingdled into the client's
routing table.

6.1.2.2 Registry entries

The Windows 2000 DHCP dient service soresiits configuration informetion in the
following regigtry key:

HKLM\SYSTEM\CurrentControlSet\Services\Dhcp

The TCP/IP configuration information, used to register TCP/IP parameters, is stored
in two other locations:

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\
HKLM\SYSTEM\CurrentControlSet\Services\Netbt\Parameters\interfaces\Tcpip_<ID
for Adapter> (used to register NetBIOS over TCP/IP parameters)

The following regigry entry is configurable from the Network Control Panel Applet:
EnableDhcp
Vauetype REG_DWORD (Boolean)

If thisvalueis 1, the DHCP Client service atempts to contact a DHCP server
and configure the NIC with a DHCP IP address. If thisvaueis 0, the DHCP
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client sarviceisdisabled. Thisvalueis set to 1 by sdlecting "Obtain an IP
address automaticaly™ (see Figure 6.2).

Regidry location: Tcpip\Parameters\interfaces\<Adapter Name>

The remaining regidry entries are not configurable and are entered automaticaly by
the DHCP Client service:

DhcpDefaultGateway

Vaduetype REG MULTI_SZ (Multiple Strings)

Thisvaue specifiesalist of 1P addresses to be used as default gateways. A
default gateway is used to route packets to a network that the system is not
connected to (i.e., one not on the same subnet). Please note that if a
DefaultGateway vaueis present, this parameter is overridden.

Regidry location: Tcpip\Parameters\interfaces\<Adapter Name>

DhcplPAddress

Vduetype REG_SZ (String)

This value specifies the | P address obtained by a DHCP server. Please note
that if the IPAddress vdue is other than 0.0.0.0, this parameter is overridden.

Regidry location: Tcpip\Parameters\interfaces\<Adapter Name>

DhcpNameServer

Vduetype REG_SZ (String)

This vaue specifiesthe |P addresses of DNS servers to be queried for
hostname resolution. If the NameServer vaue is present, this parameter is
overridden.

Regidry location: Tcpip\Parameters\interfaces\<Adapter Name>

DhcpServer

Vduetype REG_SZ (String)

This vaue specifiesthe | P address of the DHCP server that granted the IP
lease address (found in the Dhcpl PAddress parameter) to this DHCP client.
The client usesthis |P address to renew or release the lease.

Regidry location: Tcpip\Parameters

DhcpSubnetMask
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Lease

Vduetype REG _SZ (String)

This vaue specifies the subnet mask to be used by the DHCP client with the
|P address found in the Dhcpl PAddress parameter.

Regidry location: Tcpip\Parameters\interfaces\<Adapter Name>

Vduetype REG_DWORD (Timein seconds)

This value specifies the amount of time that the lease on the |P address found
in the Dhepl PAddress parameter is vaid.

Regidry location: Tcpip\Parameters\interfaces\<Adapter_Name>

LeaseObtainedTime

Vduetype REG_DWORD (Absolute time in seconds since midnight of
V170)

This value specifies the absolute time that the lease was obtained.

Regigry location: Tcpip\Parameters\interfaces\<Adapter Name>

LeaseTerminatesTime

T1

T2
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Vduetype REG_DWORD (Absolute time in seconds since midnight of
V170)

This vaue specifies the absolute time a which the lease expires.

Regidry location: Tcpip\Parameters\interfaces\<Adapter_ Name>

Vduetype REG_DWORD (Absolute timein seconds since midnight of
1170)

This vaue specifies the time a which the DHCP Client service will attempt to
renew the lease on the | P address found in the Dhcpl PAddress parameter by
contacting the DHCP server found in the DhcpServer parameter. Thisvaueis
et to 50% of the time allocated by the Lease parameter.

Regidry location: Tcpip\Parameters\interfaces\<Adapter Name>

Vduetype REG_DWORD (Absolute time in seconds since midnight of
V170)
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This vaue specifies the time a which the DHCP Client service will attempt to

renew the lease on the | P address found in the Dhcpl PAddress parameter by

broadcasting a renewal request. T2 isused only if the DHCP Client serviceis

unable to renew thelease a T1. Thisvaueis sat to 87.5% of thetime

allocated by the L ease parameter.

Regidry location: Tcpip\Parameters\interfaces\<Adapter Name>
DhcpNameServer

Vduetype REG _SZ (String)

This value specifies the primary WINS server to be queried for NetBIOS name
resolution. If the NameServer vaue is present, this parameter is overridden.

Regidtry location: Netbt\Parameters\interfaces\Tcpip_<ID for Adapter>
DhcpNameServerBackup

Vduetype REG_SZ (String)

This vaue specifies the secondary WINS server to be queried for NetBIOS

name resolution. If the BackupNameServer value is present, this parameter is

overridden.

Registry location: Netbt\Parameters\interfaces\Tcpip_<ID for Adapter>

DhcpNodeType

Vauetype REG_DWORD (Number)
Thisvdue (1, 2, 4, or 8) specifies the NetBIOS node type (see Chapter 1 for a
description of the various node types). If the NodeType valueis present, this
parameter is overridden.
Vaue Range: 1 = B-node, 2 = P-node, 4 = M-node, 8 = H-node
Regigry location: Netbt\Parameters
DhcpScopeld
Vduetype REG_SZ (String)

This vaue specifies the NetBIOS name scope. If the Scopeld vaue is present,
this parameter is overridden.

Regidry location: Netbt\Parameters

6.1.2.3 Automatic Private IP Addressing
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Windows 2000 uses Automatic Private |P Addressing (APIPA) to establish an IP
address in the event that the workgstation tries and fails to obtain an IP address from a
DHCP server. This provides network connectivity to the client on alimited basis.

APIPA usesthe IP address range of 169.254.0.1 through 169.254.255.254. The subnet
mask is set to 255.255.0.0.

The difficulty with usng APIPA isin troubleshooting potentid DHCP problems.
Normaly, if the client does not find a DHCP server, the client does not have IP
connectivity. Simple enough, right? Immediately you have an ideawhere the problem
lies. However, what happens if a particular subnet loses DHCP? As leases expire and
clients are unable to contact a DHCP server, they al obtain an |P address from the
169.254 range using APIPA. When the user or adminigtrator investigates the problem,
he will be able to see and connect to other systemsin the 169.254 subnet. The
administrator would need to know that this subnet is used for APIPA and that
automatic addressing istaking place.

My recommendation isto disable APIPA on al workstations that will be DHCP
clients. To disable APIPA, follow these steps:

1. LogonasAdminigrator or as a user that isamember of the Adminigtrators
group.

2. Open the Registry Editor.

3. Inthe Regidry Editor, go to the following key:

HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters\Iinterfaces\<A
dapter_Name>

where Adapter_Name isthe NIC that is bound to TCP/IP.
4. Createthefollowing entry:
IPAutoconfigurationEnabled: REG_DWORD

Assgn avaue of 0. This vaue disables Automatic Private |P Addressing on
that NIC. A vaue of 1 enables APIPA.

5. If you need to disable APIPA on multiple adapters, add the
| PAutoconfigurationEnabled: REG_DWORD entry with the vaue of at the

key:
HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters

6. Closethe Regidtry Editor.
6.1.3IPCONFIG

IPCONFIG isacommand line utility that dlows a user to diagnose the State of the
TCP/IP network configuration. IPCONFIG aso dlows administrators to release and
renew DHCP assigned IP addresses.
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IPCONFIG was first introduced with Windows NT 3.5. The release of IPCONFIG in
Windows 2000 includes severa new options (di spl aydns, f | ushdns, and
regi st erdns).

The IPCONFIG command has the following syntax:

ipconfig [/? | /all | /release [adapter] | /renew [adapter]
| /flushdns | /registerdns]
| /showcl assi d adapter
| / setclassid adapter [classidtoset] ]

The IPCONFIG switches are described in the following ligt:
/?

Displays command help.
/all

Displays full TCP/IP configuration information for al bound network
adapters.

/rel ease [adapter]

Releases the IP address for the specified network adapter.
/renew [ adapter]

Renews the IP address for the specified network adapter.
/ di spl aydns

Lists the contents of the local DNS resolver cache. Hosthames resolved by
DNS are cached locdly by the client.

/ f1ushdns

Purges the local DNS resolver cache.
/regi sterdns

Reregigers the client's dynamic DNS entries.
/ setcl assid

Modifies the DHCP User ClassID.
/ showcl assi d

Displaysdl dass|Ds.
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6.1.3.1 Using IPCONFIG to view current IP configuration

To check the current | P configuration for a Windows 2000 computer, smply type
i pconfi g a acommand prompt. Output like the following is displayed:

D:\ >i pconfig

W ndows 2000 | P Configuration

Et her net adapter Local Area Connection:
Connection-specific DNS Suffix .
Aut oconfiguration I P Address. . . : 169.254.203.218
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . :

To check the entire current I P configuration for al connections on a Windows 2000
computer, Smply typei pconfi g /al | a acommand prompt. Output like the
following is displayed:

D:\>i pconfig /all
W ndows 2000 I P Configuration

Host Nape . . . . . . . . . . . . ! WKHOST
Primary DNS Suffix. . . . . . . . : soneco.com
Node Type . . . . . . . . . . . . . Broadcast
IP Routing Enabled. . . . . . . . : No

WNS Proxy Enabled. . . . . . . . : No

Et her net adapter Local Area Connection:
Connection-specific DNS Suffix .

Description . . . . . . . . . . : 3Com Megahertz LAN PC Card (589E)
(Et her net)

Physical Address. . . . . . . . : 00-10-5A-89-79-60

DHCP Enabled. . . . . . . . . . : No

IP Address. . . . . . . . . . . : 192.168.0.10

Subnet Mask . . . . . . . . . . . 255.255.255.0

Default Gateway . Ce e e

DNS Servers . . . : 192.168.0. 10

Et her net adapter Local Area Connection #2:
Connection-specific DNS Suffix .

Description . . . . . . . . . . : 3Com Megahertz LAN PC Card (589E)
(Et her net)

Physi cal Address. . . . . . . . : 00-10-5A-9C 6D 6E

DHCP Enabled. . . . . . . . . . : No

IP Address. . . . . . . . . . . : 10.0.0.223

Subnet Mask . . . . . . . . . . : 255.0.0.0

Default Gateway . Coe e e

DNS Servers . . . . . . . . . . : 10.0.0.10

6.1.3.2 Using IPCONFIG to refresh hostname registration

A Windows 2000 client registersits hostname via DHCP with DNS. If the registration
does not take place or is missng from the DDNS server zone file, an administrator
can use IPCONFIG to refresh the DNS registration without restarting the computer.

To refresh the regigtration of computers with ether static or dynamicaly assgned IP
addresses, typei pconfi g/ regi st erdns @ acommand prompt.

6.1.3.3 Using IPCONFIG to assign a DHCP User Class
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Windows 2000 DHCP clients support DHCP User Class ID options. Y ou configure
this feature by usng IPCONF G dong with theset cl assi d switch.

To sat and enable DHCP User Class ID on Windows 2000, type the following line at
acommand prompt:

i pconfig /setclassid ADAPTER _NAME USER CLASS | D TO SET

If the User Class ID or Adapter Name contains spaces, enclose it in quotation marks.
For example:

i pconfig /setclassid "Local Area Connection" "Accounting Departnent"
To clear and disable DHCP Class ID, leave USER_CLASS ID_TO_SET blank:

i pconfig /setclassid "Local Area Connection"

6.1.3.4 Using IPCONFIG to clear the DNS cache

Windows 2000 shipswith a client-side DNS cache. Sometimes the client-side DNS
caching may make it appear that DNS "round robin" is occurring between the DNS
server and the Windows 2000 client.

Round robin isamethod of load baancing. With round robin, multiple A resource
records exist in a zone for the same hostname. Each A resource record points to the IP
address of adifferent host. When a DNS client queries the DNS server, the DNS
server responds with the I P address from one of the A resource records. On the next
query for that hosthame, the DNS server returns the next | P address, and so on. A
very smple method for load balancing, round robin istypicaly used for web servers
and other frequently queried servers.

Y ou may experience a Stuation where pinging the same hostname may result in the
client using the same IP address.

This occurs because the actual DNS request is being sent to the client's DNS cache. If
the requested entry isin the DNS cache, Windows 2000 uses the entry and does not
make the request to the DNS server. Entriesin the DNS cache timeout and are
removed after 24 hours.

Y ou may a0 experience a Stuation where pinging a hostname results in the client
not resolving the | P address, even if you verify that the gppropriate resource records
exig.

This occurs because Windows 2000 clients have the ability to cache both postive and
negative responses returned from the DNS server. In other words, if the DNS server
responded that the address could not be resolved, Windows 2000 creates an entry in
the DNS cache so future queries regarding that host won't be sent to the DNS server.

To delete the entriesin the DNS cache, typei pconfi g / f 1 ushdns a acommand
prompt.
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You can lower the TTL for entriesin the dient-sde DNS cache if
you are experiencing name resolution problems or if you smply
g+ want them to be cleared quicker. Locate the

MaxCacheEntry TtlLimit entry in the registry a

HKLM\SY STEM \CurrentControl Set\Services\Dnscache\Parameters.
This entry specifiesthe Time To Live in seconds for cached name
requests. The default vaue for this entry is 86,400 seconds, or 24
hours. If, in essence, you want to disable the DNS cache, you can
specify avery short Time To Live, such as one second. Although
technicdly this does not disable the DNS cache, a one second
timeout forces the DNS client to go to the DNS server for name
resolution.

6.2 Windows NT Workstation 4.0

Windows NT Workstation 4.0 is the desktop member of the Windows NT 4.0 family.
It combines the power and rdiability of Windows NT with the ease of usefound in
Windows 95.

The mgor difference between Windows NT Workstation 3.51 and 4.0 is the user
interface. Asyou will see, many of the new features found in Windows NT
Workstation 4.0 relate to the GUI.

Some NT Workstation 4.0 features include:

Windows 95 User Interface

Users now benefit from a single common user interface across dl Windows
platforms.

Windows NT Explorer

Replacing File Manager, NT Explorer displays dl computer contents,
including network connections, as asingle hierarchicd tree.

Internet Explorer

Internet Explorer is built in to the OS to provide Internet functionality to users.
System Policies and User Profiles

System policies provide away for adminigtrators to standardize and enforce

system configurations. User profiles dlow users to obtain the same
customized desktop wherever they log on from.

6.2.1 Installing the Windows NT Workstation 4.0 DHCP Client

Windows NT Workstation 4.0 has a DHCP client built into its TCP/IP stack. During
ingalation, a dialog box is displayed asking the user whether they want to use DHCP.
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To ingdl the DHCP client on Windows NT 4.0, follow these steps.

pwODNE

5.

6.
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Double-click My Computer.

Double-click Control Pand.

Double-click Network.

The Network control panel applet is now displayed (see Figure 6.3). From the
tabs along the top of the applet, select the Protocols tab.

Figure 6.3. The Network applet
MHeatwaork 7] x]
Identéicabion | Senices | Protocols | Adapters | Binding |
E indowves upes the folowing infoimation to identify yaur
=,

=" compulei on lhe retwioil, You may change the name fo
thig compuber and the workigroup or domain that & vl

appeal in

Computer Hame: |

Dhamairi |

On the Protocols page, check to seeif TCP/IPisingaled (see Figure 6.4). If
TCP/IPisnot listed, you will need to ingdl it.

a Toingal TCP/IP, sdect Add from the Protocols page. From the list of
protocols, select TCP/IP (see Figure 6.4). A warning box is displayed
asking if this computer should get TCP/IP information from a DHCP
server (see Figure 6.5). Select Yes.

b. Seect TCP/IP and pick Properties. The Microsoft TCP/IP Properties
dialog box is displayed (see Figure 6.6). Click "Obtain an I|P Address
from aDHCP server” and click OK. A warning box is displayed asking
if this computer should get TCP/IP information from a DHCP server
(seeFigure 6.5). Sdlect Yes.

Windows NT now binds TCP/IP to the network interface cards. Onceitis
finished, it prompts you to restart the computer. Select Y esfor the computer to
restart.

Figure 6.4. Select Network Protocol dialog box
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Select Metwork Protocol ﬂ I

Click the Metwoek Probocol thak you wank boomestall, then chck OF. I
-QF— you hawe an instalalion disk for this component. oiick Have Disk,

Metweek Pratocal:

¥~ MetBEUI Protocal =]
MW Link IP=/SPE Compatible Trassparnt

F Pont To Point Tunneing Pratocol

F Sheams Enviomment

-
Hawe Digk...

oK, | Cancel |

Figure 6.5. Enabling DHCP

[] DHCF pectocol val attempd bo subomatcaly configure vaur workstation duling spstem inlialzation, &ny paiameters
- spachied in thess property pages will ovemnde any values obtamed by DHCP. Do wouw wart bo enable DHCP?

Figure 6.6. TCP/IP Properties dialog box
Microsoft TCPAP Properbes EiEd
IP Address | ONS | WINS Address | Routing |

An [P address can be automatically azsigned bo this nebwoek cand
by a DHCP geever, If pour nebwodk does not have a DHCP server,
Ak poug netwolk administiator for an address, and then type itin
the zpace below.

Adapter:
[[11 3Com Ethetick 1! Adapier [ |

(& Dbiain an [P address frarm & DHCP s=rved
" Epaciy an IF addes:

.!-dvanced..E
[ ok | cwea | ooy |

Once the computer reboots, it obtains an |P address from an available DHCP server.
To configure the Windows NT Workstation 4.0 DHCP client to not use DHCP,

samply sdlect "Specify an IP address’ and specify an |P address, subnet mask, and
default gateway.
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6.2.2 DHCP Client Configuration Details

The following sections provide additiond Windows NT DHCP client configuration
information.

6.2.2.1 Supported DHCP options
The Windows NT DHCP client supports the following DHCP options:
Subnet Mask Option (1)

This option specifies the subnet mask to be used by the client.
Routers Option (3)

This option specifies the default gateway.
Domain Name Option (15)

This option specifies the domain name to be used by the client.
Domain Name Servers Option (6)

This option ligs the DNS servers to be used for hostname resolution by the
client.

NetBIOS Name Servers Option (44)

This option liststhe WINS servers to be used for NetBIOS name resolution by
the client.

NetBIOS Node Type Option (46)

This option determines the NetBIOS node type to be used by the client.
NetBIOS Scope Option (47)

This option specifies the NetBIOS Scope ID to be used by the client.
6.2.2.2 Registry entries

The Windows NT DHCP Client service stores its configuration informeation in the
following regidry key:

HKLM\SYSTEM\CurrentControlSet\Services\Dhcp

The actud TCP/IP configuration information is stored in three other locations:

HKLM\SY STEM \CurrentControl Set\Services\Tcpip\Parameters\
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used to register system wide TCP/IP parameters

HKLM\SY STEM \CurrentControl Set\Services\<Adapter Name>\Parameters\
Tcpip

used to register TCP/IP parameters bound to a specific network adapter

HKLM\SY STEM\CurrentControl Set\Services\Netbt\Parameters\interfaces\Tc
pip_<ID for Adapter>

used to register NetBIOS over TCP/IP parameters
Thefalowing registry entry is configurable from the Network Control Pand Applet:
EnableDhcp

Vauetype REG_DWORD (Boolean)

If thisvaueis 1, the DHCP Client service will attempt to contact a DHCP
server and configure the NIC with a DHCP IP address. If thisvaue is 0, the
DHCP Client serviceisdisabled. Thisvaueisset to 1 by sdecting "Obtain an
|P address automaticaly."

Regidtry location: <Adapter Name>\Parameters\Tcpip

The remaining regidry entries are not configurable and are entered automaticaly by
the DHCP Client service:

DhcpDefaultGateway

Vduetype REG MULTI_SZ (Multiple Strings)

Thisvaue specifiesalist of |P addressesthat are to be used as default
gateways. A default gateway is used to route packets to a network that the
system is not connected to (i.e., not on the same subnet). Please note that if a
DefaultGateway vaueis present, this parameter is overridden.
Regigtry location: <Adapter_Name>\Parameters\Tcpip

DhcplPAddress
Vduetype REG_SZ (String)

This vaue specifies the |P address obtained by a DHCP server. Please note
that if the IPAddress vadue is other than 0.0.0.0, this parameter is overridden.

Regigtry location: <Adapter Name>\Parameters\Tcpip

DhcpNameServer
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Vduetype REG _SZ (String)

This vaue specifies the | P addresses of DNS servers to be queried for
hostname resolution. If the NameServer vaue is present, this parameter is
overridden.

Regigtry location: <Adapter Name>\Parameters\Tcpip

DhcpServer

Vduetype REG _SZ (String)

This vaue specifies the |P address of the DHCP server that granted the IP
lease address (found in the Dhepl PAddress parameter) to this DHCP client.
The client usesthis |P address to renew or release the lease.

Regidry location: Tcpip\Parameters

DhcpSubnetMask

Lease

Vduetype REG_SZ (String)

This value specifies the subnet mask to be used by the DHCP client with the
| P address found in the Dhcpl PAddress parameter.

Regigtry location: <Adapter_Name>\Parameters\Tcpip

Vduetype REG_DWORD (Timein seconds)

This vaue specifies the amount of time that the lease on the IP address found
in the Dhcpl PAddress parameter isvaid.

Regigtry location: <Adapter_Name>\Parameters\Tcpip

LeaseObtainedTime

Vduetype REG_DWORD (Absolute time in seconds since midnight of
U70)

This vaue specifies the absolute time that the lease was obtained.

Regigtry location: <Adapter Name>\Parameters\Tcpip

LeaseTerminatesTime
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T1

T2

This vaue specifies the absolute time at which the lease expires.

Regidry location: <Adapter_Name>\Parameters\Tcpip

Vduetype REG_DWORD (Absolute time in seconds since midnight of
1/170)

This vaue specifies the time a which the DHCP Client service will attempt to
renew the lease on the | P address found in the Dhepl PAddress parameter by
contacting the DHCP server found in the DhepServer parameter. Thisvaueis
set to 50% of the time allocated by the L ease parameter.

Regigtry location: <Adapter_Name>\Parameters\Tcpip

Vduetype: REG_DWORD (Absolute time in seconds since midnight of
1/1/70)

This vaue specifies the time a which the DHCP Client service will attempt to
renew the lease on the | P address found in the Dhcpl PAddress parameter by
broadcadting a renewa request. T2 will only be used if the DHCP Client
service was unable to renew the lease a T1. Thisvaueis set to 87.5% of the
time alocated by the L ease parameter.

Regigtry location: <Adapter Name>\Parameters\Tcpip

DhcpNameServer

Vduetype REG _SZ (String)

This value specifies the primary WINS server to be queried for NetBIOS name
resolution. If the NameServer value is present, this parameter is overridden.

Regidtry location: Netbt\Adapters\<Adapter Name>

DhcpNameServerBackup

Vduetype REG_SZ (String)

This vaue specifies the secondary WINS server to be queried for NetBIOS
name resolution. If the BackupNameServer value is present, this parameter is
overridden.

Regidtry location: Netbt\Adapters\<Adapter Name>

DhcpNodeType
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Vauetype REG_DWORD (Number)
Thisvaue (1, 2, 4, or 8) specifies the NetBIOS node type (see Chapter 1 for a
description of the various node types). If the NodeType valueis present, this
parameter is overridden.
Vaue Range 1= B-node, 2 = P-node, 4 = M-node, 8 = H-node
Regigiry location: Netbt\Parameters

DhcpScopeld

Vauetype REG_SZ (String)

This vaue specifies the NetBIOS name scope. If the Scopeld vaue is present,
this parameter is overridden.

Regidtry location: Netbt\Parameters
6.2.3 IPCONFIG

IPCONFIG isacommand line utility that allows a user to diagnose the state of the
TCP/IP network configuration. IPCONFI G also dlows administratorsto release and
renew DHCP-assigned | P addresses.
The IPCONHG command has the following syntax:
ipconfig [/? | /all | /release [adapter] | /renew [adapter]
The IPCONFI G switches are described in the fallowing ligt:
/?
Displays command help.
/all

Displays full TCP/IP configuration information for al bound network
adapters.

/rel ease [adapter]
Releases the IP address for the specified network adapter.
/renew [ adapter]

Renewsthe IP address for the specified network adapter.

More examples of using IPCONH G can be found earlier in this chapter.
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6.3 Windows 9x

Windows 95 and its sster upgrades, Windows 98 and Windows Me, provide users
with a stable OS platform that supports 32- bit gpplications as well as older 16-hit
Windows 3.x and MS-DOS applications.

The Windows 9x family contains many features, induding the following:

New User Interface

With Windows 95, Microsoft revamped the GUI, providing an interface that is
easer to use and customize to the user's needs.

Windows Explorer

Replacing File Manager, Windows Explorer displays al computer contents,
including network connections, as a single hierarchica tree.

Internet Explorer
Internet Explorer is built into the OS to provide Internet functiondity to users.

System Policies and User Profiles
System policies provide away for administrators to standardize and enforce
system configurations. User profiles dlow users to obtain the same
customized desktop wherever they login from.

Windows 98 introduced even more new festures:

FAT32
A new file systlem, FAT32 dlows Windows 98 machines to store more data on
aphyscd disk by providing asmdler cluster sze (4 KB) than the previous
file system, FAT (where the cluster Sze was 32 KB).

More Devices Supported

Windows 98 includes better driver support for newer devices, such as USB
and DVD.

Internet Connection Sharing (ICS)

ICS alows multiple networked computers to share a single Internet
connection.

6.3.1 Installing the Windows 9x DHCP Client

Before ingaling the Windows 95 DHCP client, obtain the Windows Sockets 2.0
upgrade. Note that thisis for Windows 95 only; Windows 98 ships with the upgraded
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components. The Windows Sockets 2.0 upgrade fixes afew bugs and provides

support

The Wi

for severd new features

TCP large windows (TCPLW) and timestamps
Sdlective acknowledgments

Fast retransmission and recovery

DHCP release on shutdown

DHCP dedline

Per-adapter WINS servers

ndows Sockets 2.0 upgrade can be found at

http://mwww.microsoft.com/windows/downl oads/bi n/W95ws2setup.exe. Once
downloaded, smply double-click the executable to begin ingtalation.

Toingal the DHCP client on Windows 95/98, follow these steps:

AW P

Double-click My Computer.

Double-click Control Pand.

Double-click Network.

The Network control pand applet is now displayed (see Figure 6.7). Scroll
through the list of componentsto seeif TCP/IPisingdled. If TCP/IPis not
listed, you will need to ingal it. To ingal TCP/IP:

a. Sdect Add. The Select Network Component Type dialog box is
displayed (see Figure 6.8). Select Protocol from the list of components.
From the Select Network Protocol dialog box, select Microsoft in the
Manufacturers pane, then select TCP/IP from the Network Protocols
pane (see Figure 6.9).

b. Select TCP/IP and pick Properties. The Microsoft TCP/IP Properties
diaog box will be displayed (see Figure 6.10). Click "Obtain an IP
address automaticaly” and click OK. A warning box will be displayed
asking if this computer should get TCP/IP information from a DHCP
server. Sdect Yes.

Figure 6.7. Windows 95 Network control panel
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Figure 6.8. Select Network Component Type dialog box

Select Netwoik Component Tppe EE

Click the type of netveork component sou want o nstall

Protocol is 2 language’ a computer uses. Compulers
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Figure 6.9. Select Network Protocol dialog box

Select Network Protocol |
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1.4 I Cancel E

Figure 6.10. TCP/IP Properties dialog box
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" Specify an P addiess
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6.3.2 DHCP Client Configuration Details

The following sections provide additiond information about DHCP client
configuration for Windows 9x.

6.3.2.1 Supported DHCP options
The Windows 9x DHCP client supports the following DHCP options:
Subnet Mask Option (1)

This option specifies the subnet mask to be used by the client.
Routers Option (3)

This option specifies the default gateway.
Domain Name Option (15)

This option specifies the domain name to be used by the client.
Domain Name Servers Option (6)

This option lists the DNS servers to be used for hosthame resolution by the
client.

NetBIOS Name Servers Option (44)

This option lists the WINS servers to be used for NetBIOS name resolution by
the client.

NetBIOS Node Type Option (46)
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This option determines the NetBI OS node type to be used by the client.
NetBIOS Scope Option (47)

This option specifies the NetBIOS scope I D to be used by the client.
6.3.2.2 Registry entries

The Windows 9x DHCP Client service stores its configuration information in the
following regigry key:

HKLM\System\CurrentControlSet\Services\VxD\DHCP

Unlike Windows 2000 and Windows NT, there are not many DHCP items found in
the Windows 9x registry. Some of note are:

PopupFlag
This vaue determines whether the warning that the client was unable to
contact a DHCP server is displayed. A vaue of 1 causes the warning not to be
displayed. A vaue of causes the warning to be displayed.
Regidry location: VXD\DHCP

NodeType
Thisvaue (1, 2, 4, or 8) specifies the NetBIOS node type (see Chapter 1 for a
description of the various node types). If the NodeType vaueis present, this

parameter is overridden.

Regidry location: VXD\M STCP\NodeType
6.3.3 WINIPCFG
WINIPCFG isagraphicd utility for diagnosing the state of the TCP/IP network
configuration, much like IPCONFIG in Windows 2000 and Windows NT. It dso

alows adminigtrators to release and renew DHCP-assigned | P addresses:

1. To start WINIPCFG, select Start =2 Run, enter WINIPCFG in the Run diadog
box, and click OK (see Figure 6.11).

Figure 6.11. Starting WINIPCFG
Aun HE|

Type the namee of a progras, folder, or document, and
Wfindowis will apen it for pow

Oper:  [WINIPCFG =l

(1] | Cancel | Browse... |
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2. The WINIPCFG didog box is displayed (see Figure 6.12). By default it
displays basic configuration information for the selected adapter, such asthe
adapter (MAC) address, IP address, subnet mask, and default gateway. Y ou
can aso release and renew the | P address of the selected adapter, or release
and renew dal IP addresses for dl installed adapters.

Figure 6.12. WINIPCFG utility

B IP Configuration HE
Ethemet Adapber Inéomation

{EL3C389 Ethernet Adapler =]
Adapter Addiess 00-10-R&-85-75-60 i

IP Addiess 192.168.0.53
Subret Mack 255 25,255 0
Dafault G atevasy 19216801

Releaze | F e |

Flelt_qseﬁull Hen:ﬂ.ﬁlll Mare Irifa >:r|

3. To show more configuration information, click the "More Info >>" button (see
Figure 6.13).

Figure 6.13. Displaying more information with WINIPCFG
&3 IP Configuration [_T]=]

Huost Infoemaban

Hozt Mame acolinc. nesllisicol com
DS Servers 24221214 #
Node Type Bioadcssd
MetBIOS Scops Id
IP Routing Enabled WIMS Prosy Enabled

Nel2I05 Resolulice Uses DN Jf
Ethernet #dapler Infoamation

|[ELICE29 Ethernst Adaptes ]
Adapter Address 001064897960
[P Address 1527168053

Subret sk 255.255.255.0
Dratauk Gateway 19216801
DHCP Server 192 16801
Frimary WING Setve 19216801

Secondary WINS Seqven
Leaze Obtained Fridan 23 53122307 &AM
Leacs Expiras Mom Feb 1 99 12-2307 AM

Areleaze | Feren Hdcﬁs:.ﬁ.ll| HmM|

6.4 Windows for Workgroups

While no longer in wide use, Windows for Workgroups can still be found in
corporations that haven't migrated to Windows 9x or Windows NT. It can aso be
found in smaler companies that don't have the capital to upgrade or are using a 16-hit
software package that has not been ported to a 32-bit Windows platform.
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6.4.1 Installing the Windows for Workgroups DHCP Client

Before ingdling the Windows for Workgroups DHCP client, you need to obtain the
TCP/IP-32 protocol stack. Windows for Workgroups did not ship with a TCP/IP
protocol stack, so it needs to be added. TCP/IP-32 Version B can be found on the
Windows NT Server Ingtdlation CD or downloaded from Microsoft's web site.

To retrieve TCP/IP-32b from the Windows NT Server CD, go to the

Clients TCPIP32WFW directory. There you will find two subdirectories, Disks and
Netsetup. The Disksdirectory isfor making diskettes while the Netsetup directory is
for network ingdlations. If youlook at the two directories, they both contain the same
information. It takes exactly one diskette to make the ingtdlation disk.

To download TCP/IP-32b from Microsoft's web site, enter the following link in your
web browser: http://mww.microsoft.com/downloads. Next, select Windows for
Workgroups as the operating system and click on Search. After thelist is returned,
look for Windows for Workgroups 3.11 TCP/IP-32 Update Version 3.11b
(Tcp32b.exe).

To ingdl the DHCP client on Windows for Workgroups, follow these steps:
1. Inthe Program Manager, pick the File pull-down menu and sdect Run. In the
Run didog box, enter the command W NSETUP / Z .

2. Inthe Network Setup diaog box (see Figure 6.14), click Drivers.

Figure 6.14. Windows for Workgroups Network Setup dialog box

= Metwork Setup
[ Metwork Settings:
Setup will install Windows support for the: Following
nebwork[s] on your computer: |H¢lm'h'" | | Cancel I
Microsolt Windows Metwork [version 3.11)

% You can share pour hles and pnnters with others.

? Metwork Drivens:
=3 Iom EtherLink [ [NDIS2/NDIS ] e
: 'ﬁi‘Hi_cmtpfl IE!’."IPTHZ 3.1_1h ;

[

3. Inthe Network Drivers didog box, seect Microsoft TCP/IP-32 (see Figure
6.15). Pick Setup.

Figure 6.15. Windows for Workgroups Network Drivers dialog box
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Network Drivers
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P A SR A Add Protocol ..

Hemove
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Set As Default Prolocol

" Default Protocol
Microsoil TCPAP-32 3.11b

4. The Microsoft TCP/IP Configuration dialog box is displayed. Select "Enable
Automatic DHCP Configuration” (see Figure 6.16).

Figure 6.16. Microsoft TCP/IP Configuration dialog box

Microsoft TCPAIP Configuration

Adapter: |ICom EtherLink Il Em | oK J
| conca |
{Enable Automatic DHCF Configuration: | DAS |

| | |  Advanced. |

[ ||| [ new ]

Defaull Gateway: | B . . |

EPrmary WINS Server: |_ B . » |

Secondary WINS Server: [ . . . |

DHCE enables automatic configuration of TCPAP parameters for wour
computer. rour intemetwork must hawve a DHCE senaer unning if wou
want to take advantage of this feature for easy configuration

5. A didog box isdisplayed asking you if you want to enable DHCP (see Figure
6.17). Select Yes.

Figure 6.17. Windows for Workgroups Enable DHCP dialog box

= Microsoft TCRAP

The DHCP protocol will attermpt 1o automatically configure your
waorkstation during system initialization. Any parameters

@ gpecified in these configuration dialogs will override any
values obtained by DHCP.
Do wou want to enable DHCP?

|Ies||l_«l_n|
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At the Microsoft TCP/IP Configuration dialog box, click OK.
At the Network Drivers didog box, click Close.

At the Network Setup dialog box, click OK.

Restart the computer.

©ooN®

Once the computer restarts, it receives an |P address from an available DHCP server.
6.4.2 DHCP Client Configuration Details

The following sections provide additiond DHCP dlient configuration information for
Windows for Workgroups systems.

6.4.2.1 Supported DHCP options
The Windows for Workgroups DHCP client supports the following DHCP options:
Subnet Mask Option (1)
This option specifies the subnet mask to be used by the client.
Routers Option (3)
This option specifies the default gateway.
Domain Name Option (15)
This option specifies the domain nameto be used by the client.
Domain Name Servers Option (6)

This option lists the DNS servers to be used for hostname resolution by the
client.

NetBIOS Name Servers Option (44)

This option lists the WINS servers to be used for NetBIOS name resolution by
the client.

NetBIOS Node Type Option (46)
This option determines the NetBI OS node type to be used by the client.
NetBIOS Scope Option (47)

This option specifies the NetBIOS scope | D to be used by the client.

6.4.2.2 Configuration files
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Configuration settings in Windows for Workgroups are stored in two files,
SYSTEM.INI and PROTOCOL.INI. SYSTEM.INI contains system configuretion
settings, while PROTOCOL.INI contains network configuration settings.

DHCP configuration settings are stored in a hidden binary file called DHCP.BIN
located in the Windows directory.

6.4.3 IPCONFIG

IPCONFIG isacommand line utility that allows a user to diagnose the state of the
TCP/IP network configuration. IPCONFIG dso alows administrators to release and
renew DHCP-assigned | P addresses.

The IPCONFIG command has the following syntax:

ipconfig { /all | /release | /renew }

The IPCONFIG switches are described in the following li:

/all
Displays full TCP/IP configuration information for al bound network
adapters.
/rel ease
Releases the IP address for the specified network adapter.
/ renew
Renews the IP address for the specified network adapter.
6.5 MS-DOS

A DHCP client isincluded with the Microsoft Network Client v3.0 for MS-DOS. If
you need DHCP support for a DOS-based workgtation, thisis what you will need to
make it happen.

Ingtall the Microsoft Network Client v3.0 for MS-DOS, which can be found on the
Windows NT Server Ingalation CD.

To retrieve the Microsoft Network Client v3.0 for MS-DOS from the Windows NT
Server CD, go to the ClientaMSCLIENT directory. There you will find two
subdirectories, Disks and Netsetup. The Disksdirectory isfor making diskettes while
the Netsetup directory isfor network ingtalations. It takes exactly two diskettes to
make the indalation disk st.

To ingtdl the Microsoft Network Client v3.0 for MS-DOS, follow these steps:
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1. Changeto the directory containing the ingdlationfiles Type SETUP . A
welcome screen is displayed (see Figure 6.18). Press Enter to set up the
Network Client.

Figure 6.18. MS-DOS Network Client setup

ient for HS

gour computer

o get additional information about a Setup screen.
press Fi.

ITo set up Metwork Glier w., press EMTER.

c Betup withont inztalling Hetwork Client.

2. Specify the location Setup will copy the Network Client filesto, or select the
default, C:\NET.

3. Specify the username that will identify you in your workgroup (see Figure
6.19).

Figure 6.19. Specifying username

Cetup for Hicrosoft Metwork Client v3.8 for HE-DOS

4. The next screen lists the options you selected, such as username, setup
options, and network configuration (see Figure 6.20). Using the arrow keys,
highlight Change Network Configuration and press Enter.

Figure 6.20. Changing MS-DOS Network Client settings

5. Inthe Network Configuration screen, use the arrow keysto highlight Add
Adapter. Select the correct network adapter for your computer and press Enter.
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Now highlight Add Protocol, select Microsoft TCP/IP, and press Enter (see
Figure 6.21).

Figure 6.21. Adding and removing components

6. Using the Tab key, toggle to the "Installed Network Adapter(s) and
Protocol(s)" box. Using the arrow keys, highlight Microsoft TCP/IP. Toggleto
the Options box using the Tab key again, then highlight Change Settings.

A screen is displayed showing TCP/IP configuration settings (see Figure
6.22). By default, DHCP should be enabled. Verify that Disable Automatic
Configurationisset to O. If it isset to 1 (disabled), press Enter and sdlect O.
Highlight "The listed options are correct” and press Enter.

Figure 6.22. Specifying TCP/IP parameters

7. Continue pressing Enter until Setup begins copying the files. When complete,
Setup prompts you to reboot your computer.

Once the computer restarts, it receives an |P address from an available DHCP server.
6.5.1 DHCP Client Configuration Details

Thefollowing sections provide additional DHCP client configuration information for
MS-DOS systems.
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6.5.1.1 Supported DHCP options

The DHCP client found in the Network Client for MS-DOS supports the following
DHCP options:

Subnet Mask Option (1)

This option specifies the subnet mask to be used by the client.
Routers Option (3)

This option pecifies the default gateway.
Domain Name Option (15)

This option specifies the domain name to be used by the client.
Domain Name Servers Option (6)

This option lists the DNS serversto be used for hostname resolution by the
client.

NetBIOS Name Servers Option (44)

This option lists the WINS servers to be used for NetBIOS name resolution by
the client.

NetBIOS Node Type Option (46)
This option determines the NetBIOS node type to be used by the client.
NetBIOS Scope Option (47)

This option specifies the NetBIOS scope ID to be used by the client.
6.5.1.2 Configuration files
Configuration settings in the Network Client for MS-DOS are stored in two files,
SYSTEM.INI and PROTOCOL.INI. SYSTEM.INI contains system configuration
settings, while PROTOCOL.INI contains network configuration settings.
6.5.2 IPCONFIG
IPCONFIG in the Network Client for MS-DOS differs from the IPCONFI G that ships

with Windows for Workgroups and Windows NT. It does not support any of the
switches(al | , r el ease, and r enew) and merdly displays configuration informeation.
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6.6 Summary

In this chapter, | covered the Microsoft DHCP dlients, including brief overviews of
each of the operating systemsthe DHCP client isfrom.

Windows 2000 Professiond includes an improved DHCP client with support for
additional DHCP options, such asthe Perform Router Discovery (31) and Static
Route (33) Options. Windows 2000 aso includes Automatic Private |IP Addressing
(APIPA), which automatically assigns the workstation an | P address in the event thet
the workstation could not contact a DHCP server. The IPCONFIG utility in Windows
2000 is used to maintain and configure the DHCP client. It includes some new
functions relating to the tight integration between DHCP and DNS in Windows 2000.

Windows NT Workgtation 4.0 also includes a DHCP client with support for many
basic DHCP options. Like Windows 2000, the IPCONFIG utility is used to maintain
and configure the DHCP client.

Windows 9x, which includes Windows 95 and Windows 98, includes a DHCP client
aswdll. It uses agraphicd interface called WINIPCFG to maintain and configure the
DHCP dient.

Windows for Workgroups, while nowhere near as dominant asit once was, can lill

be found in some older networks. It did not ship with a DHCP client, but the client

can be obtained from the Windows NT Server CD-ROM or the Microsoft web site. It
includes basc DHCP functiondlity.

Findly, MS-DOS was the last DHCP client discussed. Again, like Windows for
Workgroups, MS-DOS does not include DHCP support. A DHCP cliert can be
obtained from the Windows NT Server CD-ROM or the Microsoft web site. And
agan, the client includes basic DHCP functiondity.
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Chapter 7. Advanced DHCP

In the previous three chapters, | discussed the design of a DHCP infrastructure, the
ingdlaion and configuration of the DHCP sarvers, and findly the ingalation and
configuration of the DHCP dlients.

This chapter is devoted to tidying up the remaining components thet relate to the
configuration of DHCP in Windows 2000.

In most Stuations, a basic DHCP implementation contains one or more DHCP
servers, scopes, and exclusions, some reservations, and various DHCP options. There
are specia Stuations that require the use of some of these advanced DHCP toals, such
as superscopes and the DHCP relay agent. This chapter explores these tools and adds
them to your DHCP tool box.

7.1 Superscopes

A superscopeis agroup of scopesthat are managed as asingle entity. Typicdly, a
superscope is used where a DHCP server is being used to support DHCP clientson a
sngle physica network that has multiple IP subnetsin use. Thisis sometimes referred
to as multinetting.

Why would there be multiple logica subnetsin use on asingle physica network?
Sometimes this occurs when a subnet is being depleted of available 1P addresses and
more addresses need to be used. For example, if acompany hasasingle ClassC
network address, the company has 254 |P addresses to use. If the company is growing
and has used dl of these addresses, the company needs to purchase another Class C
network address and route the data between the two networks. Since these address
ranges are not contiguous, they cannot belong to the same scope. By credting a
superscope, the DHCP server is able to manage both Class C networks asasingle
entity.

7.1.1 Creating a Super scope

Since a superscope must contain multiple scopes, at least one scope must be defined
before a superscope can be created. Once the superscope is created, scopes can be
added and removed fromit.

To create a superscope, follow these steps:

1. Inthe DHCP Consolg, right-click on the DHCP server that will contain the
superscope. Select "New Superscope. . . " from the menu (see Figure 7.1).

Figure 7.1. Creating a new superscope
G2 pHCP

:J @L’ Displav Statishics, .
CRAE |
Maw Soope. ..
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2. The New Superscope Wizard starts. Click Next.
3. Enter aname for the new superscope (see Figure 7.2). Click Next.

Figure 7.2. Naming the superscope

MNew Superscope Wizard o x|

Superzcope Name
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« Back I Hent » I Cancel |

4. Inthe Select Scopes didog box, salect the scopesto be included in the
Superscope (see Figure 7.3). Use the Ctrl or Shift key to select multiple
scopes. Click Next.

Figure 7.3. Selecting scopes

New Superscope Wizard X

Select Scopes
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Select one or more scopes from the kst bo add 1o the superscope;
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[19216E.0.0] 192 1680
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5. Thenext didog box digplays the information you entered. Click Finishto
create the superscope.

7.1.2 Adding Scopes to a Super scope

To add a scope to a superscope, select the scope to be added and right-click. From the

menu, select Add To Superscope. In the dialog box, salect the superscope that the
scope should be added to.

7.1.3 Activating and Deactivating a Super scope

It isimportant to remember that a superscope is Smply a collection of scopes. Itis
more of an adminigtrative tool than anything ese. As such, when you deectivate a
Superscope, you are actudly deectivating al scopes that are members of the
superscope. Conversdly, if you activate a superscope, al member scopes are
activated.
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To activate a superscope, Smply right-click on the desired superscope and select
Activate from the menu.

To deactivate a superscope, smply right-click on the desired superscope and select
Deectivate from the menu.

Y ou can dso sdectively activate, deectivate, or delete individua member scopes.
Right-click on the individua member scope and sdlect Activate, Deectivate, or Delete
asdesired.

o If you delete the last member scope in a superscope, Windows
s 2000 deletes the superscope as well.

7.1.4 Removing a Super scope

Removing a superscope is Smply amatter of right-clicking on the gppropriate
superscope and selecting Delete. When prompted, answer Y esto the confirmation
message and the superscope is deleted.

Deleting a superscope does not affect the scopes that are members of it. They are not
removed from the DHCP database.

7.2 Delegating Administration

In Active Directory, you can delegate adminigtrative duties to particular users or
groups. Delegating adminigirative control occurs at the organizationd unit level. Of
course, determining and creating organizationa units should follow the structure of
your organization.

By delegating adminigtration, you diminate the need for separate administretive
accounts that may have authority over the entire domain. This dlows you to limit
control to specific areas of the directory for a small number of administrators.

Some organi zations have separate teams respongible for administering different
sarvices. For example, acompany may have a Windows 2000 team that is responsible
for administering Active Directory and a network team respongible for administering
network services such as DNS and DHCP. Because of their limited responsibilities,
you would not want to add the network team to the Enterprise Administrators group.
By delegating administration of DHCP servers to the network team, you avoid giving

unnecessary rights.

To delegate the ability to authorize DHCP servers to a non-Enterprise Administrator,
follow these steps:

1. Open Active Directory Sites and Services. Y ou must be an Enterprise
Adminidrator to do this.

2. From the View menu, select Show Services Node.

3. Inthe Sitesand Services console's tree pane, select NetServices
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4. Sdect the Action pull-down menu and select Delegate Control. This starts the
Delegate Control Wizard.

5. Click Next, the click Add to display the users and groups.

6. Locate the group or user account that you want to permit access to the
NetServices object.

7. Click Add, then OK.

8. On Tasksto Delegate, select " Create a custom task to delegate,” and click
Next.

9. Sdect "Thisfolder, existing objects in thisfolder, and creation of new objects
in thisfolder" and click Next.

10. Click Full Control for permissions, and click Next.

Y ou have now delegated DHCP administration to the users or groups that you
selected.

7.3 Using Netsh Commands for DHCP

Netsh isa utility that provides command-line and scripting abilities to Windows 2000.
It can be used to manage many of the Windows 2000 networking components, such as
routing, interfaces, RAS, DHCP, and WINS.

Netsh operates in three command modes:
Online

In online mode, Netsh processes commands immediately asthey are entered at
the Netsh command prompt.

Offline

In offline mode, commands are collected by Netsh. When the user issuesthe
conmi t globa command, Netsh executes the collected commands as a script.
The user can aso discard collected commands by issuing thef | ush command.

Script

A sript file containing Netsh commands can be executed by issuing the exec
command &t the Netsh command prompt or by using net sh -f scriptfile.

Netsh can support multiple Windows 2000 networking components through the use of
Netsh helper DLLs. These helper DLLs extend the functiondity of Netsh by
providing commands that are specific to a particular networking component. These
commands alow Netsh to be used in monitoring or configuring the networking
component.

To view the currently loaded helper DLLS, enter the following command at the Netsh
command prompt:

net sh> show hel per
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A lig like thefallowing is disolayed:

Conmand Hel per GUI D DLL Fil enane
routing { 65EC23C0} | PMONTR. DLL
interface {0705ECA1} | FMON. DLL
ras { 0705ECA2} RASMONTR. DLL
dhcp {O0F7412F0} DHCPMON. DLL
Wi ns { BF563723} W NSMON. DLL
aaaa { 1DOFA29B} AAAANMON. DLL

The Netsh helper DLL that provides DHCP functiondity is DHCPMON.DLL. This
DLL provides an dterndtive to using the DHCP console to administer the DHCP
environment in Windows 2000. More importantly, an administrator can create scripts
that can be used repeatedly on many DHCP serversin an environment.

To use Netsh DHCP commands at the command prompt, follow these steps (see
Figure 7.4):

1. Open aCommand Prompt
2. Typenet sh . You enter Netsh in online mode. Notice that the prompt now
readsnet sh>.

Figure 7.4. Managing DHCP using Netsh
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3. Atthenet sh> prompt, type dhcp . Netsh enters the DHCP subcontext, and the
prompt isnow dhcp>.

4. Typeli st todisplay dl commands avallable at that context level. Theligt of
commands changes depending on the current context level. For example, at
the DHCP context leve, the available commands are add ser ver , del et e
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server, showserver, andserver \\ <server name> Of server
<i paddr ess>.

5. Typeserver \\ <servername> Or server <ip_address> toswitchto the
server you want to manage. If the server you want to manage islocd, Smply
enter server .

6. Typelist todisplay thecommands available at this context level.

Asyou can see, the list of commands changed dramaticaly. See Table 7.1 for the
complete list of Netsh DHCP firgt-level commands and descriptions of what they do.

Table 7.1. Netsh DHCP First-Level Commands

Command Description
add server Adds a DHCP server to the DHCP console.
del ete server Deletes a DHCP server from the DHCP console.
show server Displays all DHCP servers currently added under the DHCP
console.
server \\ <server nnane> or Shifts the current DHCP command-line context to the
server <address> server specified by either its name or 1P address.

Let'swak through a quick example of using Netsh to create a DHCP scope.

Firgt open acommand prompt and type net sh to enter the Netsh command mode. If
you have ever configured a Cisco router, you will quickly redize that Netshis very
amilar to the Cisco |OS command language.

After you start Netsh, you are placed in the main Netsh context. To configure and
adminigtrate the DHCP server, you need to switch to the dhcp subcontext. Type dhcp
at the Netsh command prompt to enter the dhcp subcontext. At this point you are
located at the equivalent to the DHCP console, where you can configure and manage
the local DHCP server or remote DHCP servers. To switch to the local DHCP server
context, you can amply enter ser ver and press Enter. If you want to configure a
remote DHCP server, typeser ver followed by ether the DHCP server's name or IP
address. For example, to switch to the remote DHCP server, DHCPL, type ser ver
DHCP1 .

Now at the DHCP server context, you can create a new scope. The command isthe
following:

add scope <scope | D> <subnet mask> <scope nanme> <scope description>
where <scope nane> and <scope descri pti on> areoptiond.

For example, | want to create a scope for a production subnet that is located on the
firg floor of my building. Hereis the command | must enter:

dhcp server>add scope 192.168. 1.0 255. 255. 255. 0 "Producti on Subnet
192.168. 1. 0" "Main Production Subnet for 1st Floor"
Conmand conpl et ed successful ly.
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Asyou can see, when Netsh completes the creation of the scope, it reports that the
command completed successfully. If there were any problems, Netsh retuns a
message stating that the command failed due to an incorrect command or another
reason such as the server was not available.

Now that the scope itsalf has been created, | ill need to specify the IP address range
aswdl as any exclusons and options | want to configure. To gtart this, | need to
switch to the scope's context in Netsh:

dhcp server>scope 192.168.1.0
Changed the current scope context to 192.168.1.0 scope.

Once in the scope's context, | can begin to configure the scope. Notice how the Netsh
command prompt now saysdhcp ser ver scope to let me know that my current
context iswithin a scope:

dhcp server scope>add i prange 192.168.1.1 192.168. 1. 254
Command conpl et ed successful ly.

This specifies that the | P address range will be 192.168.1.1 through 192.168.1.254.
Since | have some network devices such as servers and network printers on this
subnet, | want to exclude the firgt 50 1P addresses from the range:

dhcp server scope>add excl uderange 192.168.1.1 192.168.1.50
Command conpl et ed successful ly.

Also, thereis one DHCP client on this subnet that requires a specific IP address a dll
times. Theformat of ther eser vedi p command iSr eser vedi p <I P addr ess> <MAC
addr ess>. Usang thiscommand, | can enter the DHCP reservation:

dhcp server scope>add reservedi p 192.168.1.125 0c001003451c
Conmand conpl et ed successful ly.

Findly, what is a DHCP scope without some DHCP options? Using the set

opt i onval ue command, you can enter DHCP options. The format of the command is
set optionval ue <option | D><option el enent type><option el enment val ue>.
For this subnet, | want to specify two DNS servers and a default gateway:

dhcp server scope>set optionval ue 006 ipaddress 192.168.1.10
192.168.1.11

Conmand conpl et ed successful ly.

dhcp server scope>set optionval ue 003 ipaddress 192.168.1.1
Command conpl et ed successful ly.

By using theshow opt i onval ue command, | can confirm thet | entered the option
vaues correctly:

dhcp server scope>show optionval ue
Options for Scope 192.168.1.0:
DHCP St andard Option

General Option Val ues:

Optionld : 51

Opti on Val ue:
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Nunmber of Option Elenments =1
Option El ement Type = DWORD

Option El emrent Val ue = 691200
Optionld : 3

Opti on Val ue:

Nunber of Option Elenments =1
Option El ement Type = | PADDRESS
Option Element Value = 192.168.1.1
Optionld : 6

Opti on Val ue:

Nunmber of Option Elenments = 2
Option El enment Type = | PADDRESS
Option El ement Val ue 192.168. 1. 10
Option El emrent Val ue 192.168.1.11
Command conpl et ed successful ly.

Now, when al issaid and done. . . or maybe typed and done, you can open the DHCP
console and see dl of the items that were just configured in Netsh, much like those
shown in Figure 7.5.

= [ dhapl [L27.000.8) i L1ed. L. e chil
g (LR 18,1, 0] Pty St 102,188,000 {[hezaa.0a 192,184, 1. 554 éxschvinid rirvge fer it Eulenn

Y ou can aso create a Netsh script. This helps automate many tasks. For example, if
you are implementing DHCP on a network that is primarily usng static |P addresses,
you can create a Netsh script that automaticaly changes a computer's 1P configuration
from static to DHCP. Say the network aso uses dtatic addresses for DNS and WINS
sarvers, and you want to switch these to DHCP aswell. Y ou could execute the Netsh
script either manudly or from alogon script:

1. Firgt, creste atext file caled switchdhcp.scp. Enter the following commeands:
2. interface ip
3. set address "Local Area Connection" dhcp
4. set dns "Local Area Connection" dhcp
set wins "Local Area Connection" dhcp

i Although the default name for the connection in Windows 2000
a is Loca Area Connection, it can be renamed. Also, if the
* 9 workstation is multihomed, there is more than one connection

displayed. Veify that you are configuring the correct connection
by removing the network cable. The icon changes to show it has
been disconnected. Once you have verified the connection, plug
the network cable back in.

2. Savethetextfile
3. Create abatch file cdled switchdhcp.cmd. This batch file will be cdled from a
logon script to execute the Netsh script. It maps adrive (Z:) to a DHCP server

downloaded from: lib.ommolkefab.ir


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

named DHCPL. It dso writes aflag file to the workdtation. If the flag fileis
present, the script will not be executed. This keeps the script from executing
unnecessarily once the configuration change has been made. The following
commands should go in the switchdhcp.cmd batch file:
if not exist ¥%systenroot% sw tchdhcp.flg

net use z: \\dhcpl\swi tchdhcp

netsh -f z:\switchdhcp. scp

copy z:\switchdhcp.flg %systenroot % swi tchdhcp.flg

net use z: /delete

No ok

8. Copy the script switchdhcp.scp to a common network share, such as SysVol in
Windows 2000 or Netlogon in Windows NT. Add the following command to
the logon script:

swi t chdhcp. cnd

When a user logs on to the workgtation, the workstation executes the logon script,
which in turn cals the switchdhcp.cmd batch file. The batch file looks for the flag file,
switchdhcp.flg. If the flag file exids, the Netsh script is not executed. If it is not
present, the baich file maps Z: to a network share called SMTCHDHCP on the server
DHCPL. Next, it executes the Netsh script found on Z:. After the Netsh script is
executed, the batch file copies the flag file from Z: to %systemr oot% (usudly
C:\WINNT ) and disconnects from the network share.

- To have the user execute a Netsh script, you need to give them
) the appropriate rights to modify the IP configuration. Y ou can do
" 4 thisby adding them to an administrators group (not

recommended) or via Group Policy.

Thanks to the addition of a Telnet Server service to Windows 2000, you can aso
utilize Netsh to administer remote DHCP servers. Smply start the Telnet Server
service on the DHCP server. From aremote workstation, open a command prompt
and enter thecommand t el net <dhcp server nane>. Thiswill dart atdnet sesson
on the DHCP server. At this point, you can use Netsh or execute a Netsh script as
though you are & a command prompt on the DHCP server.

To create a Telnet sesson, you must be a member of the
ar Adminigtrators group on the Telnet server.

Netsh isa powerful utility that can be used to manage many different network
components, from asingle DHCP server to an entire DHCP infrastructure. Although it
may seem like more work to configure a DHCP server with Netsh because of the
typing, it gives administrators the option of automating and scripting tasks that may

be very time consuming using the GUI interface. Hopefully Microsoft and third-party
vendors will continue to add more helper DLLS, extending this functiondity.
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7.4 Configuring Multihomed DHCP Servers

A multihomed server is a computer that is atached to more than one physica
network. This requires the ingalation of multiple network cardsin the server.

A multihomed DHCP server is a server tha may be providing the DHCP service on
multiple physica networks. Although | persondly would not recommend the use of a
multihomed DHCP server, it can be used in Situations where there are two or more
network segments that are not connected via arouter, or where the network segments
are connected with arouter but the router does not have any DHCP relay agent
functiondity. Both of these Stuations are extremdy unlikely, however. The most

likely Stuation is that where the Windows 2000 server is functioning as both a router
and a DHCP server.

By default, when DHCP firg garts on a multihomed server, the service binds to the
first network interface. If thisfirst network interface has a satic 1P address (which is
required to run a DHCP server), the service binds to that card as norma. However, if
the firgt network interface is using adynamicaly assigned | P address, the service does
not bind to that interface.

In this case, an administrator needs to elther assgn Satic |P addresses or selectively
bind the DHCP service to an interface with a static 1P address.

| will take a moment to describe another Stuation where the administrator needs to
sectively bind the DHCP sarvice to an interface. Let's say that there is a network
with two segments. Both of these segments are connected to a Windows 2000 server
that is acting as both an I P router and a DHCP server. The first ssgment contains
Windows 2000 Professiona workstations. These workstations are using the DHCP
service to obtain their 1P address configurations. The second segment contains
network devicesthat rely on aBOOTP server. The BOOTP server islocated on the
second segment. By default, the DHCP service is bound to both network segments.
Since both BOOTP and DHCP use the same UDP ports for their conversations (67
and 68), they cannot both be running on the same segment. If they did, some of the
network devices would get their configurations from the BOOTP server and the others
from the DHCP sarver. In this case, the adminigtrator should unbind the DHCP
service from the network interface that is connected to the BOOTP segment.

Y ou can use the following Netsh command to view the binding on a multihomed
DHCP server:

D:\ >netsh dhcp server show bi ndi ngs
Bi nding i nformation : O

Bound To Server : TRUE

Adapter Primary Address : 10.0.0.10

Adapt er Subnet Address : 255.0.0.0

Interface Description : Local Area Connection 2
Interface ID: E3665B450D7DAC4AB8633D464055B5352

Bi nding i nformation : 1
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Bound To Server : TRUE

Adapter Primary Address : 192.168.0.10

Adapt er Subnet Address : 255.255.255.0
Interface Description : Local Area Connection
Interface ID : C4D2C67C6DC86A4DADE24DOEABDAOOF3

Conmand conpl et ed successful ly.

To modify the bindings, follow these steps

Open the DHCP console.

Right-click on the DHCP server. Select Properties.

The Properties dialog box is displayed. Select the Advanced tab.

On the Advanced page, click on the Bindings button.

The Bindings didog box is displayed (see Figure 7.6). Any connections
selected (or checked) are interfaces that are bound to the DHCP server.
Uncheck an interface to remove the binding from that network segment.

agrwODdDE

Figure 7.6. Modifying the bindings on a DHCP server
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6. Click OK to gpply the settings.
7. Click OK to close the Properties dialog box.

Once finished, you can use the same Netsh command (net sh dhcp server show
bi ndi ngs ) to verify that the bindings have been changed.

Using amultihomed DHCP server may be more trouble than it's worth. It can be
difficult to troubleshoot and maintain. However, if cost is an issue and you are
planning to use Windows 2000 as an | P router, this gives you alow cost dternative.
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Just remember that you have options when it comesto binding the DHCP service to
the network segments you desire.

7.5 The DHCP Database

The DHCP database is the mogt critica component in a DHCP infrastucture. Each
DHCP server maintains its own database. This database contains the server's current

configuration, such as scopes, reservations, exclusons, options, and so on, aswell as
active leases.

The DHCP database found in Windows 2000 uses the Exchange Server Storage

engine v4.0. Thefiles that make up the DHCP database are located in the directory
%systemroot%a\system32\dhcp. They are listed and described in Table 7.2.

Table 7.2. DHCP Database Files

File Description

DHCP.MDB [The DHCP databasefile.

DHCP.TMP |A swap file used by the database during maintenance operations.

A transaction log detailing database activity. These log files are used to recover the

J50LOG databasein the event of afailure.

J50.CHK A checkpoint file.

The DHCP database is backed up automatically every 15 minutes by default. By
editing the following registry key, thisinterva can be changed:

HKLM\SYSTEM\CurrentControlSet\Services\DHCPServer\Parameters\Backuplinterv
al

The location of the backup copy of the DHCP database |ocated in the directory
%systemr oot%a\system32\dhcp\backup by default. The location can be changed by
editing the following regidtry key:

HKLM\SYSTEM\CurrentControlSet\Services\DHCPServer\Parameters\BackupDatab
asePath

Y ou can force a backup copy of the database to be created by stopping and restarting
the DHCP sarvice.

7.5.1 Compacting the DHCP Database

The size of the DHCP database is proportiona to the number of DHCP clients that the
DHCP sarver is sarvicing. As such, there is no limitation on the number of entriesthe
database may contain. The database will continue to grow as DHCP clients activate
and release leases.

Since the database continues to grow and not contract, the DHCP database must be

compacted periodicaly to recover unused space. This unused space occurs as DHCP
clientsrelease their leases or thelr leases expire.
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There are two methods of compacting the DHCP database: dynamic and offline.

Dynamic compacting occurs automatically as a background process during idle time.
When the DHCP server does not have any updates to perform on the DHCP database,
it starts to compact the database.

Offline compacting is more appropriate for DHCP databases on very large and busy
networks. Since the database is constantly being updated, the DHCP server does not
have theidle time available to do a dynamic compact. Offline compacting is
recommended for DHCP databases that have grown beyond 30 MB in size. The utility
that performs an offline compaction is cdled Jetpack.

The syntax for Jetpack is.

j et pack <dat abase_nane> <tenporary_dat abase_nanme>
dat abase_nane

Specifies the name of the origind DHCP database file
t enpor ary_dat abase_nane

Specifies the name of thefile that Jetpack will copy the database information
to during the compaction

For offline compacting, the DHCP service must be stopped. To stop the DHCP
service, go to Start =2 Programs =2 Administrative Tools = Computer Management.
In the left-hand pane, salect Services and Applications, then double-click Servicesin
the right-hand pane. In the list of services, find DHCP Server. Right-click on DHCP
Server and select Stop. In afew seconds the DHCP Server service stops.

Another method of stopping the DHCP Server service is by opening a command
prompt by selecting Start =2 Run and entering cnd . Typenet st op dhcpser ver to
stop the service.

Next, change to the location of the DHCP database files. At the command prompt
typecd %syst enr oot % syst enB82\ dhcp .

Typej et pack dhcp. mdb t np. ndb .

Jetpack now compacts the database. First, Jetpack copies the DHCP database
information to the temporary file tmp.mdb. After copying the information, Jetpack
deletesthe origind database file dhcp.mdb. Finaly, it renames the temporary database
file, tmp.mdb, to the origind file, dhcp.mdb.

When Jetpack is finished, the DHCP Server service can be restarted.

At the command prompt typenet start dhcpserver .

Y ou have now performed an offline compaction of the DHCP database.
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Offline compacting is usudly very fagt (within aminute or so), even on DHCP
sarversthat service many DHCP dlients. If you find that offline compacting istaking
an extended period of time, you can create a batch file that stops the DHCP service,
compacts the database, and restarts the DHCP service once complete. This batch file
can then be scheduled to execute a atime when there is less network activity, such as
3:00 A.M.

7.5.2 Backing Up and Restoring the DHCP Database

If the DHCP database has been corrupted or lost, there are afew steps that can be
performed to recover and restore the DHCP service.

Firgt, determine whether data has been lost or corrupted. If data has been lost or
corrupted, check to make surethat it is not related to a hardware or software faullt,
such asadisk drive falure. Another possibility isthat the server may have run out of
disk space. In that case, the server will not be able to write changes to the database as
it services DHCP dlients.

Data corruption can aso be detected by examining the System event log for JET

database errors. Table 7.3 liststhe JET database errors that are generated when
database corruption has occurred.

Table 7.3. Jet Database Errors

Event ID Source Description
1014 DhcpServer The JET database returned the following error: -510.
1014 DhcpServer The JET database returned the following error: -1022.
1014 DhcpServer The JET database returned the following error: -1850.

Once it has been determined that corruption has taken place, perform an offline
compaction using the Jetpack utility as demondtrated earlier in this chapter.

If the offline compaction fails to correct the data corruption, the database will need to
be completely restored.

The firgt option in restoring the database is to restore the DHCP database files from an
offline source, such as the latest tape backup.

Another option isto usethe Netsh set dat abaser est or e f 1 ag command. Thisflag
tells the DHCP server to load the database files from the backup database |ocation.

7.6 Supporting BOOTP Clients

The DHCP Server found in Windows 2000 responds to requests from both DHCP
clientsand BOOTP clients. Although the two protocols are smilar, they differ in the
way they initidize. (See Chapter 2 for more information on BOOTP.)

Besides requesting | P address information (1P address, subnet mask, default gateway),
BOOTP dlients can request the location of aboot image file. Thefileislocated on a
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Trivid File Trangfer Protocol (TFTP) server. The BOOTP client uses the boot image
fileto completeitsinitidization.

Windows 2000 DHCP Server supports BOOTP clients by providing dynamic IP
address alocation as well as providing boot file information.

Dynamic IP address dlocation is provided by configuring a BOOTP address pool
within a DHCP scope on the server. Thisis covered in detail in Chapter 5.

Setting up the DHCP server to provide boot file information requires two steps:

1. For each BOOTP client, add a client reservation within an active DHCP scope.
(see Chapter 5).

2. Inthe BOOTP table, add BOOTP entries for each BOOTP client's operating
system and hardware platform.

7.7 Configuring Cisco Routers

In large routed network environments, routers are used to direct 1P packets between
different subnets. As such, routers are perfect candidates to be DHCP relay agents.

In this section, | will explain how to configure a Cisco router to act asa DHCP relay
agent. Although there are other manufacturers of routing equipment, | am describing
this configuration because Cisco is the de facto standard in routers. To configure other
routers, please refer to the product documentation.

There are many aspects to correctly configuring a Cisco router.
= This book describes the configuration of the DHCP relay agent.
Please see other O'Rellly books for more information on
configuring Cisco routers.

The following configuration is based on a Cisco Systems 2500 router using the Cisco
|OS Release 12.0:

1. Using ether Telnet or termina emulation, etablish a connection with the
router.
2. If prompted for apassword, enter it now.

At this point, the router isin user mode. User mode can be used to get basic
information about the router.

3. Next, enter privileged mode by entering the following command at the console
prompt:

Rout er > Enabl e

4. |If prompted for the enable password, enter it now. The prompt now looks like
the fallowing:
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10.

11.

12.

13.

14.
15.
16.
17.

Rout er #

To enter configuration mode, theconf i g t er mi nal command must be used.
Theconfi g tern nal command executes commands entered at the router
prompt. Enter confi g t er m nal a the prompt:

Router# config termna

Enter configuration commands, one per line. End with CTRL/Z.
Router (config)#

Enter the following commands:
Router (config)# ip forward-protocol udp 67
Router (config)# ip forward-protocol udp 68

These commands specify that the router will forward broadcast packets from
these two ports (67 and 68). If these commands were not entered, dl
broadcasts would be forwarded.

Now the DHCP Relay Agent needs to be started. At the prompt, enter the
following commands to change to the router interface that runs the relay agent:

Router (config)# interface ethernet 0O

Thecommand i p hel per - address <i p address of dhcp server> CaUSES
the router to act asa DHCP rdlay agent. Enter the following command at the

prompt:

Router (config-if)# ip hel per-address 192.168.0.1

Now enter the following commands to exit and save the changes to the router's
NVRAM:

Router (config-if)# exit

Router (config)# exit

Rout er# copy runni ng-config startup-config

Bui | di ng configuration..

[ K]

At this point the router has been configured with the | P helper address (or DHCP
relay agent). The router immediately forwards any broadcast packets sent to UDP
ports 67 and 68 to the IP address specified in the | P helper command.

7.8 Configuring Windows 2000 as a DHCP Relay Agent

Windows 2000 ships with afully RFC1542-compliant DHCP Relay Agent. The
DHCP Rday Agent is consdered part of RRAS.

7.8.1 Enabling RRAS

To enable RRAS, perform the following steps:

1
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7.
8.

In the Routing and Remote Access console, right-click on the computer that
will run the DHCP Relay Agent. Sdect Configure and Enable Routing and
Remote Access.

If the computer is not ligted, right-click on Routing and Remote Access and
select Add Server to select another computer.

The Routing and Remote Access Server Setup wizard starts. Click Next.
On the Common Configurations screen, select Network router and click Next.
The Routed Protocols screen is displayed. This screenis used for selecting
which protocols are to be routed by this computer. Verify that TCP/IP is
selected. Sdlect "Yes, dl of the available protocols are on thisligt.” Click
Next.

On the Demand-Did Connections screen, select No and click Next.

Click Finish to close the Routing and Remote Access Server Setup wizard.

7.8.2 Adding the Windows 2000 DHCP Relay Agent

Toadd

1.

2.

3.

the Windows 2000 DHCP Rdlay Agent, perform the following steps.

Click Start = Programs — Administrative Tools —2 Routing and Remote
Access.

In the Routing and Remote Access console, click the plus sign to expand the
computer that will run the DHCP Relay Agent. Expand |P Routing, then right-
click on Generd and select "New Routing Protocol” (see Figure 7.7).

Figure 7.7. Adding a new routing protocol

=0 Routing and Remote Access Intertace
1 Server Stabus = Loopback
= 1) W2KAS (local) = aptap
E Routing Interfaces “rkernal
£ 1P Riouting

* A Remate  show TCR(IP Information. .
Show Multicast Forwarding Table, ..
Chomsn Mllsdbimmmb Tk abisbie-

In the New Routing Protocol didog box, seect DHCP Relay Agent and click
OK (seeFigure 7.8).

Figure 7.8. Adding the DHCP Relay Agent

Mew Routing Protocol P

Click the routing protocol that pou want bo 2dd, ten click O

BRouting protocols;
5 D
T IGMP Yersion 2, Rower and Prosp
W Nebwork Address Tramslation [NAT)
4 Open Shorkest Fath Fisk [O5FF)
I RIP Yerson 2 for Inkernet Protocal

Corol
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4. The DHCP Rday Agent will now be listed below IP Routing. Right-click on
DHCP Relay Agent and select Properties.

5. The DHCP Relay Agent Properties dialog box is displayed (see Figure 7.9).
Enter the | P address of the DHCP server the relay agent isto forward BOOTP

requests to. Click Add to add the IP addressto the list. Click OK to closethe
diaog box.

Figure 7.9. The DHCP Relay Agent Properties dialog box
DHCP Relay Agent Propert 2l x|

Genesal |

3?5? Dynamic Host Configuration Frotocol [DHCP) Global

The DHCP relay agent zerds mezsages to the server addiesses listed
behois

Selver sddness

1% 1668, 0 . 1 Add |

0K | cCancd | Aoow

6. Next, enable the DHCP Relay Agent on an interface.

Right-click on DHCP Relay Agent and sdlect "New Interface. .. "

7. The New Interface for DHCP Relay Agent dialog box is displayed. Sdlect the
interface that the DHCP relay agent isto run on (see Figure 7.10). This should

be the interface where remote DHCP clients are located. Click OK to close the
diadog box.

Thez auting prolocal uns on the inteface thal pou select below,

|nbesfaces:

-_'!I-"‘Inl-efr'.a
g Procuction Metwodk

8. The DHCP Relay Properties are digplayed for the interface (see Figure 7.11).
Veify that "Relay DHCP packets' is checked.

Figure 7.11. DHCP Relay Properties dialog box
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Geneal |

= B
ﬂﬁ Dynamic Host Conhiguration Protocol [DHCP Intesface

W [ielay DHCP packeld

Hoorcount hreshald: 4
Boot threshoid [seconds} T
oK I Cancel

"Relay DHCP packets' designates that any BOOTP requests from DHCP
clients on the subnet that this interface sarvices will be forwarded to the
DHCP server.

There are two other items listed, ""Hop- count threshold” and "Boot threshold.”
The hop-count threshold designates the maximum number of DHCP relay
agents that will handle BOOTP traffic. The boot threshold is used to dlow a
local DHCP server on the segment to respond before the DHCP relay agent
forwards the message. Click OK to start the DHCP Relay Agent.

It'simportant to note that you should never ingal the DHCP Relay Agent on a
Windows 2000 server that is dso a DHCP server. Any reguests from clientsbeing
sent to the DHCP server will be captured by the DHCP relay agent, and they will
never get to the DHCP server.

7.9 Summary

This chapter discussed some the advanced features found in the Windows 2000
DHCP Server. Although not al of these features would be used in atypica DHCP
implementation, it isimportant to redize and understand al of the different tools that
are in your Windows 2000 DHCP tool box.

The DHCP Server in Windows 2000 includes the ability to create superscopes.
Superscopes are a group of scopes that are managed as asingle entity, typicaly used
where asingle DHCP sarver is supporting multiple 1P subnets on asingle physica
network.

In Windows 2000, an administrator can delegate the task of administering DHCP
sarversto a particular user or group. This can help ease the adminigrative burden on
an Enterprise Adminigtrator.

Netsh is a command-line utility that operates alot like the Cisco 10OS command
language found in Cisco routers and switches. It is a powerful utility that can be used
to configure a DHCP server without the use of the DHCP console. It can also be used
by adminigtrators to create batch files and scripts to help ease redundant
adminigrative tasks.
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When using DHCP Server on a multihomed Windows 2000 server, an administrator
has the capability of sdectively binding the DHCP service to particular network
interfaces.

The DHCP database isa critical element in a DHCP server that contains all aspects of
the server's configuration, such as scopes and active leases. The database found in the
Windows 2000 DHCP Server is based on the Exchange Server Storage Engine v4.0.
Thisisatransaction logging database engine. The DHCP Server contains a utility
caled Jetpack that helps maintain the database.

The Windows 2000 DHCP Server contains support for BOOTP clients. The DHCP
Server provides dynamic | P address alocation as well as boot file information.

Findly, the chapter concluded with a discussion of the configuration of a couple of
DHCP relay agents found in Cisco routers and Windows 2000.
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Chapter 8. Multicasting: Using MADCAP

With the introduction of Windows 2000, Microsoft added a number of advanced
features to the DHCP Server. Many of these features have been discussed in earlier
chapters. The new DHCP Server in Windows 2000 aso includes the ability to
automatically assign multicast |P addresses to DHCP clients. This chapter is dedicated
to discussing multicast address alocation via DHCP.

8.1 Multicast Address Allocation

Adminigrators can benefit from having a service, much like DHCP, that
automaticaly assgns multicast addresses to clients. This new service is known as
Multicast Address Dynamic Client Allocation Protocol (MADCAP). MADCAPis
currently defined in RFC2730 (http://Awww.ietf.org/rfc/rfc2730.txt).

But before | diveinto MADCAP, let's take a moment to define what multicagting is.
Most communicetion that occurs on anetwork isin the form of unicast messages. A
unicast message is a single point-to- point message between a sender and areceiver
(see Figure 8.1). TCP and UDP use this method of communication.

Figure 8.1. Unicasting

Computer 4 Computer 8
Another type of message is the broadcast message. A broadcast message is sent from
a sender to al computers on the network (see Figure 8.2). As noted in earlier chapters,
DHCP rdies on thisform of communication.

Figure 8.2. Broadcasting

(omputer §

Computer A (omputer C

Compurer

A multicast message is a combination of the unicast and broadcast messages. It
provides a bridge between unicasting and broadcasting. Multicasting dlows a
computer to send a single message to a group of computers. Only computers that are
in that group listen for and receive the multicast message (see Figure 8.3). With
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unicasting, if a computer wants to send messages to a group of computers, it needs to
replicate the messages and address each individually to each destination. With
broadcasting, all computers receive the message, even though some computers may
not want to receiveit. As you can see, multicagting is more efficient for both the
sender and potentid recelversin the conversation.

Figure 8.3. Multicasting

Computer § Compuwter £
(ompular { Compular A (ompuler F
(omputer 0 Lomputer G

Multicast addresses are typicaly used for applications such as red-time audio and
video conferencing. Members of the multicast group are identified by their group
membership, o known as the multicast |P address. Group membership, asit
pertains to multicasting, is amethod of determining which multicast transmissions the
client should receive. For example, acompany has two separate groups
communicating viaamulticast application. The users computersin the first meeting
are in the multicast group 224.0.0.10. The users computers in the second meeting are
in the multicast group 236.1.15.12. All computers with the multicast address
224.0.0.10 will receive the transmissions for the first group. Those with the multicast
address 236.1.15.12 would receive the other transmission.

Multicast addresses are defined by RFC1112, "Host Extensionsfor IP Multicasting”
(http:/Amnww.ietf.org/rfa/rfcl112.txt). Multicasting uses a best effort form of delivery,
where packets are not guaranteed to arrive and may not arrive in the correct order.

Multicast addresses are identified as Class D | P addresses. Therefore, the first 4 bitsin
aClass D address are 1110 (see Chapter 1, for more information on IP addressing).
Since multicagting is used by a group of computers, it is more accurate to think of
multicast addresses as multicast group addresses. Multicast group addresses can range
from 224.0.0.0 to 239.255.255.255. An individua multicast address can service many
hosts, since transmissions are multicast, not unicast. Therefore al computersin a

group need the same mullticast | P address to communicate. The only exceptions are
that the group address 224.0.0.0 cannot be used, and 224.0.0.1 is considered a
permanent group for al IP hosts.

So, in acomplex environment like the Internet where there are many different

subnets, how does a computer that wants to receive multicast messages do so, and a
computer that does not wish to receive the messages avoid getting them?
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If acomputer is configured to be part of a multicast group, the computer must notify
its nearest router that it isamember of the group and wishes to recelve multicast
messages. The router kegps alist of multicast groups on each attached physicd
network. Note that thisis smply alist of multicast groups, not alist of group
members. The routers share this list with other routers using Internet Gateway
Multicast Protocol Version 2 (IGMP), defined in RFC2236
(http:/mww.ietf.org/rfc/rfc2236.txt). This alows the routers to form a chain from the
members of the multicast group back to the sending computer.

In Windows 2000, Microsoft added MADCAP support to the DHCP Server. Although
DHCP and MADCAP are combined into asingle service, it isimportant to remember
that they are quite independent of one another. DHCP is strictly used for dynamically
alocating unicast addresses, while MADCAP is grictly used for dynamicaly

alocating multicast addresses.

8.1.1 The MADCAP Conversation

Much like DHCP, multicast address dlocation uses a client/server architecture. The
server Sde delivers multicast addresses to clients, while the client Sde isimplemented
as an AP that gpplications can use to request, renew and release the addresses.

As such, there are two main components in the MADCAP conversation: the client
piece and the server piece.

8.1.1.1 The INFORM message

The MADCAP conversation begins when the multicast client sends an INFORM
message. The INFORM message is used by the client to request configuration
information, such asalist of multicast scopes. This message can be unicast if the

client knows the address of the MADCAP server, or it can be multicast to the
MADCAP server multicast addressif an address is not known. This multicast address
is determined by subtracting one from the last address of the local scope or
239.255.0.0/16. Therefore the MADCAP server multicast address is 239.255.255.254.

The loca scope multicast address is defined in RFC2365, "Adminigratively Scoped
IPMulticast" (http://www.ietf.org/rfc/rfc2365.txt), and is used as a private multicast
address space. In other words, if an organization wants to take advantage of
multicasting technology but does not need to connect to other Sites or the Internet, it
can use the local scope.

The INFORM message includes an option request list (see the next section in this
chapter for alig of dl avallable MADCAP options). The ligt typicdly includesthe
multicast scope list (see Figure 8.4).

Figure 8.4. INFORM message
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8.1.1.2 The ACK message

If aMADCAP server receives an INFORM message, it must send a unicast ACK
message back to the client (see Figure 8.5). The MADCAP server should aso attempt
to include the options requested by the client (the multicast scope list).

Figure 8.5. ACK message
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8.1.1.3 The DISCOVER message

The DISCOVER messageis used by aclient to look for an available MADCAP server
(see Figure 8.6). It isimportant to note that clients are not required to use the
DISCOVER message. They can use an INFORM message as well.

Figure 8.6. DISCOVER message
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The DISCOVER message includes MADCAP options such as Multicast Scope, Lease
Time, Minimum Lease Time, and Maximum Lease Time. These options are used to
notify the MADCAP server what the client wants to recelve. Other options that must
be included in the DISCOV ER message are Current Time and Lease | dentifier.

The client sends the DISCOVER message to the MADCAP server multicast address,
as defined earlier.

8.1.1.4 The OFFER message

The OFFER message is sent by the MADCAP server. It is aunicast message sent to
the client that sent the DISCOV ER message (see Figure 8.7). The OFFER message
must include the Lease Time and Multicast |dentifier options. These options describe
the multicast addresses the server can distribute. Also included are the Server
Identifier and Lease Identifier options.

Figure 8.7. OFFER message
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8.1.1.5 The REQUEST message

Once the client has received OFFER messages from one or severd MADCAP servers,
the client selects an offer (see Figure 8.8). After it selectsthe offer, it must multicast a
REQUEST message to the MADCAP server multicast address. Thisis done to notify
al MADCAP sarvers that sent OFFER messages that the client's request has been
satisfied.

Figure 8.8. REQUEST message
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Agan, much like the DISCOVER message, the REQUEST message includes
MADCAP options such as Multicast Scope, Lease Time, Minimum Lease Time, and
Maximum Lease Time. These options describe the multicast addresses that the client
wantsto receive.

Once the MADCAP server receives the REQUEST message from the client, the
MADCAP server enters the lease and sends an ACK message back to the client.

8.1.1.6 The NAK message

The NAK message, which stands for Negative AcKnowledgment, isused by a
MADCAP server to respond negetively to an INFORM, DISCOVER, REQUEST, or
RENEW message. In this case, the MADCAP server being contacted is not able to
respond to the request.

8.1.1.7 The RENEW message
The RENEW message is a unicast message sent from the client to the MADCAP

server that currently holds its lease. This message is used by the client to renew a
lease or change the lease time or garting time.

8.1.1.8 The RELEASE message
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The RELEASE message is a unicast message sent from the client to the MADCAP
server that currently holdsits lease. This message is used by the client to rdleaseits
multicast addresses,

8.1.2 MADCAP Options

All MADCAP messages include afield that is used to define MADCAP options. This
section describes the available MADCAP options.

End
The End option is used to designate the conclusion of options found in the
options field.

Lease Time

The Lease Time option is used in client messages (DISCOVER, REQUEST,
or RENEW) to request alease time duration for amulticast address. In server
messages (OFFER or ACK), this designates the lease time duration that the
sarver is offering.

Server Identifier

The Server |dentifier option holds the | P address of the MADCAP server.
Messages sent by a MADCAP server include this option. A client includes this
option in a REQUEST message to designate which MADCAP server it is
accepting alease from.

Lease Identifier

The Lease |dentifier option is used to designate which lease aclient or server
isreferring to.

Multicast Scope

The Multicast Scope option is used to indicate which multicast scope the client
isrequesting. Thisoption is used in DISCOVER and REQUEST messages.

Option Request List
The Option Request Ligt is used by the client in an INFORM message to
request certain options from the server. The server includes these options
whenit responds with an ACK message.

Start Time
The Start Time option designates the starting time of amulticast address lease.

Number of Addresses Requested
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The Number of Addresses Requested option designates the number of
multicast addresses the client would like to lease.

Requested Language
This option is specifies the language to be used in items such as time zones.
Multicast Scope List

This option ligts the available multicast scopes from which the client can
choose.

List of Address Ranges

This option is used by the MADCAP server to list the range of addresses
alocated to the client.

Current Time

This option specifies the sender's current time. It is used to determine if the
two systems clocks are out of sync.

Feature List

This option is used to specify any options supported, requested, or required by
the sender.

Retry Time

This option specifies when aclient can retry a REQUEST or RENEW
message.

Minimum Lease Time
This option is used when a client makes aregquest to aMADCAP sarver. It is

used to specify aminimum lease time. If the MADCAP server cannot supply a
lease with this minimum lease time, the server cannot send an OFFER

message.
Maximum Start Time

This option designates the absolute latest sarting time that the client will
accept for amulticast address lease.

8.1.3 Installing the MADCAP Service
To ingdl the MADCAP sarvice, follow these steps (assuming DHCP is not instaled):

1. Double-click My Computer, then double-click Control Pandl.
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2. Double-click Add/Remove Programs, then click Add/Remove Windows
Components (see Figure 8.9).

Figure 8.9. Adding Windows components
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3. Inthe component list, select Networking Services, then click Detalls.
4. Check Dynamic Host Configuration Protocol (DHCP) and then click OK (see
Figure 8.10).

Figure 8.10. Installing DHCP
Z.: x|

To add or remove a componant. chok the check bos. A shaded box means that onk part
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| I:-'!.rnarrl-: Hiost |:l:ll'||i_|:n..|'a|i|:|"| Protocol [DHCP] 0.0ME
oo Inberret Sutherticstion Serdce 0.0 ME
o} QS Admizson Contrcd Service DO0ME
oo Simple TCP/IP Sendces 0.0 kB
Al Site Sarver ILS Services 158 =

Descoption:  Setz up a DHCP server that sutomalicaly assigns berporay [P
aidresses to client computers on b same network.

Total disk 2pace requansd: 00 Me

Space available on disk: 1396 3 MB

5. Click Next in the Windows Component Wizard diaog box.
6. Click Finish, then click Closeto close Add/Remove Programs.
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8.1.4 Creating Multicast Scopes

Multicast scopes, much like regular DHCP scopes, define the IP address range of the
scope, including the lease durations and any exclusons.

Now that the MADCAP sarvice isingalled, follow these steps to create multicast
SCopes.

1. Inthe DHCP console, right-click on the DHCP server that will contain the
scope. Select "New Multicast Scope. . . " from the menu (see Figure 8.11).

Figure 8.11. Creating a multicast scope
@Drcp
i .:}_| Scope [ "L'ﬁplayﬂatlstrs...

#L2) Scope [ Mew Scope. .,
hewt Superscops,..

Mew Multicast Soope. .

Nassmalla Al Fassss

2. TheNew Multicast Scope Wizard starts. Click Next on the Welcome screen.
3. Enter aname and description for the new multicast scope. This name will be
used to identify the scope (see Figure 8.12). Click Next.

Figure 8.12. Entering a multicast scope name
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4. Now define the multicast scope address range (see Figure 8.13). Therange
must be within the valid address range for multicasting (224.0.0.0 to
239.255.255.255). Enter the starting | P address and the ending | P address.
Next enter the Timeto Live (TTL) vaue The TTL vaue can be used to limit
the propagation of multicast packets throughout an internetwork. Thisvaue
determines the number of routers that the multicast traffic is permitted to pass
through. Each time amulticast packet passes through arouter, the TTL value
is decremented by one. Once the multicast packet's TTL reaches zero, it isno
longer permitted to propagate through the network and is dropped. It is
possible to enter 255, which is the maximum vauefor TTL.

Figure 8.13. Defining the IP address range
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5. Next, enter any address exclusions. An address exclusion is an |P address that
isincluded in the scope range but that the MADCARP server will not distribute.

6. Next, specify the lease duration to be used for this scope. Lease duration
defaults to 30 days.

7. Now you are asked to activate the scope. Select Yesand click Next.

8. Click Finish to create the multicast scope.

In the DHCP console, the multicast scope is now listed below the DHCP scopes.
8.2 Summary

In this chapter, | explained the concept of multicasting. Unlike unicast, whichisa
form of point-to-point communication, and broadcasting, where dl computers on a
network receive the transmission, multicasting is the process of sending IP packets to
agroup of sysems. Multicasting is typically used in gpplications that support rea-
time audio and video conferencing.

In Windows 2000, Microsoft has added a new festure to the DHCP service that
createsa MADCAP server. The MADCAP sarver can be used to dynamically dlocate
multicast addresses to systems on the network. In this chapter, | walked through the
process MADCAP uses to determine which addresses to assign. | then explained how
to ingal and configure the MADCAP server.
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Chapter 9. DHCP Failover: Using Clusters

In this chapter, | will be discussng the use of the Clugter service included in Windows
2000 Advanced Server and Datacenter Server.

The Clugter sarvice dlows multiple nodes to be combined to work in unison, either to
divide workload or to provide failover cgpabilities. Combining the Cluster service
with the DHCP service provides a degree of DHCP failover.

The ingdlation of a DHCP cluster is alengthy and detailed process. This chapter
explansmany of the stepsin planning and ingdling the DHCP cludter.

9.1 Windows Clustering

In Windows NT 4.0 Enterprise Edition, Microsoft included a new service known as
Windows Clugtering. Commonly known as the Cluster service, it is one of two
services designed to provide high availability to Windows 2000. The other serviceis
caled Network Load Baancing. These services are only available in Windows 2000
Advanced Server and Windows 2000 Datacenter Server.

Applications that may require high availahility are typicaly enterprise applications
such as messaging, databases, and yes, DHCP.

Clugters enable a collection of computers to act as one entity. This collection of
computers can then share gpplication load or provide faillover protection without the
user having any knowledge that severa servers are involved.

9.1.1 The Cluster Service

The Cluster service makesiit possible to connect multiple servers together to form
server clusters. Server clusters provide increased availability: multiple serversin the
server cluster can continue to provide servicesif one component fails. The
adminigtrator can manage the cluster as though she is managing asingle server. All
devices and resources in the cluster gppear as components of a sngle system.

9.1.1.1 Cluster configurations

A nodeisaserver or computer that isamember of a clugter. In other words, anodeis
acomputer that contains typical server components, such as system boards, network
adapters, and internal disk storage. Two or more nodes work together to form a
cluger. In aclugter, the nodes provide fault tolerance for one another because each
node contains independent hardware and software. In a Windows 2000 clugter, in
addition to the above requirements, a node must be running Windows 2000 Advanced
Server or Windows 2000 Datacenter Server with the Cluster service running.

Nodesin acluster use loca and common resources. Local resources are the devices,
such as disk drives and network cards, that only the node uses. Common resources are
devices to which dl nodesin the cluster have access. These devices are typicaly a
data storage array and the private cluster network.
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With Windows 2000 Advanced Server, the Cluster service supports up to two nodes
inaserver cluster (see Figure 9.1).

Figure 9.1. Two-node cluster using Windows 2000 Advanced
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With Windows 2000 Datacenter Server, the Cluster service supports up to four nodes
inaserver cluster (see Figure 9.2).

Figure 9.2. Four-node cluster using Windows 2000 Datacenter
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9.1.1.2 Virtual servers

With the Cluster service, gpplications running with the server cluster can appear to
users asvirtual servers (see Figure 9.3). When client applications connect to an
gpplication on avirtuad server, the connection gppears as asingle server. The client
can be connected to any node in the server clugter, but the client will not be aware of
which node is hogting it.

Figure 9.3. Example of virtual servers
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9.1.1.3 Resource groups

A resource group isacollection of resources (applications, devices, and data) that the
Clugter service treats asasingle logica resource. The resource group is managed by
the Cluster service. Any operation performed on the resource group affects dl
individua resources in the group.

Each resource group has a network name and IP address to alow clients to connect to
the servicesit provides.

9.1.1.4 Application requirements

Before an gpplication can run using the Cluster service, the goplication must meet
certain requirements.

The clients must connect using TCP/IP.

Clients accessing the application on the server cluster must use TCP/IP,

DCOM, Named Pipes, or RPC over TCP/IP. Other network protocols, such as
NetBEUI and IPX/SPX, cannot take advantage of the failover capabilities that
aserver cluster provides.

Clients must support automatic reconnect.

When afailover occurs, dientslose network connectivity. If the clients can
automaticaly reconnect, they can continue operating. If not, the client may
need to be rebooted.

The application must specify where application data is to be stored.

The gpplication must store data on adisk located on a shared bus, i.e., abus
used by dl serversin aclugter. If the application stores data on adisk located
on anon-shared bus, the data will not be avallable if the server containing the
disk fails.
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9.1.1.5 Hardware requirements

The Clugter service uses the shared-nothing cluster architecture. Shared- nothing
architecture means that the cluster nodes share a common bus (data or network), but
devices atached to that bus are sdlectively owned and managed by asingle node a a
time.

The condderation when planning a Windows 2000 clugter is choosing an externd
data storage infrastructure,

Since the disk drives or disk array must be common to the entire cluster, an externd
device must be used. The Clugter service requires the use of one of the following
technologies for connecting externa data storage devices. a shared SCSI (pronounced
"skuzzy") bus or Fibre Channd.

The Smdl Computer System Interface (SCSl) is an interface that alows computers to
communicate with hardware devices such as disk drives, tape drives, CD-ROM
drives, and scanners.

There are anumber of different SCSl standards (see Table 9.1). As SCSI evolved, the

newer standards increased performance and rdiability, while maintaining backwards
compatibility with older SCSI standards.

Table 9.1. SCSI Standards

Maximum Speed Maximum Number of Maximum Cable Length
SCS! Standard M BpgO Devices (meters) I

SCS-1 5 8 6

SCSI-2 510 8or 16 6

Fast SCSI-2 10-20 8 3

Wide SCSI-2 20 16 3

Fast Wide SCSI-2 |20 16 3

ElttraSCSI -3, 8 20 8 15

tLJJiIttraSCSI -3, 16- 20 16 15

Ultra-2 SCSl 40 8 12

Wide Ultra-2

S 180 16 12

Ultra-3 SCSI 160 16 12

SCSl isabus technology. SCSl alows multiple devices to be connected to the bus, in
adaisy chain fashion. Devices on a SCSl bus can use one of two methods of

tranamisson:

Single-ended

Sngle-Ended SCS refers to the method that devices use to create asigndl
connection between the host SCSI adapter and the SCS| devices. In the SCSI
cable, the sgna connection uses one lead for data and one lead for ground.
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Although angle-ended SCSI is less expensive, it is more prone to noise
problems. This, in turn, requires the use of shorter cable lengths.

Differential
With differential SCS, two sgnd lines are created. The voltage difference

between the two linesisthe sgnd. This, in turn, creates greater noise
immunity, and thus greeter cable lengths can be used with differentid SCSI.

3] Sngle-Ended and Differentia SCSl devices are not compatible
— on the same bus.

So, how does SCSI work?

Well, let's sart with understanding how a computer talksto its peripherdls. Ina
compuiter, devices are connected together viathe system bus. When the system needs
to use adevice such asthe hard drive, it sends an interrupt Ssgnd to the device. Every
device hasits own interrupt. When the device sees this interrupt, it respondsto the
request from the system.

The problem with using interrupts is thet there are only alimited number of interrupts
available. When they are exhausted, no more devices can be attached to the system.

SCS solves this dilemma by creeting another bus. By adding a SCSI host adapter, a
second busiis created. SCS devices attached to this bus use SCSl 1Ds, a different
method of communication, instead of interrupts. When a device is heeded, the SCS
host adapter sends a software command (instead of an interrupt) to the SCSI ID. The
SCSl devicein turn responds to the request. Since only one interrupt is used (by the
SCSI host adapter), and the host adapter processes all requests, SCSl is efficient and
flexible

Fibre Channd is atechnology that can transmit data up to 1 Gbps between computer
devices. These devices can be disk drives, disk arrays, tape devices, or CD-ROM
libraries. Hence, with its three-fold increase in performance, Fibre Channd is
consdered the storage interface that will replace SCSI.

Designed as a channd and network standard, Fibre Channd utilizes network features
to provide connectivity, distance, and protocol multiplexing. It aso utilizes channd
features for smplicity, performance, and guaranteed delivery.

Fibre Channel accomplishesthis by creating a Fibre Channd physica layer protocol.
This dlows upper-layer protocols, eg., IPor ATM, to function seamlesdy and use
Fibre Channd just as they would use Ethernet.

Fibre Channd operates by using afiber hub or a switch. Fiber optic cable (or coaxia
and telephone cable) runs between the nodes Fibre Channd controllers and the fiber
hub or switch. The storage device is connected to the fiber hub or switch with a
device bus such as SCSI (see Figure 9.4).
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Figure 9.4. A Cluster using Fibre Channel
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Another hardware consderation when using the Cluster service is the network
configuration.

The Cluster service uses the network configuration to accomplish two things. The
fird, obvioudy, isto communicate with its clients. The other useisto provide node-
to-node communication, such as cluster heartbests, status, and control messages.

The nodes of acluster must be connected to one or more interconnects. An
interconnect is smply a connection to a physica network.

An interconnect can operate in one of four roles:
Private network interconnect
Contains only node-to-node communications
Public network interconnect
Contains only dient-to-cluster communications
Public and private interconnect
Contains both node-to-node and dlient-to-cluster communications
Neither public nor private network interconnect

Contains no cluster-rdated communications

Although a cluster can operate using only a sngle interconnect with a public and
private network interconnect, the use of two interconnects is strongly recommended.
Two interconnects diminate the angle point of fallure that a single interconnect could
causein disruption of communication between nodes.
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9.1.2 The Network Load Balancing Service

The Network Load Baancing service adds even more functiondity by scaing the
performance of many client/server programs. It accomplishes this by balancing client
requests across the multiple servers that make up aserver clugter. If any server fails,
Network Load Baancing can redigtribute the load to the remaining serversin the
clugter.

Network Load Baancing accomplishes this by using avirtua 1P address, which the
client accessng the server cluster uses when making requests. To the client, the server
cluster gppears as a single computer with asingle 1P address. Network Load
Bdancing divides the requests among the servers in the cluster, which then process
the request and sends the data back to the client.

9.2 Building a Windows 2000 Cluster

For clarification purposes, | will go through the process of building a two-node cluster
using Windows 2000 Advanced Server. This cluster will be used to create a DHCP
sarvice with falover capability. Asyou will see, there are many steps that need to be
completed before the ingtdlation of the Cluster service software.

9.2.1 Assembling the Hardware

Before diving into the ingtdlation of the software, | need to firgt get the hardware
together for the clugter. For thisexample, | used a configuration thet is certified by
Microsoft and Hewlett- Packard. Although | am utilizing HP equipment, many other
manufacturers support the Cluster service as well, such as Compag and Dell. Refer to
the other manufacturers web sites for their supported Windows 2000 Cluster
configurations.

Table 9.2 ligts the equipment used to build the clugter.

Table 9.2. Cluster Hardware Equipment List

Hardware Quantity Description
Node 2 HP NetServer LC3
Shared storage device 1 HP Rack Storage 12
Disk drives 5 HP 18GB UltraSCS|
RAID controllers 4 HP NetRAID 3si
Network interface cards 2 3COM 3c905B-TX
Network interface cards 2 HP D5013/B
Ethernet crossover cable 1 Cat 5 Crossover Cable

Before assembling the hardware pieces, double check the following itemsto verify
there are no compatibility issues. These items can be checked by using the
manufacturers and Microsoft's web Sites:

BIOS versons (nodes and SCS controllers)
Firmware verdons
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Drivers (network adapters and SCSI controllers)

The two nodes are comprised of identical HP NetServer LC3s. Thismode has dua
Pentium 11 450 processors and 256 MB RAM. For internd disk storage, | installed
three 18 GB hard drives. These drives are controlled by the NetRAID 33 controller
usng aRAID-1 (mirrored) configuration with a hot spare.

The 1/0O dotsin the LC3 were configured as follows:

Slot 3 NetRAID 3si (for internal storage)

Slot 5 NetRAID 3si (for external cluster storage)

Slot4 HP D5013/B Network Adapter for Private Cluster Network

Slot 1 3COM 3c905B-TX Network Adapter for Public Network

Internd disk storage is attached to the NetRAID 3d located in Slot 3. Thisiswhere
Windows 2000 will be ingtalled.

| configured the externd storage cabinet, the HP Rack Storage 12, with five 18 GB
Ultra SCS hard drives and a second SCSI connection card. The hard drives are
configured as a RAID-5 array with ahot spare. Thiswill be a common storage area
for both nodes in the clugter.

The Rack Storage 12 is connected to the NetRAID 33 controllers through the
controllers externa connectors.

The private cluster network is created by using the crossover cable and the two Slot 4
Network adaptersin the LC3s.

The public network is smply the norma LAN connection from the LC3sto ahub or
switch.

9.2.2 Installing the Software

Before ingtaling the Cluster service, severa steps must be taken. These steps must be
performed on each node before the Cluster service can be ingtaled.

9.2.2.1 Installing Windows 2000

Thefirg step isto ingal Windows 2000 Advanced Server. Please see Chapter 5, for
detalls of ingtaling Windows 2000.

Note that the IP addresses | am using in this example configuration are for
demonstration only. Y ou will need to configure your cluster according to your
network needs.

When ingtalling Windows 2000 Advanced Server, it isimportant to remember that
both nodes must be either member servers or domain controllers. The nodes cannot be
mixed; for example, the cluster cannot include both a member server and adomain
controller.
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9.2.2.2 Setting up the private cluster network

The private cluster network is used for node-to-node communication. An example of
traffic on this network is cluster status signd's (or heartbeats) and cluster management.
Thistraffic is used to monitor the up or down status of the member nodes. If the
Cluster service detects that one of the nodesis "down," it initiates a cluster failover. In
this case, any desgnated cluster-aware gpplications are moved to the "up" node and
restarted.

Before continuing, verify that the private network connections are correct. In other
words, make sure that the two network adapters to be used for the private network are
connected by the crossover cable. To do this, perform the following steps on the first
node of the clugter:

1. Right-click My Network Places and select Properties.
2. Right-click on the Locd Area Connection icon.

There should be two icons present. It may be difficult to determine which is

the private network. To make it ampler, | used two different makes of

network adapters, 3COM and HP. In my configuration, the HP adapter is used
for the private network. By placing the mouse over the Loca Area Connection
icons, the manufacturer and modd of the network adapter will be displayed in
atooltip.

3. Sdect Status from the menu. The Loca Area Connection Status dialog box is
displayed. If the window shows that the network is disconnected, verify that
the crossover cable is connected to the correct ports. Also verify that both
nodes are powered on. Click Close to close the didog box.

4. Right-click on the Locd Area Connection icon for the private network. Select
Properties.

5. From the Properties didog box, double-click Internet Protocol (TCP/IP).

6. Click the button for "Use the following IP address" and enter the following IP
address: 10.0.0. 1.

7. Inthe Subnet Mask fidd, enter 255. 0. 0. 0 .

8. Click the"Advanced..." button. Select the WINS tab. Sdect "Disable
NetBIOS over TCP/IP."

9. Click OK to close the Advanced TCP/IP Setting diaog box.

10. Click OK to close the Internet Protocol (TCP/IP) dialog box.

11. Repeat these steps again for Node #2, except use IP address 10.0.0.2 instead of
10.0.0.1.

To verify connectivity, typepi ng 10. 0. 0. 2 a acommand prompt on Node #1. If you
get areply, the nodes are configured correctly. If thereis no reply, verify the network
settings and cable connection.

Findly, on each node, right-click on the Loca Area Connection icon for the private
network. Select Rename and rename the icon to Private Cluster Network.

9.2.2.3 Setting up the public network
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The public network is where the cluster communicates with network clients. The
Cluster can connect to the network viaa switch or hub.

As before, verify that the public network connections are correct before proceeding.
On thefirgt node of the clugter, perform the following steps:

1. Right-click My Network Places and select Properties
2. Right-click on the remaining Loca Area Connection icon.

There should be two icons present. Unlike earlier, thereis now only one Loca
Area Connection. Since the 3COM adapter is used for the public network,
display the tooltip to verify that the Local Area Connection isthe 3COM
adapter.

- To smplify identification of the connections, rename the Local
. Area Connections accordingly. For example, rename the
" %+ connection for the production network to Production Network.

= I

3. Sdect Status from the menu. The Local Area Connection Status dialog box is
displayed. If the window shows that the network is disconnected, verify that
the network cable is connected to the switch or hub. Also, ook for alink light
on the back of the network adapter to Sgnify a connection. If thereisno link
light, verify connections and make sure the hub or switch is powered on. Click
Close to close the dialog box.

4. Right-click on the Loca Area Connection icon for the public network. Select

Properties.

From the Properties dialog box, double-click Internet Protocol (TCP/IP).

Although the IP address for the public network could be obtained by DHCP,

thisis not possble in this case because the cluster being built will be servicing

DHCP. As dways, the DHCP server requires a static |P address. Click the

button for "Use the following IP address.” and enter 192. 168. 0. 1 .

In the Subnet Mask fidd, enter 255. 255. 255. 0 .

Enter the | P addresses to the DNS servers located on the public network.

Click OK to close the Internet Protocol (TCP/IP) dialog box.

0. Repest these steps again for Node #2, but use | P address 192.168.0.2 instead

of 192.168.0.1 in step 6.

o u

B oo N

To verify connectivity, typepi ng 192. 168. 0. 2 a acommand prompt on Node #1. If
you get areply, the nodes are configured correctly. If thereis no reply, verify the
network settings and cable connection.

To verify name resolution, try pinging Node #2's computer name.

Findly, on each node, right-click on the Loca Area Connection icon for the public
network. Select Rename and rename the icon to Public Network.

9.2.2.4 Joining a domain
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Both nodes must be members of the same domain. Therefore they must dso be adleto
access adomain controller and DNS server. In this configuration, | used another
system as the domain controller and DNS server.

Tojoin adomain, follow these steps:

1. OnNode#1, right-click on My Network Places and select Properties.
2. From the Advanced pulldown menu, select Network Identification. The
System Properties didog box will be displayed.

3. From the Network Identification tab, click Properties.

4. Under "Member of," cick Domain. Enter the name of the domain the nodeis
to join.

5. Enter an administrator account and password to join the computer to the
domain.

6. Click OK to close the diadog box. Reboot the computer for the changesto take
effect.

7. Repeat these steps for Node #2.

9.2.2.5 Setting up the Cluster Account

The Cluster service uses agpecia user account known as the Cluster Account. This
account is used by the Cluster service when starting any services or devices. The
account must be crested before ingtallation of the Cluster service.

To create the Cluster Account, follow these steps:

1. Go to Start = Programs —> Administrative Tools, and select Active Directory
Users and Computers.

Double-click on the domain name.

Sdect the Users Organizationa Unit (OU).

Right-click on the Users OU and sdect New User from the menu.

Enter the following information in the New Object—User dialog box:

agrLN

First Name Cl uster

Last Name Service

Full Name Cl uster Service

User Logon Name Cl uster

6. Click Next.

7. Check the User Cannot Change Password and Password Never Expires boxes.
Click Next.

8. Click Finish to create the Cluster Account.

Since the Cluster Account will be arting services, it must be made a member of the
Adminigtrators group:

1. Sdect the Cluster Account.

2. Rignt-click on the Cluster Account and select Add Membersto a Group.
3. Sdect the Adminigtrators group and click OK.

downloaded from: lib.ommolkefab.ir


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

9.2.2.6 Configuring the disk partitions

Before ingaling the Cluster service, the disk partitions on the externd array need to
be configured. More importantly, one of the disk partitions that must be configured is
known as the quorum disk. The quorum disk is used by the Clugter service to store
important information related to the cluster, such aslog files and configurations.

To configure the disk partitions, follow these steps:

1. Power off both nodes and the external array. Now power on the externd array
and the first node.

2. Right-click on My Computer and select Manage from the menu.

3. Inthe Computer Management MMC, select Disk Management.

If thisisthe first time Disk Management has been run, the Write Signature and
Upgrade Disk wizard will gart. Select any drives displayed to write the
sgnature to, but do not upgrade any of the disks. Upgrading changes the disk
from basic to dynamic. A basic disk isjust that, a disk. However, adynamic
disk can be used to create volume sets or RAID. The Cluster service does not
support dynamic disks, therefore they cannot be used. The Cluster service
supports only hardware-based RAID.

4. Sdect thedrive on the externd array. Right-click on the drive and sdlect

Cresgte Partition.

The Creste Partition Wizard starts. Click Next twice.

Enter 500 MB, or the appropriate size according to your data storage needs,

for the partition sze. Click Next.

7. Sdect Q asthe drive letter. Thiswill be the Quorum Drive. Click Next.

8. The Clugter service requiresthat the disks be formatted with NTFS. Verify
that NTFS is selected. Click Next to format the drive.

o u

At thispoint, | will create another partition on the externd array. This partition will be
used for the DHCP database and logs:

1. Sdect adrive onthe externa array that has free space available. Right-click
on the drive and select Cregate Partition.

2. The Create Partition Wizard gtarts. Click Next twice.

3. Enter 500 MB, or the appropriate size according to your data storage needs,
for the partition Sze. Click Next.

4. Sdect E asthedriveletter. Click Next.

5. Click Next to format the drive usng NTFS.

After both drives have been created and formatted, close the Computer Management
window.

Now, power down Node #1 and power up Node #2. Using Node #2, verify that al
partitions on the externa array are configured and available. If they are not, follow the
previous steps using Node #2 to configure the partitions, making sure that the
partitions are exactly the same as the partitions created on Node #1.
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9.2.2.7 Installing the Cluster service

At this point dl hardware has been configured, the network configurations are
complete, and the disk partitions on the externa array are available.

Toingall the Cluster service, dl nodes must be powered down except Node #1. The

externa

disk array must be powered on as well.

To configure the Cluster service, follow these steps:

pPwONE

5.

6.
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Select Start = Settings —> Control Pane.

Double-click Add/Remove Programs.

Double-click Add/Remove Windows Components.

From the Windows Components Wizard, sdect the Cluster service (see Figure
9.5) and click Next.

x

Windows Components 1
You can add o iemove components of Windows 2000 i ﬁ

To add o remowe a companent, ciick, the checkbox. A shaded box means that anlly
part of the component wall be stalled  To 2es what's included in a companent, click

Details
Components:
V-j&magwﬁ T T al
B Centficale Services 14mn |
Cluster Service
¥ alIndeang Sesvice 00MB
v Pilrtameat Infrrmatinn Sevices 151 samr T

[escnptionc  Enables servers bo work bagether az & cluster bo keep server-bazed
applcations highly avalable, egardless of ndividual component failures

Total disk space requined: AINE I
Space avalable on disk: 896 1 ME el e,

Select the location of the source files for Windows 2000 Advanced Server.
Click Next to continue.

The Clugter Service Configuration Wizard will now start (see Figure 9.6). The
Hardware Configuration screen is used as areminder that only hardware
configurations listed in the Clugter category of Microsoft's Hardware
Compatibility List (HCL) will be supported. Click "I Understand” to agree,
then click Next.

Figure 9.6. Agreeing to the Hardware Compatibility List


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

Cluster Service Configuration Wizard x|

Hardware Configuration
four hardware configuration must be tested for compatabiity with the Cluster zervice

Micrazoft does nat supcort hardwane canfigurations ather than toce listed in tee Cluster
categony of the Hardware Compatbiity List [HCL) locsted at

Btk £ v v miciosall comehstesthel

T indicale that vou understand Thal Miciosolt dees nat suppoel hardwaies conliguiasbions
that are not listed i the Chuster category of the HCL, chek | Understand.

< Back | | Cancel |

7. Thenext screen to be displayed is Create or Join a Cluster (see Figure 9.7).
Since the cluster has not been created yet, select "The first node in the cluster™
radio button. Click Next to continue.

Figure 9.7. Creating a cluster

g

Cluster Service Configuration Wizard

Create of Join a Cluster
Yo can creste & new chestes, of You Can join an existing one.

Thiz zarver ig:

 The e node in the ciuster.

It thiz server iz the frst node in a clusher, pou ace creating a rew chestes:

" The zecond or newt node i the cluster,
I & least one other node sbeady exists, you ate joning an existing cluster

< Back | et > i Cancel |

If there are any problems with the shared SCS bus, an error box will be
displayed (see Figure 9.8). This error states that the Cluster service has not
found any shared disks that meet the clustering criteria. Verify the
configuration of the externd array as wdl as the configuration of the partitions
(i.e, verify that they are formatted usng NTFS).

Figure 9.8. No Disks Found error

Cluster Service Canfiguration Wizard |

Cluster zervice Setup dd not ind any disks on the shared SCS1 bz that meet the cnbena
for clusterng. Diske on the cluster storage must be formatted using the NTFS fle system
and must nok be configured as dynamic disks. Far nformation sbout nstaling & dsk an
the shared SC51 bus, click Help.

8. Thenext screen is used to name the cluster. Enter DHCP as the cluster name.
Click Next to continue.
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9. Enter the name of the Cluster Account created earlier (see Figure 9.9). Enter
Clugter in the "User name'” field, leave the password blank (asit was when the
account was created), and, if the user account is adomain account, verify the
correct domain is selected. Click Next.

Figure 9.9. Assigning the Cluster Account

HErwi I.i

Select an Account
Fon secuily puposes, the Cluster service must use a domain account

Type the uzer name and pazsword for the domain account you waet the Cluster zervice
lo uee This account is given special securily privileges on each cluster node,

Llser name: | chuster
E e [T
Doman: |HELPANDLEARN »

coce ||

10. The Add or Remove Managed Disks window appears (see Figure 9.10). Now
it istime to sdlect the partitions created earlier on the externd disk array as
managed disks. Managed disks are partitions that will be managed by the
Clugter service. Although other disks may appear from other SCSl buses, only
disks on the shared SCSl bus can be managed by the Cluster service. If any
other disks appear under the Managed Disks windows, select them and click
Remove to unmanage them. Click Next.

Figure 9.10. Adding and removing managed disks

=

Add or Remove Managed Disks
The dizks that Chester seevice controb: accass to are known as managed dicks

Add ke disks that vou went he clister o mansgs Remove those disks thal you do nat
weant the cluster b managa.

Unmanaged disks Managed disks
{= DekOHP 18260 A 80
| @ [New Yalme|
| |= Disk1[HP  18.2GB A 80

Caution: The likelihood of comspton of unmanaged NTFS dsks on s shated bus iz veie
high. It iz recommendsd that pow use Clusher sarvice o manage theee didks.

(Bt | Hot> | Coal ||

11. The next screen is used to sdlect the quorum disk (see Figure 9.11). The
quorum disk is used for cluster management by storing checkpoint and log
filesfor the cluster. From the dropdown list, select drive Q as the quorum disk.
Click Next.
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12.
13.

14.

15.

16.

17.

18.
19.
20.
21.
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Figure 9.11. Selecting the quorum disk

Cluster File Storage

Y'oun sore cluster checkport and log hles on a chsten disk. These Hes: hel manags the
chester

Selec! a dik onwhich lo store cluster checkpoint and log fles,

Select & dek o partibon with at least 5 ME of free space (100 MEB recommended). It iz
akeo recommended that you keep the cluster checkpont and log files on @ separate
pantibon from user applcations

The next phase of the ingtalation is the network configuration. Although the
interfaces have been configured with 1P addresses, the Cluster service needsto
know which interface is used for the private cluster network and which is used
for the public network.

Click Next in the Cluster Network Configuration window.

The order of the network interfaces may vary. In this case, the private cluster
network is displayed first. Sdlect the "Enable this network for cluster use”

radio button. Sdect the "Internd cluster communications only (private
network)" radio button. Click Next.

Now configure the public network interface. Sdect the "Enable this network
for cluster use" radio button. Sdlect the " Client access only (public network)"
radio button. Click Next.

The next window is used to sdect the order in which the networks will be used
for cluster communication. The reason for selecting the order isthat, in the
event of afailure on the private cluster network (either the network itself or

the interfaces), the Cluster service can move cluster communicetionsto the
public network interface. Verify that the private cluster network isthe first
network selected and click Next.

The Clugter |P address windows are displayed. Thisisthe IP address that
represents the cluster on the network. Enter 192.168.0.50 with the subnet mask
of 255.255.255.0. Next, verify that the public network is selected. This
associates the cluster | P address with the public network. Click Next to
continue.

Click Finish to complete the Cluster Configuration Wizard.

The Clugter serviceis now configured and running on Node #1. To complete
the cluster, Node #2 must now be configured with the Cluster service.
Compared to Node #1, configuring Node #2 is extremely smple.

Power on Node #2. Leave Node #1 and the external array powered on also.
On Node #2, go to Start = Settings = Control Pandl.

Double-click Add/Remove Programs.

Double-click Add/Remove Windows Components.
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22. From the Windows Components Wizard, select the Cluster Service and click
Next.

23. Sdlect the location of the source files for Windows 2000 Advanced Server.
Click Next to continue.

24. The Clugter Service Configuration Wizard will now start. The Hardware
Configuration screen is displayed. Click | Understand to agree, then click
Next.

25. The next screen displayed is Create or Join a Clugter (see Figure 9.12). To add
Node #2 to the cluster, select the radio button labelled "The second or next
node in the cluster.” Click Next to continue.

Flgure 9 12. Joining a cluster

Create of Join a Cluster

Y'ou can cresle & new chester, of pou can join an existing one,

Thes sarver is:

™ The first rade in e clusher.
I this server iz the fesl node ina clusher, pou ace crealing & new chestes,

'~ The zecond o nexd node i the claste:.
1[ & leas! one othet node akeady exists, pou ale joning an existing q:lu:iler

< Back | Hewt > Cancel| |

26. Enter the cluster name, DHCP, for the cluster crested earlier. Click Next.

27. The Clugter Configuration Wizard will automatically use the Cluster Account
used in the configuration of Node #1. Click Next.

28. Click Finish to complete the Cluster Configuration Wizard.

W, it took alittle while, but you now have a basic functioning Windows 2000
clugter. At this point both nodes should be communicating across the private network.
The nodes share acommon externd disk array, which stores data for any cluster-
aware gpplications. Findly, the cluster itsdlf is represented on the network as a virtud
server, with its own IP address. In other words, users see the cluster asasingle server,
not theindividua nodes.

9.2.3 Using Windows Clustering with DHCP

DHCP Server in Windows 2000 is a cluster-aware gpplication. By usng the DHCP
Server sarvice dong with the Cluster service, atype of DHCP failover can be created.

Using avirtud server, the Cluster service allows the DHCP server to run on one node
in the clugter. If the node crashes, the Cluster service reconstructs the DHCP server
using the virtua IP address and restarts the DHCP Service. Clients continue to use the
virtud |P address of the DHCP server for obtaining and renewing leases.

DHCP with clustering requires three resources. a disk resource, an |P address
resource, and a network name resource.
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The disk resource, stored on acommon external drive array, holds the DHCP
database. When one node crashes and the second node takes over, the second node
has complete knowledge of existing |P address leases and configurations.

The IP address resource is used for the virtual address. This must be a static address,
not an address obtained by DHCP. The DHCP Service must bind to this virtual 1P
address and this address must aso be used when authorizing the DHCP server in
Active Directory. When configuring DHCP scopes, the virtud 1P address must be
excluded. DHCP clients will use thisvirtua |P address to identify the DHCP server.

The network name resource provides a network name that represents the cluster to the
network. Combined with the I P address resource, the network name resource creates a
virtua server identity for the cluster. Network clients can access the cluster from the
sangle network name, regardless of which nodeis active.

Findly, the DHCP resource type needs to be configured. The DHCP resource type
dlows an adminigtrator to configure and manage the DHCP service in the clugter. The
resource type points to the location of the DHCP database. The administrator must
configure the location of the database and the backups of the database.

The DHCP database path must:
End with abackdash (\)
Use adrive letter
Not use the system variable %systemr oot%
The following sections explain how to configure the Cluster service to use DHCP.

9.2.3.1 Creating a resource group

A resource group is a collection of cluster resources. | will create a resource group
that will in turn be used when | cregte the virtua server for DHCP.

1. Select Start = Programs —2 Administrative Tools. Choose Cluster
Adminigrator.

2. Inthe Cluster Adminigrator, right-click on DHCP, the cluster name that we
created earlier. Select New — Group to create anew resource group.

3. Oncethe New Group Wizard starts, enter DHCP Group as the group name and
click Next (see Figure 9.13).

Figure 9.13. Creating a new resource group
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4. Under available nodes, select Node #1 to be the preferred owner of the
resource group. Click Finish to complete the creation of the resource group.

5. Next, | need to move adisk resource (drive E) into the DHCP Group. This
disk will be used to store the DHCP database. In the Cluster Administrator,
select the Cluster Group. In the righthand pane, select drive E. Right-click on
drive E and sdlect Change Group, then DHCP Group (see Figure 9.14).
Confirm the move by answering Y es to the following two questions.

Figure 9.14. Moving resources into a resource group

(L
Take Ciffire
Tritiate Failure

Delzte

DHCP Group

Disk. Group 1
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9.2.3.2 Creating a virtual server

In this section | will create avirtud server. A virtud server contains a network name
resource, an | P address, and the resource type for the application running on the
virtud server.

1. InCluger Adminigrator, right-click on the cluster, DHCP, and select
Configure Application to create a virtud server.

2. The Clugter Application Wizard garts. Click Next to continue. On the Select
or Create a Virtua Server screen, select the "Create anew virtua server” radio
button (see Figure 9.15). Click Next.

Figure 9.15. Creating a new virtual server
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3. Inthe next window, sdlect "Use an existing resource group” and select DHCP
Group from the pull-down list (see Figure 9.16).

Figure 9.16. Selecting a resource group
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4. Next, namethevirtud server. Enter DHCP Vi rt ual Ser ver inthediadog box

and click Next.

5. TheVirtud Server Access Information screen is displayed (see Figure 9.17).
This screen is used to enter the IP address and network name to be used by the
virtua server. Enter the network name DHCPGROUP and the | P address

192. 168. 0. 49 . Click Next to continue.

Figure 9.17. Configuring the IP address and network name
2%
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6. The Advanced Properties screen is displayed (see Figure 9.18). Thisscreenis
used to set advanced properties like node ownership and failover response.
Click Next.

Figure 9.18. Virtual server advanced properties
Cluster Application Wizard 7| x
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and then chck Advanced Propertas.
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Tao cieale the witual server, chek Mes,
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7. On the next screen, answer Y es to create an application resource now.
8. On the Application Resource Type screen, sdlect the DHCP Service resource
type from the pull-down list (see Figure 9.19). Click Next to continue.

Figure 9.19. Selecting a resource type
Cluster Application Wizard 1] ]
Apphcation Resource Type
Cpaciy the lype of application iezowce @
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rszource of a speciic ivpe,

N O P Serice
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9. Inthe Application Resource Name and Description screen, enter DHCP
Service for Virtual Server asthename of the application. Click the
Advanced Properties button.

10. From the Resource Type Advanced Properties screen, select the Dependencies
tab, then click Modify.

11. In the Available Resources Pane, hold the Ctrl key down and select Disk E:,
DHCP Group IP Address, and DHCP Group Name. Click the left arrow to
move the resources to the Dependencies pane (see Figure 9.20). Click OK.
Click Next.

Figure 9.20. Modifying resource dependencies
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12. The DHCP Service Parameters screen is used to modify the database, audit
file, and backup paths. Verify that the paths are pointing to Disk E: (see Figure
9.21). Click Next to complete the creetion of the DHCP virtua server.

Figure 9.21. Modifying DHCP service parameters
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13. Oncethevirtud server is created, it must be brought online. This can be
accomplished using the Cluster Adminigtrator. Right-click on the DHCP
virtua server and sdlect Bring Online (see Figure 9.22). After a couple of

moments, dl resources belonging to the DHCP virtua server are brought
online.

Figure 9.22. Bringing the DHCP virtual server online
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At this point the DHCP virtua server is online. Any scopes crested on the DHCP
server will now be servicing clients. Using a DHCP client on aworkgation, verify
that the DHCP service is available and functioning properly.

9.3 Summary

This chepter discussed usng a DHCP clugter to provide aleve of fault tolerance for
DHCP in Windows 2000. Since DHCP isamisson-critical network application for
most organizations, having a degree of failover protection is a requirement.

The DHCP Service in Windows 2000 is a cluster-aware application. This means that
the sarvice can beingdled on acluster and in the event that anode in the duster falls,
the Cluster sarvice will gtart the DHCP Service on another node.

Ingtalling a Windows 2000 Cluster can be alengthy process, and it isimportant to do

planning and research before attempting the ingtalation. This chapter covered this
entire planning and build process.
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Chapter 10. Integrating DHCP and DNS

Before Windows 2000, networks using Microsoft operating systems relied on
NetBIOS for network clients to locate servers and resources. One problem with
NetBIOS s that it doesn't work with TCP/IP, and hence, the Internet. The Internet and
TCP/IP rely on the use of either host files or DNS for name resolution. Microsoft
operating systems did not support these systems for name resolution. With Microsoft
darting late in the Internet game, WINS was developed to provide NetBIOS name to

| P address name resolution.

In Windows 2000, the Domain Name System (DNS) has replaced the Windows
Internet Naming System (WINS) as the primary method of name registration and
resolution. As such, DNS needed to include much of the functiondity in WINS. This
chapter provides an overview of some of these new features before delving into the
piece of DNS that istightly integrated with DHCP. Dynamic Update. One of the
benefits of usng WINS was that WINS dients could automaticaly and dynamicaly
register their NetBIOS names in the WINS database. Dynamic Update adds this
support to DNS using hostnames, the DNS database, and DHCP.

10.1 Domain Name System

During the early days of the Internet, the hostnames of computers were stored in a
HOSTSfile, agatic text file listing hostnames and their corresponding | P addresses.
Since it was a dtdtic text file, it needed to be administered by hand. Typicaly, the
HOSTSfile was stored in a central location, which in turn was downloaded to all
computers on the network. As the network grew, this method of updating the HOSTS
file created more network traffic and took longer asthe HOSTSfile grew larger. DNS
was introduced in 1984 to help dleviate these problems.

DNS s designed as a hierarchica distributed database which holds dl hostnames. The
database is then distributed among severd other DNS servers. The distribution of the
database decreases the load on any one DNS server.

Didributing the DNS database dso dlowsit to be divided into separate administrative
zones. Dividing the database into zones makes the database's Sze virtudly unlimited
while kegping it manageable. Please refer to Chapter 1, to review the Structure of
DNS.

DNS s defined in RFC1034, "Domain Names—Concepts and Fecilities'
(http://www.ietf.org/rfc/rfc1034.txt) and RFC1035, "Domain Names—
Implementation and Specification” (http://Aww.ietf.org/rfc/rfc1035.txt).
10.2 Windows 2000 DNS Server

The DNS Server that ships with Windows 2000 is compliant with RFCs 1034 and
1035. It also supports the following RFCs:

RFC1122, "Requirements for Internet Hosts—Communication Layers'
http://mww.ietf.org/rfc/rfcl122.txt
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This RFC outlines how software vendors should develop and configure
Internet host software at the lower layers of the OSI Mode (Transport,
Network, and Data Link). This covers protocols such as ARP, IP, ICMP,
IGMP, TCP, and UDP.

RFC1123, "Requirements for Internet Hosts—A pplication and Support”
http:/Amww.ietf org/rfc/rfc1123.txt

A companion to RFC1122, this RFC outlines how software vendors should
develop and configure Internet host software at the upper layers of the OS|
Mode (Application, Presentation, and Session). This covers protocols such as
Telnet, SMTP, FTP, TFTP, and DNS.

RFC1886, "DNS Extensions to Support IPv6"
http:/Aww.ietf.org/rfc/rfc1886.txt

This RFC specifies the changes needed in DNS to support IPV6. It definesa
new resource record (aaaa) which is used to map a domain name to an IPv6
address, aswell as defining name queries using I Pv6.

RFC1995, "Incrementa Zone Transfer in DNS'
http://mww.ietf.org/rfc/rfc1995.txt

This RFC definesthe inclusion of an incrementd zone transfer cgpatility to
DNS. Incrementa zone transfer is amore efficient way of updating the zone
files on name servers. Thisis accomplished by only sending records that have
changed since the last zone transfer. Without incremental zone transfer, the
entire zone needs to be transmitted to the name sarvers.

RFC1996, "A Mechanism for Prompt DNS Natification of Zone Changes'
http:/Aww.ietf.org/rfc/rfc1996.txt

This RFC, directly related to RFC1995, provides amethod for a master server
to notify dave serversthat a change has occurred to the zone.

RFC2136, "Dynamic Updatesin DNS (DNSUPDATE)"
http:/www.ietf.org/rfc/rfc2136.txt

This RFC adds the capability to DNS to do dynamic updates. Standard DNSis
a datic database that must be maintained by an adminigtrator. Dynamic

updates allow DNS to receive updates to resource recordsin azoneviaa
DHCP server or DHCP client.

RFC2181, "Clarifications to the DNS Specification”
http://mww.ietf.org/rfc/rfc2181.txt

This RFC was published to better explain some topicsin DNS, such as Time
to Lives(TTL) and Start of Authority (SOA).
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RFC2308, "Negative Caching of DNS Queries'
http:/Aww.ietf.org/rfc/rfc2308.txt

This RFC clarifies the negative caching cgpability in DNS. Negetive caching
is the capability of storing negative responses (i.e., hostnames that were not
resolved to |P addresses) and replicating the cache to other name servers. In
turn, negative caching helps reduce network traffic.

RFC2845, "Secret Key Transaction Authentication for DNS (TSIG)"
http:/Amww.ietf.org/rfc/rfc2845.txt

This RFC definesthe TSIG protocol, which provides a secret key method of
authentication between DNS clients or servers.

RFC2782, "A DNS RR for specifying the location of services (DNS SRV)"
http:/Amww.ietf .org/rfc/rfc2782.txt

This RFC defines the SRV resource record, which is used to locate network
sarvices, such as domain controllers.

An Internet Draft is the working document that the Internet Engineering Task Force
(IETF) uses when developing and refining new Internet standards. Please note that
Internet Drafts are subject to change. There are severd Internet Drafts that are

supported:

"Interaction between DHCP and DNS' http://search.ietf.org/internet-
draftg/draft-ietf-dhc- dhcp-dns- 12.txt)

This draft describes the process that DHCP clients and servers use when
updating DNS via dynamic update.

"Secret Key Edtablishment for DNS (TKEY RR)"
http://search.ietf .org/internet- drafts/draft-ietf- dnsext-tkey- 04.txt

This draft outlines the use of shared secret keysfor DNS queries and
responses. It defines a new resource record caled a TKEY.

"Usdng the UTF-8 Character Set in the Domain Name System”
http://search.ietf .org/internet- drafts/draft- skwan- utf8- dns- 04.txt

This draft specifies that DNS names are represented using the ASCI I character
encoding known as UTF-8. Standard DNS specifies the use of ASCII
character encoding only.

"GSS Algorithm for TSIG (GSS-TSIG)" http:/mww.ietf.org/internet-
draftg/draft- skwan-gss-tag-04.txt

This draft specifies the use of Generic Security Service (GSS) for TSIG. TG
is used for transaction level authentication in DNS.
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Asyou can see, Microsoft was determined to make the Windows 2000 DNS Server
fully RFC compliant. By aso taking into account the Internet Drafts, which will likely
become RFCs, Microsoft took a proactive step in integrating many future
enhancements in the Windows 2000 DNS Server.

10.2.1 Resour ce Records

The DNS database contains resource records (RR) that identify distinct resourcesin
the database. A resource record contains the following items.

Owner
Specifies the name of the domain where the resource record is located.
Type

Specifies the type of resource for the resource record (i.e., ahost, name server,
mail exchanger, etc.).

Class

| dentifies the protocol family (usudly the Internet class).
TTL

Specifiesthe Timeto Live for the resource record, in seconds.
Rdata

Specifies the actual datafor the resource record. This can change depending
on the type of resource (i.e., ahostname for NS, an IP address for A).

Table 10.1 lists some of the common resource records found in DNS.

Table 10.1. Common Resource Records

Description Type Class
Start of Authority SOA IN (Internet)
Host A IN (Internet)
Pointer PTR IN (Internet)
Name Server NS IN (Internet)
Mail Exchanger MX IN (Internet)
Canonical Name CNAME IN (Internet)

10.2.2 DNS Database Distribution

Asnoted in Chapter 1, a DNS database is broken up into multiple zones. A zoneisa
portion of the database containing RRs of hosts. These hosts are located in that
contiguous portion of the DNS namespace represented by the zone.
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A DNS name server isthe repository of the zone or zones files A zonefileisan
ASCII text file that contains the configuration data for a given zone, or in other
words, the resource records for the zone. The first record in azonefileisthe Start of
Authority (SOA) record. This record identifies the primary DNS server for the zone.
A primary server isrespongble for updating the filesin the zone. Another type of
DNS server called a secondary server holds aread-only copy of the zonefile A
secondary server provides fault tolerance in the event of a communication falure.

i A DNS server can be the primary server for one zone and a
- secondary server for another zone. Therefore the function of the
" %% DNSsarver is dependent on the zone in question, not the server
itsdf.

All changes made to a zone are first made at the primary server and then replicated to
the secondary server. Thisreplication is known as a zone transfer. The replicationis
accomplished by smply copying the zone file from the primary to the secondary.

Zone transfers are handled automatically by the DNS protocol. There are two types of
zonetrandfers. full zone transfer (AXFR) and incremental zone transfer (IXFR). A
full zone trandfer copies the entire zone file. An incrementa zone transfer only copies

resource records that have changed in the zone. The Windows 2000 DNS Server
supports both types of zone transfers.

10.2.3 DNS Replication Using Active Directory

Besides using the traditional method of replicating the DNS database through zone
transfers, Windows 2000 DNS Server aso supports the use of Active Directory for
database storage and replication.

10.2.3.1 Active Directory storage
Active Directory is an X.500-compliant database that uses a hierarchical tree structure
to store objects. These objects represent resources that are available on the Windows

2000- based network. There are two types of objects found in Active Directory:

Container objects

These objects are used for organizationa reasons. They can contain other
container objects or leaf objects.

Leaf objects
These objects represent specific resourcesin the Active Directory.

Each object in Active Directory has attributes that define its characteristics. For
Active Directory-integrated DNS, the following objects are defined:

DnsZone
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This object isa container object. It doesjust what its name implies: it
represents aDNS Zone. This container object contains leaf objects called
DnsNodes.

DnsNode

This object isaleaf object. It represents a host in a zone and its associated
resource records (DnsRecord).

DnsRecord

Thisis an attribute of the DnsNode object. It isamulti-vaued atribute
containing the type of resource record, its class, €tc.

10.2.3.2 DNS replication in Active Directory

With the zone information stored in Active Directory, al updates are sent to aDNS
server, which in turn writes the data to Active Directory. Active Directory then
replicates that data to the other domain controllers. DNS servers running on these
domain controllers then access the updated database.

Sinceit uses amulti-master replication modd, an update made to one DNS server is
automatically replicated to the rest of the DNS servers. One potentia problem with
using the multi-master replication modd occurs if changes are made to the same
object on two or more separate DNS servers. In this case, Active Directory usesthe
timestamps of the updates. The latest update is preferred and kept.

10.2.3.3 Converting zones

Windows 2000 includes the capability to convert zones from standard primary,
standard secondary, or Active Directory-integrated. There are a couple of reasons why
you may want to convert a zone from one zone type to another.

Firg, it alows you to reconfigure the DNS topology. Take, for example, a Stuation
where a standard primary zone is configured on a server that is dso adomain
controller, DHCP server, and WINS server. The standard secondary zones are located
on other domain controllers. Due to the amount of network traffic and multiple
dependencies on this server, you can indal anew DNS server and configure it with a
standard secondary zone. Next, convert the standard secondary zone on this server to
the standard primary zone for the domain. Y ou have now removed a dependency on
the origind server. Y ou aso have the option to remove the standard secondary zone

on the origina server to help reduce the load.

Secondly, you can convert a standard primary or standard secondary zone to be
Active Directory-integrated. With an Active Directory-integrated zone, dl zone
information is stored within Active Directory and is replicated between dl domain
controllers during regular domain replication.

Zones can be converted from any type of DNS zone to any other type. To convert a
DNS zone, follow these steps:
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1. Inthe DNS console, right-click on the zone to be converted. Select Properties.

2. Click the Change button.

3. The Change Zone Type diadlog box is displayed. Select a zone type to convert
to (see Figure 10.1). Choose from the following options:

Active Directory-integrated

Thisoption isavailable only if the DNS server islocated on adomain
controller. Zone dataiis stored and replicated as a part of Active Directory.

Standard primary

This option converts the zone to a standard primary zone. If changing from an
Active Directory-integrated zone to a standard primary zone, the DNS server
loading the primary zone mugt be the single primary for this zone.
Accordingly, the zone must be deleted from Active Directory when the
converson is complete.

Standard secondary

This option converts the zone to a standard secondary zone. An IP address of a
DNS server that contains the source data for the zone must be entered.

Figure 10.1. Converting zone type

Change 2one Type

Sedact a zone bppa:

Steres the zone dats in Acthe Diectany

[ Standard prmany
Stores the zone data in a standand et file.

" Standard secondany
Creates a copy of an axisting zone.

ok I Cancel

4. Click OK to close the Change Zone Type diaog box.
5. Click OK to closethe DNS Server Properties diaog box.

10.2.4 Incremental Zone Transfer

Incremental zone transfer (IXFR) alows changes in the DNS database to be
propagated more quickly than the norma full zone transfer (AXFR). Since an AXFR
transfers the entire zone file from the master server to the dave DNS server, amore
efficient method of sending changes was designed. IXFR is much more efficient snce
it only sends the changes that are required to make the dave's zone file current.

10.2.4.1 The incremental zone transfer process
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A dave name server sends an | XFR message to the master name server. The IXFR
message contains the SOA serid number from the dave's copy of the zonefile.

The master name server keeps the latest SOA seriad number from its copy of the zone
file. When it recaives the IXFR regquest from the dave, it compares the two numbers.
The master then sends only the changes required to make the dave's copy current.

Nonetheless, afull zone transfer may be required if the number of changesislarger
than the entire zonefile.

10.2.5 Domain Locator Service

The Domain Locator Service in Windows 2000 is implemented as part of the
Netlogon Service. It isasarvice that alows a client to locate a domain controller.

Before Windows 2000, Windows clients used NetBIOS to determine what domain
controllers were available on the network. In Windows 2000, DNS is used for name
resolution.

When adomain controller boots up, the Netlogon Service registers the server's SRV
resource records in DNS. The SRV resource record is used to define a service location
(e.g., which server or servers are domain controllers) for adomain. The domain
controller's Netlogon Service also registers the server's A and CNAME resource
records.

To locate a domain controller, the client's Domain Locator Service submitsa DNS
query to the DNS server for the domain controller. The DNS server responds with a
list of domain controllers. After the query is resolved, an LDAP request is then sent to
the domain controllers ligted to determine their availability. The first domain

controller to respond is then used by the client.

10.3 Dynamic Update

It isimportant to remember that the entire basis of DNS was rooted in the HOSTS
file—addtic text file. As such, DNS has traditionaly been maintained manudly by a
network adminigtrator. The administrator made edits to the zone file by hand.

However, with the advent of DHCP and dynamic | P addressing, the operation of
manualy updating the DNS database quickly became inefficient and unmanageable.
Since an administrator could not possibly process the number of updates required,
many organizations became very sdective towards DNS updates. Only important
devices, such as servers, network printers, routers, etc. would be assigned hostnames
and added to the DN'S database.

To handle the overburdening load of DNS updates, the IETF rel eased RFC21.36,
"Dynamic Updatesin DNS (DNS UPDATE)." This RFC defined a new DNS message
type caled UPDATE. The UPDATE message is used to define and remove resource
records from a designated zone. It dso has the ability to perform tests to determine if
aparticular resource record currently exists in the DNS database.
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Since changes can only occur on the primary name server for a zone, the RFC dso
specified that if a secondary server receives an UPDATE message, it must forward the
UPDATE request to the primary name server. Of course, with an Active Directory-
integrated DNS database, dl updates are processed by a domain controller.

Anacther concern is zone transfers. During zone transfers, the zone file is locked while
the secondary server receives the updated file. Thisis done so that the secondary
server recelves an accurate picture of the zone.

What happensif the DNS server receives UPDATE messages while a zone transfer is
occurring? The Windows 2000 DNS Server queues the UPDATE messages during the
transfer and processes them once the zone file is unlocked.

By using dynamic update aong with DHCP, the A and PTR resource recordsin the
DNS database can be made consistent with the | P address assignments located in the
DHCP database.

When a DHCP client receives an | P address from a DHCP server, its A resource
record is updated with the FQDN of the client. The client's PTR resource record is
updated as well with the newly assigned | P addresses. These updates are performed
usng UPDATE messages.

10.3.1 The Dynamic Update Procedure

During boot up, the Windows 2000 DHCP client attempts to negotiate the dynamic
update procedure with the DHCP server.

There are three different dynamic update procedures possible:

DHCP client updates the A resource record, DHCP server updates the PTR
resource record.

DHCP server updates both the A and PTR resource records.

DHCP server is configured to not perform dynamic updates. In this case, the
DHCP client attempts to update both the A and PTR resource records.

Dynamic update operates by using an additional DHCP client option known as the
Client FQDN Option (81). This dlowsthe dient to provideits fully qudified domain
name to the DHCP server and notify the DHCP server how to perform any dynamic
updates on the client's behdlf.

Note that only Windows 2000 DHCP clients support dynamic update. Clients that do
not support it, i.e., pre-Windows 2000 DHCP dlients, must rely on the DHCP server
to perform updates on their behalf.

10.3.1.1 Windows 2000 DHCP clients

Windows 2000 DHCP clients support and perform their own dynamic updates (see

Fgure 10.2). Thefollowing list steps through the dynamic update process found in
Windows 2000 DHCP clients:
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.

10.3.

The client sends a DHCPREQUEST message to the DHCP server.

The DHCP server responds to the client's request with an IP address using a
DHCPACK message.

Depending on the configuration of the DHCP server and client, one of the
following occurs:

o The DHCP client sendsa DNS UPDATE message to the DNS server
to update or add an A (hostname to I P address) resource record using
the client's hostname.

o The DHCP server sends a DNS UPDATE message to the DNS server
to update or add the A resource record.

The DHCP server sendsa DNS UPDATE message to the DNS server to
update or add a PTR (reverse lookup, |P address to hostname) resource record
for the DHCP client.

Figure 10.2. Dynamic update with Windows 2000 DHCP clients
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1.2 Pre-Windows 2000 DHCP clients

Since DHCP clients from earlier versions of Windows do not support DDNS, the
dynamic update processis carried out by the Windows 2000 DHCP server (see Figure

10.3);

1
2.

3.

4,

The client sends a DHCPREQUEST message to the DHCP server.

The DHCP server responds to the client's request with an |P addressusing a
DHCPACK message.

The DHCP server sends a DNS UPDATE message to the DNS server to
update or add the A resource record for the client.

The DHCP server sends a DNS UPDATE message to the DNS server to
update or add a PTR resource record for the client.

Figure 10.3. Dynamic update with pre-Windows 2000 DHCP clients
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10.3.2 Configuring the DNS Server for Dynamic Updates

For the

DNS server to receive and process dynamic updates, you need to enable

dynamic updates:

1

2.

3.
4,

downloaded from: lib.ommolkefab.ir

Open the DNS Manager and right-click on the primary DNS server. Go to
Properties.

On the Generd tab, select the "Allow dynamic updates?' list box (see Figure
10.4).

This option determines how this zone will handle dynamic DNS updates. For
standard zones, you can enable or disable dynamic updates. With zones
integrated into Active Directory, you can choose to alow only secure updates.
The following choices are availdble:

No

Do not perform dynamic updates.

Yes

Always perform dynamic updates.

Only secure updates

Only perform dynamic updates if the access contral list (ACL) dlowsit.

Select Yes.
Click OK to close the DNS Zone properties dialog box.

Figure 10.4. Enabling dynamic updates on the DNS server
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Configuring the DHCP Server for Dynamic Updates

The DHCP Server needs to be configured to perform dynamic updates of A and PTR
resource records for DHCP clients. As noted earlier in this chapter, the process makes
use of a DHCP option, the Client FQDN Option (81). The DHCP client sendsthis
option aong with ingructions on how the DHCP server should handle any updates on
behdf of the client.

The DHCP server can be configured in the following ways

To conf

1.

2.

3.
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The DHCP server updates the client's resource records given the instructions
from the dlient.

The DHCP server aways updates the client's resource records.

The DHCP server never updates the client's resource records.

igure the DHCP server for dynamic updates, follow these steps:

Open the DHCP console. Right-click on the desired DHCP server and select
Properties.

The DHCP Server Properties dialog box is displayed. Click on the DNS tab
(see Figure 10.5).

Configure how the DHCP server will process dynamic updates.

By default, the DHCP server is set to perform dynamic updates only if the
DHCP client requestsit. Thisis designated by sdecting "Update DNS only if
DHCP client requests.”

Sdlect "Always update DNS' to have the DHCP server dways update the
client's resource records.

To disable dynamic updates, uncheck "Automaticaly update the DHCP client
information in DNS."
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4. To have the DHCP server automatically delete aclient's A resource record
when its lease expires, check the "Discard forward (name-to-address) lookups
when lease expires’ option.

5. To have the DHCP server process dynamic updates on behaf of clients that
are not capable of doing it themsaves (pre-Windows 2000 DHCP clients),
check the "Enable updates for DNS clients that do not1141 support dynamic
update” option.

6. Click OK to close the DHCP Server Properties dialog box.

Figure 10.5. Configuring the DHCP server for dynamic updates
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10.3.4 Secure Dynamic Update

The Windows 2000 DNS Server provides a secure way to perform dynamic updates
in Active Directory-integrated zones. By default, any authenticated user can creste the
A or PTR resource recordsin any zone. If an update was performed that was
incorrect, either by smple error or hogtile intent, name resolution problems could take
placein the DNS database.

Secure dynamic updates are accomplished by defining an access control list (ACL)

for azone. An ACL isaligt of users or groups that are permitted to change or update
resource records for that zone. With secure dynamic updates, only objects (e.g., users,
owners, DHCP servers) specified in the ACL are permitted to update the A and PTR
resource records

A secure dynamic update follows this procedure (see Figure 10.6):

Figure 10.6. The Secure Dynamic Update procedure
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1. The DHCP dient queriestheloca name server to find out which server is
authoritative for the hostname it is trying to update. The loca name server
then responds with the | P address of the authoritative name server.

2. Thedient queries the authoritetive name server for the hostname it wantsto
update. Thisisfor verification purposes. If the name exigsin the zone, the
authoritative server confirmsit.

3. The dlient attempts a non-secure update. If the server is configured to perform
non-secure updates, the server smply processes the update request. If the
server is configured to accept only secure dynamic updates, the server refuses
to process the request.

4. At thispoint, the client and the server begin to negotiate a security context.
This negotiation takes place usng the DNS protocol using a resource record
known as TKEY. The TKEY resource record holds the transaction key.

For Windows 2000, clients and servers propose to use Kerberos to provide the
security context. Using Kerberos, they verify each other's identity.

The security context is then used to produce and authenticate transaction
sgnatures. These transaction Sgnatures are used for al messages between the
client and the server.

5. Thecdlient sends a secure dynamic update to the authoritative server. Again,

the conversation uses the DNS protocol, using another resource record known
as TSIG. TSIG is used to handle the transaction Signatures.
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6. The server triesto update Active Directory. Depending on the ACL for the
zone, the server will or will not be able to perform the update.

7. The server sends areply to the client stating that the update took place or that
the update was denied.

10.3.4.1 Configuring the DNS server for secure dynamic updates

To use secure dynamic updates, the DNS database must be integrated with Active
Directory. Next, the DNS server needs to be configured. Follow these steps:

1. Openthe DNS Manager and right-click on the primary DNS server. Go to
Properties.

2. Onthe Generd tab, sdlect the "Allow dynamic updates?” list box.
This option determines how this zone will handle dynamic DNS updates. For
standard zones, you can enable or disable dynamic updates. With zones
integrated into Active Directory, you can choose to alow only secure updates.
Thefollowing choices are available:
No
Do not perform dynamic updates.
Yes
Always perform dynamic updates.
Only secure updates

Only perform dynamic updatesif the ACL dlowsit.

3. Sdect "Only secure updates.”
4. Click OK to closethe DNS Zone properties dialog box.

Now the DNS server is configured to perform update requests only from objects that
have permission to do so.

10.3.4.2 The DnsUpdateProxy group

As described earlier in the chapter, the DHCP server can be configured to perform
dynamic updates on behdf of pre-Windows 2000 DHCP clients. Using Secure
Dynamic Update in this Stuation has the potential to cause stale resource records.

If the DHCP server performs an update of aresource record, the DHCP server
becomes the owner of that record. In this case, only the DHCP server can update the
record.

Now, what happens if that DHCP server goes down? If another DHCP server triesto

update the record on behdf of the pre-Windows 2000 DHCP client, the update fails
because the second DHCP sarver is not the owner of the record.
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To solve this problem, there is a group cdled DnsUpdateProxy. By adding al DHCP
servers that will be servicing DHCP requests from pre-Windows 2000 DHCP clients
to this group, the problem is fixed. No object created by a member of the
DnsUpdateProxy group has security set.

To configure the DnsUpdateProxy group, follow these steps:

1. Sdect Start = Programs —2 Administrative Tools, and choose Active
Directory Users and Computers.

In the tree pane, expand the desired domain.

Sdect the Users organizationd unit.

From the ligt in the contents pane, double-click the DnsUpdateProxy group.
Click on the Members tab.

Click the Add button and sdlect the DHCP serversthat will be servicing
requests from pre-Windows 2000 DHCP clients. Click Add to add them to the
list. Click OK to close the didog box.

7. Click OK to close the DnsUpdateProxy Properties diaog box.

O~ WN

e If a DHCP server isingaled on adomain controller and isdso a
- member of the DnsUpdateProxy group, any DNS entries owned
" 4 by that sarver are unsecure. These DNS entriesinclude dll the
SRV, A, and CNAME entries that are automatically registered
by the Netlogon service. For this reason, it is recommended that

the DHCP sarver be ingdled on a member server.

10.3.5 Configuring the DNS Server for Scavenging

Scavenging alows old resource records that are no longer in use to be purged from
the DNS database. Old, unused resource records can cause problems with the
database. Some of these problems include the following:
Degrading DNS server performance
When answering client queries for name resolutions, the DNS server needsto
review the entire zonefile. As stale resource records accumulate, the DNS
sarver hasto spend more time reviewing these records.
Possible incorrect name resolutions
Old, unused resource records may be used by the DNS server when answering
client queries. If so, the client, in turn, uses outdated information, causing
name resolution problems.

Disk space and zone transfer problems

As gtd e records accumul ate, the DNS database continues to grow, using up
disk space and increasing zone transfer time.
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To correct these problems, the DNS server in Windows 2000 uses the following
features.

Time stamping

Resource records added dynamically to the DNS database are marked with a
timestamp. The timestamp is the current date and time of the DNS server.
Resource records added manudly have atimestamp of zero. Thistdlsthe
DNS server that these resource records should not be subjected to the
scavenging process.

Aging of resource records

This process determines when a resource record was last refreshed and when
the resource record can be scavenged.

Scavenging of resource records

This process scavenges and removes any resource records that persist beyond
the specified refresh period.

While usng dynamic updates, it is very important to enable and configure this option
correctly snce DHCP clients and servers will be adding A and PRT resource records
to the DNS database. Over time, the DNS database can quickly become cluttered and
inefficient. To configure the DNS server for scavenging, follow these steps.

1. Openthe DNS Manager and right-click on the primary DNS server. Go to
Properties.

2. Onthe Generd tab, click onthe"Aging . . . " button.

3. TheZone Aging/Scavenging Properties dialog box will be displayed (see
Figure 10.7). Select "Scavenge stale resource records’ to enable scavenging.

Figure 10.7. Configuring scavenging properties on the DNS server
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4. Specify the no-refresh interval. This setting determines the amount of time
between timestamp refreshes. In other words, any attempt by a DHCP client or
server to refresh a given resource record is suppressed by the DNS server
during thistime period. The default interva is 7 days.

i Do not st the no-refresh interva setting too short. Doing so
a causes more updates to occur in the DNS database, and thus
: f.j'.' more replication traffic for Active Directory. This degrades

server performance.

5. Specify therefresh interva. This setting determines the amount of time that
the DNS server accepts timestamp refreshes for aresource record. This
interval must be greater than the maximum refresh period for resource records
in the zone (see Table 10.2). The default interva is 7 days.

Table 10.2. Maximum Refresh Periods

Service Maximum Refresh Period
Netlogon 60 minutes
Clustering 15 minutes
DHCP Client 24 hours
DHCP Server 4 days (or 50% of |ease duration)

6. The Windows 2000 DHCP Client sends attempts to refresh its A and PTR
records once every 24 hours. Note that this occurs for both dynamicaly and
dtatically assigned |P addresses.

7. The Windows 2000 DHCP Server sends refresh attempts when it is serving as
aDNS update proxy for it clients. This occurs when 50% of the lease duration
has expired. Since the default lease duration in Windows 2000 is 8 days, the
maximum refresh period istypicaly 4 days.
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8. Click OK to close the Zone Aging/Scavenging Properties dialog box. Click
OK again to close the DNS Zone properties diadog box.

Remember that scavenging hel ps keep the DNS database clean and efficient. Stale
resource records can degrade performance of the DNS server and need to be purged to
obtain the best performance.

10.4 Summary

In this chapter, | covered some of the new features found in the Windows 2000 DNS
Server. Some of these features are designed to replace the functionality found in the
previous method of name resolution, WINS.

The new Dynamic Update festure is the most important of these. Dynamic Update
provides away to update the DNS database autometicaly when aclient obtainsan IP
address via DHCP. Previoudy these updates had to be manualy entered by an
adminigrator.
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Chapter 11. Monitoring and Troubleshooting DHCP

Now the DHCP server is up and running, DHCP clients are requesting and receiving
DHCP offers, and everyone is happy. One way to keep everyone happy isto monitor
the hedlth of the DHCP service and to quickly troubleshoot and resolve any potentia
DHCP problems.

Monitoring DHCP in Windows 2000 is a vast improvement over previous versons of
Windows NT. By monitoring, an adminigtrator can be notified if a DHCP server is
being overloaded or if it is experiencing other difficulties.

When DHCPis up and running, it is pretty much transparent. An administrator could

go months without having any problems. However, when problems do crop up, an
adminisirator must turn to his toolbox to troubleshoot the Stuation.

11.1 Monitoring DHCP
One of the new features found in Windows 2000 is the ability to monitor DHCP
sarvers. The DHCP sarviceisacritica component in anetwork environment and as

such needs to be monitored to ensure it is operating at pesk performance.

Windows 2000 a so includes the ability to enable audit logging for the DHCP server.
11.1.1 Using System Monitor

Windows 2000 supplies a set of counters that are used to monitor different aspects of
the DHCP server. These counters track items such as the following:

The average time it takes the DHCP server to process a DHCP request

The number of messages (divided by the type of DHCP message) per second
the DHCP server receives

The number of packets dropped because the DHCP server was too busy to
handle the packets

To access these counters, an administrator must use System Monitor. To start System
Monitor, follow these steps:

1. Sdlect Start =2 Programs =2 Administrative Tools, then choose Performance.
2. The Performance console starts (see Figure 11.1). Select System Monitor.

Figure 11.1. System Monitor
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3. To add counters to the System Monitor, click on the + button along the top of

the System Monitor.

The Add Counters diadog box is now displayed (see Figure 11.2). Thisdiaog
box can be used to add counters for the current computer or for remote

computers.

Figure 11.2. Adding counters to the System Monitor
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4. Sdect the desred counter and click the Add button. Click Close when finished

selecting counters.

The following list describes the System Monitor counters that are associated with the
DHCP server. To add these counters from the Add Counter didog box, select DHCP
Server from the Performance object pull-down ligt.

Acks/sec
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Rate of DHCP ACK messages sent by the DHCP server
Active Queue Length

The number of packetsin the processing queue of the DHCP server
Conflict Check Queue Length

The number of packetsin the DHCP server's processing queue awaiting
conflict detection

Declines/sec

Rate of DHCP DECLINE messages received by the DHCP server
Discovers/sec

Rate of DHCP DISCOVER messages received by the DHCP server
Duplicates Dropped/sec

The rate at which the DHCP server received duplicate packets
Informs/sec

Rate of DHCP INFORM messages received by the DHCP server
Milliseconds per packet (Avg)

The average time per packet taken by the DHCP server to send aresponse
Nacks/sec

Rate of DHCP NACK messages sent by the DHCP server
Offers/sec

Rate of DHCP OFFER messages sent by the DHCP server
Packets Expired/sec

Therate a which packets are expired in the DHCP server's message queue
Packets Received/sec

Therate at which packets are received by the DHCP server
Releases/sec

Rate of DHCP REL EA SE messages received by the DHCP server
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Requests/sec

Rate of DHCP REQUEST messages received by the DHCP server

11.1.2 DHCP Audit L ogging

In previous versions of Windows NT, DHCP Server did not provide adequate audit
logging capability. This capability isimportant in network security, where an
adminigtrator may want to know the owner of a particular IP address during a
particular time period. Although earlier versgons of DHCP Server provided limited
logging capabilities, the ability to get address lease information is new.

The audit log that DHCP Server producesis smply acommadelimited text file that
can be viewed with Notepad. Table 11.1 lists the various event | Ds that can be found

inthelogfile
Table 11.1. DHCP Audit Log Event IDs
E:/[e)n t Meaning
00 Thelog was started.
01 The log was stopped.
02 The log was temporarily paused due to low disk space.
10 A new IP address was |eased to a client.
11 A lease was renewed by aclient.
12 A lease wasreleased by aclient.
13 An |P address was found to be in use on the network.
14 A lease request could not be satisfied because the scope's address pool was exhausted.
15 A lease was denied.
16 A lease was del eted.
17 A lease was expired.
20 A BOOTP address was leased to aclient.
21 A dynamic BOOTP address was leased to aclient.
» A BOOTP request could not be satisfied because the scope's address pool for BOOTP was
exhausted.
23 A BOOTP IP address was del eted after checking to seeit was not in use.
50+ Codes above 50 are used for Rogue Server Detection information.

The audit log is saved with a filename conssting of the current day of the week. For
example, if the DHCP Server service sarts on a Wednesday, the file name is
DhcpSvLog.Wed.

Whenever the DHCP Server service gtarts, or when the server's clock turns past
midnight, the server closes the previous day's log file and opens the next day's log file.

In other words, a 12:00 A.M. on Wednesday, the service closes DhepSrvlLog.Wed
and opens DhcpSrvLog. Thu. The DHCP Server service then writes header information
to thelog file. If the log file being written to was not modified in the previous 24

hours, the log file is overwritten. If the log file was modified in the previous 24 hours,
thelog fileis appended.
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One problem with the auditing festure found in earlier versons of Windows NT is

that the audit log isasingle file and is permitted to grow until disk space runs out. In
Windows 2000, the DHCP Server service periodicaly performs disk checks to verify
that disk space is available. The DHCP server performs disk checks when either a
certain number of events are logged or when the date changes on the server. If the
disk isfull, the DHCP Server sarvice closes the current log file and ignores requests to
log any additiond events until the Situation is rectified.

To modify the disk check settings, described in the following list, use Regedit to add
or modify these vaues in the following location:

HKLM\SYSTEM\CurrentControlSet\Services\DHCPServer\Parameters
DhcpLogDiskSpaceCheckinterval

Specifies the the amount of time before the DHCP server performs adisk
check. The stting is 50 minutes by default.

DhcpLogMinSpaceOnDisk

Specifies the minimum space that must be available on the hard disk. The
Setting is 20 MB by defaullt.

DhcpLogFilesMaxSize

Specifies the maximum dlocated sze of the audit log. The settingis 7 MB by
default. Notice that the registry setting isfor DHCP log files, not file. In other
words, with avalue of 7 MB, the DHCP server creates seven 1 MB log files,
or one for each day of the week.

To enable the DHCP audit log, follow these steps:
1. Open the DHCP console. Right-click on the desired DHCP server and select
Properties.
2. From the Genera tab, check the "Enable DHCP audit logging” box (see
Figure 11.3).

Figure 11.3. Enabling DHCP audit logging
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3. Click OK to close the DHCP Server Properties dia og box.

To specify the location of where the DHCP audit logs will be written to, follow these
steps:

1. Open the DHCP console. Right-click on the desired DHCP server and select
Properties.

2. From the Advanced tab, edit the "Audit log file path” value (see Figure 11.4).

3. Click OK to close the DHCP Server Properties dialog box.

Figure 11.4. Specifying the audit log file path
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11.2 Troubleshooting DHCP

In most network environments, DHCP is completely transparent. A DHCP client
boots up, gets an |P address, and beginsto utilize network resources. However,
occasiondly things go wrong and need troubleshooting to be resolved.

The following sections cover some of the problems faced when troubleshooting
DHCP.
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11.2.1

DHCP Servers

DHCP sarverstypicdly run flavlesdy. Usudly the only problem a DHCP server may
haveisthe falure to start the DHCP Server service, or that agroup of DHCP clients
cannot obtain an IP address |ease from the server.

If either of these Situations occur, verify that the DHCP sarviceis sarted:

PONPE

Right-click on My Computer and select Manage.
From the Computer Management console, select Services and Applications.
Double-click on Servicesin the right-hand pane.
From the list of services, locate the DHCP Server service (see Figure 11.5).

Verify thet it is Sarted.

Figure 11.5. The DHCP Server service
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5.

If the serviceis not started, right-click on the DHCP Server service and select
Sat. If the service falsto sart, use the Event Viewer in the Computer
Management console to locate the reason.

11.2.1.1 Problem: The DHCP server fails to lease addresses for a
new scope.

If an existing scope has been removed from a DHCP server and replaced with anew
scope, DHCP dlients may fail to obtain leases from the new scope. Typicdly this
Stuation happens if an adminigtrator is renumbering an existing network.

When multiple scopes are crested and activated on a DHCP server, the server decides
which scope will be used by determining which scope contains the server's first bound
|P address. Adding secondary | P addresses to the DHCP server's interface does not fix
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the problem. Since only one scope for a given network can be active a onetime, only
that scope can be used to lease addresses to the DHCP clients.

To solve this problem, smply change the DHCP server's primary |P addressto an IP
address in the new numbering range. However, for connectivity reasons (i.e., the
server provides other services besides DHCP) it might not be possible for the primary
| P address to be changed.

In that case, another way to solve this problem isto configure the DHCP server with a
superscope that includes both the old scope and new scope:

Create the new scope.

Configure any DHCP options required for the new scope.

Create a superscope that includes the new scope and the old scope.
Activate the superscope.

Exclude dl addresses in the old scope and leave it active.

agrODPE

11.2.2 DHCP Clients

When troubleshooting DHCP dlients, an adminigirator's best friends are the

IPCONFIG and WINIPCFG utilities. These two utilities are essentialy the same,
except that IPCONF G is used with Windows NT and 2000 systems and is command-
line based, while WINIPCFG is used with Windows 95 and 98 and is GUI-based. In
thissection | will be referring to IPCONFIG, but the same concepts can be achieved
using WINIPCFG. | will point out any differences in behavior between the two

utilities.

11.2.2.1 Problem: The DHCP client does not have an IP address.

Thisisthe most common problem that a DHCP client faces, because this is what
DHCP isused for. In this Situation, the following items should be checked.

11.2.2.1.1 Is the DHCP server down?

As aways, observe the current state of the network environment. If the DHCP server
isdown, the DHCP client cannot receive an IP address. To check if the server isup,
try pinging the DHCP server's I P address from another workstation. If the server is
up, proceed to the next step.

11.2.2.1.2 Verify network cable connection

If a desktop computer isbeing used, verify that the network cable isfully plugged in.
When plugging in an RM5 cable, the cables mae connector clicks when fully
inserted in the female RI5 connector in the network adapter.

If algptop is being used, verifying the connection depends on the type of connector
the laptop isusing. An XJACK connector dides out from the PCCARD network
adapter and operates much like atypica RI5 connector on a desktop. Another type
of connector used by laptops isthe dongle (see Figure 11.6). A dongle hasathin
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connector a one end that plugsinto the PCCARD. The other end supports afemde
RJ5 connector. The PCCARD end of the dongle can work its way loose, so verify
that it isfully inserted. Also verify the RM45 end by insarting the cable until it clicks

Figure 11.6. Laptop dongle

-

Once the cable has been connected, check for alink light. A link light is typicdly

found on the network card either above or below the RJ45 connector. On alaptop, the
link light is found on the dongle. If thelink light ison, run i pconfi g / renewto
receive an |P address.

If thelink light is not on, there may be a couple of problems.

Fird, the patch cable going from the network adapter to the data port may be bad.
Replace the patch cable and check for the link light again. If thereis now alink light,
runi pconfi g/ renewto receive an IP address.

If the link light is &till not present, get acable tester and test the data port. Follow the
ingtructions provided by the manufacturer of the tester. If the tester determinesthe
dataport is OK, verify that the software configuration, such as the network adapter
driver, is correctly ingtdled. If you have a spare network adapter, try replacing the
network adapter.

If the tester determines the data port is bad, contact the network adminisirator to get
the network connections checked. This would include any patchesin wiring closats
and switch or hub configurations.

Besides physicdly checking the cable, there are other ways to verify connectivity. In
Windows 2000, running i pconfi g/ rel ease Ori pconfig/renewwitha
disconnected cable produces this message:

C:\>ipconfig /rel ease

W ndows 2000 | P Configuration

No operation can be perforned on adapter Local Area Connection as
this

connection

has its nedi a/ cabl e di sconnect ed.

In Windows 95 or 98, while running WINIPCFG, adiaog box is displayed (see
Figure 11.7).

Figure 11.7. WINIPCFG error message
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11.2.2.1.3 Ping the local loopback address

If the network adapter and cabling checks out OK, start focusing on the software
configuration. One quick way to check the IP protocol stack isto ping the locd
loopback address, 127.0.0.1.

The local loopback addressis a specia 1P address used by hosts to send messages to
themsalves. As such, it can be used to test the clients |P stack. By typing pi ng
127.0.0. 1, thefallowing output should be displayed:

C.\>ping 127.0.0.1
Pi nging 127.0.0.1 with 32 bytes of data:
Reply from 127.0.0.1: bytes=32 tinme<lOns TTL=128
Reply from 127.0.0.1: bytes=32 tinme<lOns TTL=128
Reply from 127.0.0.1: bytes=32 tinme<l10nms TTL=128
Reply from 127.0.0.1: bytes=32 tinme<l10nms TTL=128
Ping statistics for 127.0.0. 1:

Packets: Sent = 4, Received = 4, Lost = 0 (0% oss),
Approximate round trip tines in mlli-seconds:

M ni mum = Ons, Maxi nrum = Ons, Average = Ons

If this output is displayed, proceed to the next step, rumning i pconfi g / renew.

Y ou should aso attempt to ping other computers on your subnet, as well as the router
on your network. Thiswill help you diminate connectivity problems associated with
conditions on the network itsdlf.

If this output is not displayed, there may be other problems. Some TCP/IP
configuration files may not be ingaled or they may be corrupted. To fix this, remove
and reingtal TCP/IP.

In Windows 2000, follow these steps to remove and reinstall TCP/IP:

1. Logonasauser with Administrator rights. Right-click on My Network Places
and select Properties.

2. From the Network and Dial-up Connections windows, right-click on Loca
Area Connection and select Properties.

3. Fromthe Loca Area Connection Properties dialog box, select Internet
Protocol (TCP/IP) and click on the Uningal button. Click Y esto confirm the
uningalation. Click OK to reboot the computer.

4. Once the computer restarts, log on as a user with Adminigtrator rights. Right-
click on My Network Places and select Properties.

5. Inthe Network and Dia-up Connections window, right-click on Locd Area
Connection and select Properties.

6. From the Loca Area Connection Properties dialog box, click Ingall.
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7. From the Sdlect Network Component dialog box, seect Protocol and click
"Add..."

8. From the Select Network Protocol dialog box, select Internet Protocol
(TCP/IP) and click OK.

9. Click Closeto close the Loca Area Connection Properties dialog box.

In Windows NT 4.0, follow these steps to remove and reingtall TCP/IP:

1. Log on asauser with Administrator rights. Select Start =2 Settings = Control
Pand.

2. In Control Panel, double-click Network and select the Protocols tab. From the
Protocols page, select TCP/IP Protocol, click Remove, and then click Yes.

3. Click Closeto close the Network applet, and then click Yesto redtart the

computer.

Log on asauser with Adminigrator rights.

In Control Pand, double-click Network, and then select the Protocols tab.

Click Add, select TCP/IP Protocol, and then click OK.

6. Touse DHCP, click Yeswhen prompted. If prompted, type the path for the
Windows NT source files. Click Continue.

7. When copying isfinished, click Close. Restart your compuiter.

o s

In Windows 95/98, follow these steps to remove and reinstal TCP/IP

Select Start =2 Settings — Control Panel.

In Control Pandl, double-click Network.

Remove dl TCP/IP-related network components. To accomplish this, click a
component on the Configuration tab and then click Remove. Repest this
process until al of the TCP/IP-related network components are removed from
network properties.

Click OK, and then click Yesto restart your computer.

After the computer restarts, Select Start = Settings — Control Pandl.

In Control Pandl, double-click Network, and then select the Protocols tab.
On the Configuration tab, click Add, then click Protocol, and then click Add.
In the Manufacturers pane, select Microsoft; in the Network Protocols pane,
click TCP/IP. Then click OK.

8. Click OK, and then click Yesto restart your computer.

=

W

No oA~

At this point, typei pconfi g/ al | to verify that the client now has an IP address. If
the client does not have an | P address, proceed to the next step, running i pconfi g
[ renew.

11.2.2.1.4 Running ipconfig /renew.

In most cases, smply runningi pconfi g / r enew from a command prompt will correct
any DHCP-rdated problems with the client. Of course, this assumes that there are no
problems relating to connectivity or the protocol stack, as discussed earlier in this
chapter.

Typingi pconfi g / r enew causes the DHCP client to begin the DHCP conversation to
request an | P address.
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Once the conversation is complete and the DHCP client has received an | P address,
IPCONFIG will output information much like the following:

C:\>ipconfig /renew
W ndows 2000 | P Configuration
Et her net adapter Local Area Connection:

Connection-specific DNS Suffix . : hel pandl earn.com
IP Address. . . . . . . . . . . . : 192.168.0.50
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.0.1

11.2.2.1.5 Running ipconfig /release

If, whenrunning i pconfi g / r enew, an error message is disolayed stating that the
DHCP client was unable to receive an |P address, try running i pconfi g/ rel ease
fird. Running i pconfi g/ rel ease causesthe DHCP client to rleaseits currently
configured |P address:

C:\>ipconfig /rel ease
W ndows 2000 | P Configuration
| P address successfully released for adapter "Local Area Connection”

11.2.2.2 Problem: The DHCP client has an auto-configured IP
address.

In Windows 98 and Windows 2000, Microsoft added a new feature known as
Automatic Private IP Addressng (APIPA). These operating sysems will use this
feature when the DHCP client cannot |ocate a DHCP server. Please see Chapter 6, for
more information about APIPA.

If aDHCP client isusing APIPA, it will have an IP addressin the range 169.254.0.1
through 169.254.255.254. The subnet mask is set to 255.255.0.0.

Troubleshooting a DHCP client that isusing APIPA can be tricky because when the
user or administrator investigates the problem, sheis able to see and connect to other

systems in the 169.254 subnet so it won't gppear to be a connectivity problem.
Therefore, an administrator must be aware of the characteristics of APIPA.

Before atempting to fix the client, determine why the dlient isusing APIPA:
Is the DHCP server running, and is it configured with a scope for this subnet?
Isthe DHCP server on a different subnet, and is the relay agent operating
correctly?

These questions need to be answered before fixing the DHCP client.

After verifying that DHCP is available on the subnet, runi pconfi g/ rel ease

followed by i pconfi g / renew a acommand prompt to get aDHCP client to use a

DHCP address instead of an APIPA address.

11.2.2.3 Problem: The DHCP client is missing some DHCP options.
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If aDHCP dient is not usng some DHCP optionsthat it should be, verify the
following:

The DHCP server is configured to distribute options via either server or scope
options. Use the DHCP console on the DHCP server to view the current
configuration.

The DHCP client supports the options being distributed. Microsoft DHCP
clients only support certain options. See Chapter 6, for acomplete list of
Microsoft-supported DHCP options.

11.2.3 DHCP Relay Agents

DHCP Rday Agent isavery smple gpplication, and as such it does not usualy
experience many problems. If the DHCP relay agent is not forwarding DHCP requests
and offers, verify the following:

The interface on the system running the Windows 2000 DHCP relay agent is.

o Connected to the network that contains the DHCP clients.

o Added to the DHCP relay agent in the RRAS console (see Chapter 7).
The "Relay DHCP packets' check box is sdlected in the DHCP Relay Agent
Properties for the selected interface.

In the DHCP Relay Agent global properties, the IP address of the DHCP
server islisted and correct.

From the DHCP relay agent, ping the DHCP servers. If the server cannot be
pinged, troubleshoot the connectivity problem. If the DHCP server can be
pinged from the DHCP relay agent, try pinging the DHCP server from a
working workgtation.

Make sure that there are no access lists that are denying access to UDP ports
67 and 68.

11.3 Summary
This chapter covered monitoring and troubleshooting DHCP.

DHCP monitoring in Windows 2000 offers many different counters that an
adminigtrator can use to help evauate the gate of the DHCP environment. Windows
2000 dso includes enhanced audit logging, dlowing an adminigtrator to determine
many things, including who owned an IP address and when.,

DHCP isavery eegant protocol that operates transparently on the network. But when

it does break, an administrator needs to jump into action before the network comesto
ascreeching hdt. By using IPCONFIG and WINIPCFG, most DHCP problems can be
solved, but there are times when more intuition and skills are required to hunt down

and dleviate the problem.
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Chapter 12. What Lies Ahead: IPv6 and DHCPv6

This chapter takes a peek a an upcoming change that will affect the Internet and
possibly any organization using TCP/IP and DHCP. Although Windows 2000 does

not ship with IPv6 support, it will be added in future releases.

12.1 IPv6

Currently the Internet uses Internet Protocol version 4, which was designed over 20
years ago. A very versatile protocol, IPv4 has evolved as the Internet has grown.
However, over the years |Pv4's limitations have become more obvious. The biggest
problem isits limiting 16-bit address space, with a maximum of 4,294,967,296
possible addresses. Other problems include poor scalability and lack of encryption
and authentication mesasures,

With these limitations in mind, the IETF set out to create the next version of IP,
Internet Protocol version 6 (1Pv6), aso known as IPng (Internet Protocol Next
Generation). The |ETF crested a comprehensive set of specifications thet define IPV6.
Table 12.1 lists of some of the IPv6 RFCs.

Table 12.1. IPv6 RFCs

RFC #

RFC Title

URL

RFC2460

Internet Protocol, Version 6 (IPv6) Specification

http://www.ietf.org/rfc/rfc2460.txt

RFC2463

Internet Control Message Protocol (ICMPv6) for the
Internet Protocol Version 6 (IPv6) Specification

http://www.ietf.org/rfc/rfc2463.txt

RFC2373

IPVersion 6 Addressing Architecture

http://www.ietf.org/rfc/rfc2373.txt

RFC1886

DNS Extensions to Support IP Version 6

http://www.ietf.org/rfc/rfc1886.txt

RFC1971

IPv6 Stateless Address Autoconfiguration

http://www.ietf.org/rfc/rfc1971.txt

These and other RFCs developed by the IETF provide the following enhancements
found in IPV6:

Expanded addressing capabilities

Hierarc

Since the biggest problem with IPv4 is the limited address space, |Pv6
increases the size of the |P address from 32 to 128 bits. With thisincreased

address space, every network device can have a unique | P address, from your

cdl phoneto your coffee machine.

hical address space

In IPv4, the address space is divided into two areas. network and host. In [Pv6,
the address space takes up amore hierarchica nature, alowing geographic
areas to be represented. This is much like how an area code represents the

geographic portion of a telephone number.

A streamlined 40-byte header
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To dlow for faster processing of the I P packet, a number of 1Pv4 fields have
been dropped or made optional. This resultsin a 40-byte fixed-length heeder,
whereas IPv4 headers have avariable length. See Figure 12.1 for acomparison
of the two headers.

Figure 12.1. Comparing the IPv4 and IPv6 headers
IPvd Pocket Header

Version I [ dk Total Length
Ientification Flag Fragmant Offset
Time ta Live Protacal Header Checksum
Source Address
Destination Address

Options Padding

F 3

31 bits

L}

IPvé Packet Header
Version  Priority Flow Larbel

Poyload Length Mext Heoder Hop Limit

Source Address

Destination Address

- 32 bits
Flow labeling and priority

L 3

IPv6 provides the capability to labe and prioritize "flows™ A flow may be an
audio or video tranamisson that is time sendtive.

12.1.1 IPv6 Address Architecture

One of thetop priorities for the IETF was to use alarger address space for IPv6. With
the ever-growing need for | P addresses for multimedia applications, persond digita
assstants (PDAS), mobile users, and network-based appliances, the IETF decided to
increase the address gpace to 128 hits. This provides an enormous number of
addresses, totaling 340,282,366,920,938,463,463,374,607,431,768,211,456. Thus
there should be plenty of unique I P addresses for decades to come.

With 128 bits, an IPv6 addressis noted differently than an |Pv4 address. Addressesin
IPv4 use dotted decimal notation, where four decimal octets represent the 32- bit
binary address. |P addresses in IPv6 use a hexidecimal text string to represent the
128-hit number. The IPv6 addressis displayed as follows:
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XXXXT XXXX T XXXXT XXXX T XXXXT XXXX T XXXXT XXXX

The colons separate the eight 16-bit pieces of the address. The x's represent the four
hexidecima numbers that represent a 16-bit piece. For example,
1234: 5678: 9ABC: DEFO: 1234: 5678: 9ABC: DEFO represents an |Pv6 IP address.

Memorizing an IPv6 IP addressis not easy, so the IETF created a shorthand way to
represent it. This shorthand method states that any leading zeros in a 16-bit section

can be dropped and that multiple contiguous sections of zeros can be represented by a
double colon (::). For example, the IPv6 address

1080: 0000: 0000: 0000: 0008: 0800: 0004: 417A can be written as

1080: : 8: 800: 4: 417A. Note that only one double colon can be used. If more than one
were used, |Pv6 would not be able to calculate the number of 16-bit sections that
contain zeros.

Besides providing avast number of |P addresses, the IPv6 address architecture
provides the ahility to create advanced hierarchica address spaces. Thisresultsin
more efficient routing architectures.

IPv4 was designed using a class-based address architecture. In the IPv4 1P address,
the bits were divided between network and host addresses (see Figure 12.2). With the
Internet growing at an incredible pace, the limits of the non-hierarchica class-based
address architecture are increasingly known. These limitations occur at both the local
and globd leves of networking.

At the locdl level, subnetting was developed to divide the address space more
efficiently. For example, asingle Class C network address can be divided (or
subnetted) into smaler logical networks. These smaler networks can then represent
severd physical networks.

At the globd level, supernetting was devel oped to combine a number of subnetted
networks into a Sngle network number. As aresult, routing tables are reduced in Size,
resulting in better performance for backbone routers.

The IPv6 address hierarchy is divided into severd layers Thisresultsin ahighly
scal able address space.

Thefirgt leve of the hierarchy is assgned to the top level aggregators (TLA). The
TLAs are the public exchanges where large providers and telephone companies
establish interconnections. An example of a public exchange is the five access points
in the United States where the mgjor 1SPs link together (see Figure 12.2).

Figure 12.2. The major U.S. Internet access points
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With IPv6, the TLAs will be assgned blocks of addresses. The TLAs will then
allocate blocks of addressesto next level aggregators (NLA). NLAs are large |SPs
and large globd corporations. If the NLA isan ISP, it further alocates its assigned
addresses to its subscribers or site level aggregators (SLA).

So how does this addressing hierarchy make things more efficient? By assigning
numbers from the top (regiond) levels down, NLAS that resde within the same TLA
will have addresses that share the same TLA prefix. Subscribers (SLAS) of the same
NLA will have addresses that share the same NLA prefix (see Figure 12.3).

Figure 12.3. The IPv6 addressing hierarchy
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The format of IPv6 addressesis as follows (see Figure 12.4):

Thefirg field is 3 bitslong and designates the type of address (unicast,
multicadt, etc.).

The next fied is 13 bits and designates one of the TLAs throughout the globe.
Thefollowing 32-bit field represents the NLA. These 32 hits can be further
subdivided by the NLA as shown in Figure 12.5. For example, if an NLA was
alarge ISP whose subscribers were smaler 1SPs, the NLA field could be
subdivided.
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The next fidd is 16 bitslong and representsthe SLA. A single SLA fidd can
represent up to 65,534 subnets.
The remaining field is 64 bits long and represents the interface or host ID.

Theinterface ID is autoconfigured in IPv6 unless configured otherwise (i.e., usng
DHCP). Thistype of configuration is known as statel ess autoconfiguration. The host
determines whether it should use Sateless or stateful autoconfiguration by reading

router advertisements.

An autoconfigured interface 1D is a combination of the host's MAC address and the

local network address.

Figure 12.4. The IPv6 address format

3113 32 bits 16 bits 64 bits
001] TLA NLA SLA Interface ID
Public Topology  Site Topology Local Interface

Figure 12.5. Subdividing the NLA field

32 bits
NLS 1 Site SLA Interface ID
NLS 2 Site SLA Interface ID
NLS 3| Site SLA Interface ID

12.2 DHCP for IPv6

DHCP for IPv6, dso known as DHCPV6, enables DHCP serversto deliver
configuration parameters to |Pv6 hosts. As stated earlier, |Pv6 hosts by default use
dtatel ess autoconfiguration unless configured otherwise. DHCPV6 represents the
dateful autoconfiguration option.

Much like DHCP in IPv4, DHCPV6 uses a client/server model. The DHCP server and
the DHCP client converse with a series of messages to request, offer, and lease an IP
address. Unlike DHCP in 1Pv4, DHCPV6 uses a combination of unicast and multicast
messages for the bulk of the conversation instead of broadcast messages.

Table 12.2 shows the well-known multicast addresses that are used when DHCPv6
transmits multicast messages.

Table 12.2. Well-Known Multicast Addresses and Multicast Groups

Multicast Group Name

Multicast Address

Members

All-DHCP-Agents FF02:0:0:0:0.0:1:2 All DHCP servers and relay agents
All-DHCP-Servers FF05:0:0:0:0:0:1:3 All DHCP servers
All-DHCP-Relays FF05:.0:0:0:0.0:1:4 All DHCPrelay agents
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All DHCP messages being tranamitted to a DHCP server are transmitted usng UDP
port 547. All DHCP messages being transmitted to a DHCP dlient are transmitted
using UDP port 546.

12.2.1 The DHCPv6 Conver sation

The following message types can be found in a DHCPv6 conversation. Notice the
many smilaritiesto the origind DHCP message types.

01 DHCP Solicit

This message is an |P multicast message sent by a DHCP client to a DHCP
server or relay agent.

02 DHCP Advertise

This message is an |P unicast message sent by a DHCP server or relay agent in
response to a DHCP Solicit message.

03 DHCP Request

This messageis an IP unicast message sent by a DHCP client to request
configuraion information from a DHCP server.

04 DHCP Reply

This messageis an | P unicast message sent by a DHCP server in responseto a
client's DHCP Request.

05 DHCP Release

This message is an IP unicast message sent by the dient to notify the DHCP
server that the DHCP dient isreleasing its |P address.

06 DHCP Reconfigure
Thismessage is an IP unicast or multicast message used by the DHCP server
to notify a DHCP dlient that it has new configuration information. The client is
expected to send a DHCP Request message to reconfigure.
12.2.1.1 The DHCP Solicit message
To begin the DHCPv6 conversation, the DHCP client sends a DHCP Solicit message
from the interface to be configured. This message is sent to the All-DHCP-Agents
multicast group. Any relay agent receiving the Solicit message must forward the
messege to the All-DHCP-Servers multicast group.
The DHCP Solicit message follows the format shown in Figure 12.6.

Figure 12.6. The DHCP Solicit message
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mogtype=] | Reseved | PrefinSize
Chient's Link-Local Address {16}
Raloy Address (16)
Soved-Agant Address (16) [ Oplional)

Thefidds are described in Table 12.3.

Table 12.3. DHCP Solicit Message Fields

Field

Description

msg-type

Specifies the DHCP message type.

C

If thishit is set, all DHCP serversreceiving the Solicit message must deallocate
resources associated with the DHCP client. The DHCP client should also provide a
saved-agent address to locate the client's address binding.

Prefix-Sze

The number of leftmost bits of the agent's | P address that designate the routing prefix.

Reserved

Not used, set to zero.

Client'sLink-
Local Address

ThelPlink-local address of the interface that the DHCP client used to issue the DHCP
Solicit message.

Relay Address

If the Solicit message was received by a DHCP relay agent, the relay agent places its
IPaddressinthisfield. If not, the client places zerosin thisfield.

Saved Agent
Address

If used, thisfield containsthe | P address of the client's DHCP server.

12.2.1.2 The DHCP Advertise message

After receiving a DHCP Salicit message from aDHCP client, a DHCP server
responds with a unicast DHCP Advertise message. If the message arrived viaareday
agent, the DHCP server sends the Advertise message back through the relay agent.

The DHCP Advertise message follows the format shown in Figure 12.7. All fidds are
filled in by the DHCP server and are not modified by any relay agents.

Figure 12.7. The DHCP Advertise message
mgtype=]  ( Remrved  Preference
Gieat's Link-Local Adkres {16}
Ngent Address {16]
Server Address (1 6] {Opsianal)

Extensions [varies)

Thefidds are described in Table 12.4.

Table 12.4. DHCP Advertise Message Fields

Field

Description

msg-type

Specifies the DHCP message type.
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S If thisbit is set, the DHCP server addressisincluded.

Preference I ndicat&et_he preference level qf the DHCP server (1to 2_55). On_ce aclient receives
all Advertise messages, the client chooses the server with the highest preference.

Client's Link- The IPlink-local address of the interface that the DHCP client used to issue the

Local Address DHCP Solicit message.

Agent Address  [TheIP address of a DHCP agent on the same link as the client.

Server Address | The IP address of the DHCP server (if used).

Extensions Specifies any DHCPv6 extensions.

12.2.1.3 The DHCP Request message

To receive any configuration parameters from the DHCP server, the DHCP client
must issue a DHCP Request message. This unicast message is used to request
configuration parameters as wdl as any DHCP extensions the client may require. The
DHCP client sets the destination address to that of the DHCP server selected during
the DHCP advertise message process.

The DHCP Advertise message follows the format shown in Figure 12.8. All fidds are
filled in by the DHCP dient.

Figure 12.8. The DHCP Request message
msg-type=3 € 5 R Reserved Tromsacion ID
Chent’s Link-Local Address {16}
Agent Address (18]
Server Address (1 6} {OpSianal)

Extessions [varies)

Thefidds are described in Table 12.5.

Table 12.5. DHCP Request Message Fields

Field Description
msg-type Specifies the DHCP message type.
c If_thi shit i_s set, the client requests the server remove all resources associated
with the client.
S If thisbit is set, the DHCP server addressisincluded.
R If thisbit is set, the client has rebooted.
Rsvd Not used, set to zero.

Transaction ID

A transaction identifier used to identify the particular request message.

Client'sLink-Local
Address

The [P link-local address of the interface that the DHCP client used to issue
the DHCP Salicit message.

Agent Address The IP address of a DHCP agent on the same link asthe client.
Server Address The I P address of the DHCP server (if used).
Extensions Specifies any DHCPv6 extensions.

12.2.1.4 The DHCP Reply message
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Upon recelving a DHCP Regquest message, the DHCP server responds with a DHCP
Reply message. This unicast messageis sent to the DHCP client, unlessthe client set
the S hit. In that case, the client has to send the request through arelay agent. When
responding, the DHCP server setsthe L bit in the DHCP Reply message and
addresses the message to the relay agent specified in the agent addressfield of the
DHCP Request message.

The DHCP Reply message follows the format shown in Figure 12.9. All fidlds are
filled in by the DHCP server.

Figure 12.9. The DHCP Reply message
meg-type=4 | L Solus Tromsachion 1D
(el Link- Local Address (16)

Extesmsions [varies]

Thefidds are described in Table 12.6.

Table 12.6. DHCP Reply Message Fields

Field Description
msg-type Specifies the DHCP message type.
L If thisbit is set, the client's link-local addressis present.

Specifies the status of the request:

0: success

16: failure, reason unspecified

17: authentication failed or nonexistent

18: poorly formed request or release

Status

19: resources unavailable

20: client record not available

21:invalid client |P addressin release

23: relay cannot find server address

64 server unreachable
Transaction |ID A transaction identifier used to identify the particular request message.
Client's Link-Local TheIPlink-local address of the interface that the DHCP client used to issue
Address the DHCP Solicit message.
Extensions Specifies any DHCPv6 extensions.

12.2.1.5 The DHCP Release message
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A DHCP Release message is used to release | P address configurations. A DHCP
client sends a DHCP Release message directly to the DHCP server becauseit dready
has avdid IP address configuration.

The DHCP Reease message follows the format shown in Figure 12.10. All fidds are
filled in by the DHCP dient.
Figure 12.10. The DHCP Release message
mgtype=S D Reserved Tromsaction ID
Cheat's Link-Local Address (16}
gent Address (16)
Client Address {16) [Dgtional)

Extensions [varies)

Thefidds are described in Table 12.7.

Table 12.7. DHCP Release Message Fields

Field Description
msg-type Specifies the DHCP message type.
D If this bi_t is set, the DHCP server isto send the DHCP Reply message directly
to theclient.
Reserved Not used, set to zero.
Transaction ID A transaction identifier used to identify the particular request message.
Client'sLink-Local The IPlink-local address of the interface that the DHCP client used to issue
Address the DHCP Solicit message.
Agent Address The IP address of a DHCP agent on the same link as the client.
Client Address The IP address of the DHCP client.
Extensions Specifies any DHCPv6 extensions.

12.2.1.6 The DHCP Reconfigure message

A DHCP Reconfigure message is used to notify DHCP clients of important changes
to their 1P address configurations. A DHCP server sends a DHCP Reconfigure
message directly to the DHCP client because it aready has avaid |P address
configuration.

The DHCP Re ease message follows the format shown in Figure 12.11. All fiddds are
filled in by the DHCP server.
Figure 12.11. The DHCP Reconfigure message

meg-fype=b B | Reserved | Tromsachion 1D
Server Address {16)

Extesmsions [varies)
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Thefidds are described in Table 12.8.

Table 12.8. DHCP Reconfigure Message Fields

Field Description

msg-type Specifies the DHCP message type.

If thishit is set, the DHCP client should not expect a DHCP Reply message in response

N to any DHCP Requests.

Reserved Not used, set to zero.

;I'Dransacnon A transaction identifier used to identify the particular request message.
Server The |P address of the DHCP server.

Address

Extensions  |Specifies any DHCPv6 extensions.

12.2.2 DHCP Extensionsfor | Pv6

DHCPV6 usesthe ext ensi ons fidd in the DHCP messagesto carry configuration
information to the DHCP dlients. The extensons follow a standardized format thet is
described in the Internet Draft, "Extendgons for the Dynamic Host Configuration
Protocol for IPv6."

Theext ensi ons field operates much likethe opt i ons fidd found in the origina
DHCP.

The sze of theext ensi ons fidd can be afixed length or varigble length. The first
fiddinan extendonisthet ype fidd; it identifies the extenson type. Thet ype fied
is 2 octets long. Extension types are discussed later in this section. The next fidd is
thel engt h fidd, and it isaso 2 octetslong. Thel engt h fidd specifiesthe length of
the extengon, not including thet ype and | engt h fidd.

The following section describes some of the DHCPv6 extensions. For a complete
ligting, refer to the Internet Draft.

12.2.2.1 IP Address Extension

The IP Address Extengion is the most important extension included in a DHCPv6
message. The DHCP client uses the IP Address Extension to request an |P address
from the DHCP server.

Unlike DHCP in IPv4, the IP Address Extension can be used to request multiple IP
addresses for aDHCP client. Since an IP Address Extension can only hold one IP
address, thisis accomplished by using multiple IP Address Extensons. See Figure
12.12 for the format of the IP Address Extension field.

Figure 12.12. The IP Address Extension
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Type=1 Length
Type=l C L 0 & P Reserved Prefix Size
(lient's Address (16) (| Dgfional)
Preferred Lifefime (4) {Optional)

Valid Lifetime (4] (Opfioaal)

DHS Name (vories] [Optianed)

Thefiddsin the |P Address Extenson are described in Table 12.9.

Table 12.9. IP Address Extension Fields

Field Description

Type 1(i.e.,, an IP Address Extension).

Length Thelength of the extension in octets.
Thisfield isused to notify the client that the server was not able to process the client's

Status
request.

C If thisbit is set, the client addressfield is present.

L If thisbit is set, the preferred and valid lifetimes fields are present.

Q If thisbit is set, the other fields (C, L, A, and P) included by the client are required.

A If thisbit is set, the client requests that the server perform dynamic DNS updates using
the AAAA record.

p If thishit is set, the client requests that the server perform dynamic DNS updates using
the PTR record.

Reserved Thisfield must be zero.

Prefix-Size If the Chitisset (i.e., aclient addressisincluded), thisfield specifies the number of
leftmost bitsin the client address that is used to determine the routing prefix.

S('ﬂlss Thisfield specifies the | P address to be allocated by the DHCP server for the client.

Preferred Thisfield specifies the preferred lifetime of the IP address (in seconds). Thisisthe

Lifetime lifetime that the DHCP client would like to have.

vaid Thisfield specifiesthe valid lifetime of the | P address (in seconds). Thisisthelifetime

Lifetime determined by the DHCP server.

DNSName |Thisfield specifiesthe DNS name (ASCII text).

12.2.2.2 Time Offset Extension

The Time Offset Extension specifies the amount of time (in seconds) that the client's
dock should be offset from Universal Time Coordinated (UTC). See Figure 12.13 for
the format of the Time Offsat Extension fidd.

Figure 12.13. The Time Offset Extension
Type=12 Length=4

Time Offsal=4

12.2.2.3 Domain Name Server Extension
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The Domain Name Server Extension specifiesthe list of DNS serversthat the client
should use. See Figure 12.14 for the format of the Domain Name Server Extension
fidd.

Figure 12.14. The Domain Name Server Extension

Trpe=b Length

Domuin Noma Server oddesses {16)

12.2.2.4 Domain Name Extension

The Domain Name Extension specifies the DNS domain name the dient should use
when resolving host names. The domain nameisan ASCII string. See Figure 12.15
for the format of the Domain Name fidld.

Figure 12.15. The Domain Name Extension

Type=10 Length

Domain Bome [varies)

12.3 Summary

IPv6 and DHCPV6 are the future of the Internet. IPv6 overcomes many of the
shortfdls of 1Pv4, producing an elegant and versatile release of the Internet Protocol.
IPv6 provides a vast address space and a hierarchical address structure.

Although I1Pv6 supports statel ess autoconfiguration of clients, DHCPv6 complements
IPv6 by providing astateful autoconfigure option to facilitate the automatic
configuration of DHCP clients. DHCP dlients can get configuration options such as
DNS server addresses.

Although Windows 2000 does not support |Pv6 yet, support needs to be added as
more devices and networks migrate to the new standard.

downloaded from: lib.ommolketab.ir


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

Appendix A. Appendix:DHCP Options
Pad (0)

Specifies that the following data fields will be digned on aword (16-bit)
boundary.

Time (2)

Specifies the Universal Time Coordinated (UTC) Offsat in seconds.
Time Server (4)

Specifiesaligt of timeserversfor the client in order of preference.
Name Servers (5)

Specifiesaligt of name serversfor the client in order of preference.
Log Servers (7)

Specifiesalig, in order of preference, of MIT_LCS User Datagram Protocol
(UDP) log serversfor the client.

Cookie Servers (8)

Specifiesalist, in order of preference, of cookie servers (as specified in
RFC865) for the client.

LPR Servers (9)

Specifiesalig, in order of preference, for Line Printer Remote (as specified in
RFC1179) serversfor the clients.

Impress Servers (10)
Specifiesalist of Imagen Impress servers for the client in order of preference.
Resource Location Servers (11)

Specifiesaligt, in order of preference, of RFC887-compliant Resource
Locetion Serversfor the client.

Hostname (12)
Specifies the hostname (maximum of 63 characters) for the client. NOTE: The
name must start with an dphabetic character, end with an aphanumeric
character, and contain only letters, numbers, or hyphens. The name can be
fully qudified with the locad DNS domain name.

Boot File Size (13)
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Specifies the default size of the boot image file in 512-octet blocks.
Merit Dump File (14)

Specifiesthe ASCII path of afilein which the client's core dump can be stored
in case of an application or system crash.

Swap Server (16)
Specifiesthe IP address of the client's swap server.

Root Path (17)
Specifiesapath (in ASCII) for the client's root disk.

Extensions Path (18)
Specifies afile that includes information thet is interpreted the same as the
vendor extension field in the BOOTP response, except that referencesto Tag
18 are ignored. Note that the file must be retrievable through TFTP.

IP Layer Forwarding (19)
Specifies that 1P packets should be enabled (1) or disabled (0) for the client.

Nonlocal Source Routing (20)

Specifies that datagram packets with nonloca source route forwarding should
be enabled (1) or disabled (0) for the client.

Policy Filters Mask (21)
Specifiesalist in order of preference of |P address and mask pairs that specify
degtination address and mask pairs respectively. Used for filtering nonloca
source routes. Any source routed datagram whose next hop address does not
metch an entry in the ligt is discarded by the client.

Max DG Reassembly Size (22)

Specifies the maximum size datagram that a client can assemble. NOTE: The
minimum Szeis 576 bytes.

Default Time to Live (23)

Specifiesthe Timeto Live (TTL) that the client will use on outgoing
datagrams. Vaues must be between 1 and 255 hops.

Path MTU Aging Timeout (24)
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Specifies the timeout in seconds for aging Path Maximum Trangmisson Unit
vaues. NOTE: MTU vdues are found usng the mechanism defined in
RFC1191.

Path MTU Plateau Table (25)

Specifies atable of MTU szes to use when performing Path MTU (as defined
in RFC1191). NOTE: Thetable is sorted from the minimum vaue (68 octets)
to maximum vaue (576 octets).

MTU Option (26)
Specifiesthe MTU discovery sze. NOTE: The minimum vaueis 68.

All Subnets are Local (27)
Specifies whether the client assumes that al subnetsin the network use the
same MTU vaue as that defined for the local subnet. This option is enabled
(2) or disabled (0), which specifies that some subnets may use smdler MTU
values.

Broadcast Address (28)
Specifies the broadcast IP address to be used on the client's local subnet.

Perform Mask Discovery (29)

A vaue of 1 specifiesthat the client should use ICMP (Internet Control
Message Protocol) for subnet mask discovery, whereas avaue of specifies
that the client should not use ICMP for subnet mask discovery.

Mask Supplier (30)
A vaue of 1 specifiesthat the client should respond to ICMP subnet mask
requests whereas avalue of specifiesthat a client should not respond to subnet
mask requests using ICMP.

Perform Router Discovery (31)
A vaue of 1 specifiesthat aclient should use the mechanism defined in
RFC1256 for router discovery. A vaue of indicates that the client should not
use the router discovery mechanism.

Router Solicitation Address (32)

Specifies the |P address to which the client will send router solicitation
requests.

Static Route (33)

downloaded from: lib.ommolkefab.ir


http//lib.ommolketab.ir
http://lib.ommolketab.ir

downloaded from: lib.ommolkefab.ir

Specifiesalist in order of preference of 1P address pairs the client should

ingdl initsrouting cache. NOTE: Any multiple routes to the same detination
are liged in descending order or in order of priority. The pairs are defined as
destination | P address/router |P addresses. The default address of 0.0.0.0 isan
illegal address for agtatic route and should be changed if your non-Microsoft
DHCP dlients use this s=tting.

Trailer Encapsulation (34)
A vaue of 1 specifiesthat the client should negotiate use of trailers (as defined
in RFC983) when using the ARP protocoal. A vaue of indicates that the client
should not usetrallers.

ARP Cache Timeout (35)
Specifies the timeout in seconds for the ARP cache entries.

Ethernet Encapsulation (36)
Specifies that the client should use Ethernet version 2 (as defined in RFC8%4)
or |[EEE 802.3 (as defined in RFC1042) encapsulation if the network interface
is Ethernet. A vaue of 1 enables RFC1042 whereas a value of enables
RFC894 encapsulation.

Default Time to Live (37)

Specifiesthe default TTL the client should use when sending TCP segments.
NOTE: The minimum octet vaueis 1.

Keepalive Interval (38)
Specifies the interva in seconds for the client to wait before sending a
keepaive message on a TCP connection. NOTE: A vaue of indicates that the
client should send keepaive messages only if requested by the gpplication.
Keepalive Garbage (39)

Enables (1) or disables (0) sending keepalive messages with an octet of
garbage data for legacy gpplication compatibility.

NIS Domain Name (40)

An ASCII gtring specifying the name of the Network Information Service
(NIS) domain.

NIS Servers (41)

Specifiesaligt, in order of preference, of 1P addresses of NIS serversfor the
client.

NTP Servers (42)
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Specifiesalig, in order of preference, of I1P addresses of Network Time
Protocol (NTP) serversfor the client.

Vendor Specific Info (43)
Binary information used by clients and serversto pass vendor-specific
information. Serversthat cannot interpret the information ignore it, and dlients
that do not receive the data attempt to operate without it.

NetBIOS Over TCP/IP NBDD (45)

Specifiesaligt, in order of preference, of 1P addresses for NetBIOS datagram
digtribution (NBDD) serversfor the client.

X Window System Font (48)

Specifiesalig, in order of preference, of 1P addresses of X Window font
serversfor the dient.

X Window System Display (49)

Specifiesalig, in order of preference, of IP addresses of X Window System
Digplay Manager serversfor the client.

NIS + Domain Name (64)

Specifiesalist of NIS + domain namesin order of preference.
NIS + Server (65)

Specifiesalist of NIS + serversin order of preference.
End (255)

Specifies the end of the DHCP packet.
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